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EXECUTIVE SUMMARY 
 
This document reports the achievements of the HUMABIO project Dissemination activities 
and the actions towards raising the public’s participation and awareness.   

Dissemination is always fundamental for a European Research Project since the awareness 
about the results of EU funded projects is one of the major concerns of EC. Especially for 
biometric related projects such as HUMABIO, the need for dissemination activities is 
especially important, not only for the iterative design of the proposed system but also for the 
penetration and general acceptance of the proposed sensors, methods and concepts.   

While the goals for dissemination remain unchanged for the project’s duration, the activities 
undertaken to achieve them are continuously redefined as new opportunities for dissemination 
arise and new results to be advertised are achieved. Therefore the dissemination plan will be 
continuously restructured while the dissemination record also included within will be 
continuously updated with all achieved or planned dissemination activities for HUMABIO 
project. The purpose of this document is to present the dissemination strategy adopted within 
HUMABIO project for the future period and report the dissemination achievements by the 
time of its preparation.  

The dissemination activities for HUMABIO project so far indicate significant mobilisation of 
partners towards reaching the public and making the project’s concept as widely understood 
as possible. As expected the main published articles include mainly concept description as 
innovative scientific results are expected to emerge later on the project’s duration.  

In short, up to this point the HUMABIO project has published one scientific article, has 
realised 8 presentations to scientific events and appeared to popular press or websites 7 times. 
In addition, a major dissemination event, the 1st HUMABIO workshop further enhanced the 
publicity of the project. Finally, the HUMABIO video was produced, the website was 
continuously updated while the project’s leaflets and posters were disseminated to interested 
people. 
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Introduction 
 

 

The HUMABIO technology is highly innovative and can be applied to numerous areas like 
car security and safety, unobtrusive access control and continuous authentication in security 
sensitive environments and initial validation and monitoring of the person’s physiological 
state in safety critical operations. For its deployment to these areas however there is a need for 
an extensive dissemination strategy that will communicate to the respective key stakeholders 
the proposed concepts, methods and sensors and disseminate its innovative features.  

The sensitive issue of biometrics also should be clearly and simply presented to the citizens of 
EC who may be reluctant to accommodate such applications to their daily life. The 
dissemination strategy will target to eliminate their prejudice to the degree this is based to 
ignorance of the benefits that biometric applications may bring to security sensitive and safety 
critical environments.  

The dissemination of the concept of the main biometric modalities of the HUMABIO project 
will especially emphasize the feasibility of novel and emerging biometrics applications to 
create new, unobtrusive methods for the authentication of individuals, aiming primarily to 
user convenience and also demonstrate the potential use of biometrics for public safety in 
addition to security.  

Informing people on the process of high security biometrics will make them aware of its 
harmlessness and easiness, which will have a very positive impact on biometrics perception. 
All dissemination activities will aim to eradicate the vision of high-security biometrics 
systems as highly intrusive and privacy violating, stressing instead their advantages. 

The above will be achieved through the concise dissemination strategy defined early at the 
project. Within the dissemination strategy the dissemination target groups were defined and 
the way to reach them through relevant activities was proposed.  

Within this document the updated Dissemination strategy is described versus the 
dissemination achievements so far and the respective target groups reached in chapter 1. 
Chapter 2 is the dissemination record of the project, presenting in detail the achievements of 
the project so far. Chapter 3 includes the Dissemination Road Map for the future of the project 
while in Chapter 4 the planned Dissemination activities are presented.  
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1 HUMABIO Updated Dissemination Strategy and 
Achievements 

 

1.1 Dissemination Strategy Goals and Main Achievements 
The HUMABIO dissemination strategy is composed by a set of goals, based on which the 
definition of the dissemination plan will take place. All dissemination activities realised 
within the project aim to fulfil the specified goals. Specifically, the goals of the dissemination 
strategy versus the activities towards its completion are the following: 

1. To widely disseminate the problems to be addressed and the concept of HUMABIO 
project. 

To meet this goal the project’s consortium has realized so far 1 project publication to 
international conference proceedings, 8 project’s presentations to various scientific events, 7 
appearances to local press or websites addressed mainly to the public and 1 major project’s 
workshop. In addition, HUMABIO produced leaflets and posters describing its activities, one 
project video and one website to describe the project’s concept in more detail. All the above 
activities are detailed in Chapter 2. 

2. To increase public awareness in the very sensitive and important issues that 
HUMABIO addresses. 

To sensitise the public on the issues of Human authentication and monitoring, the consortium 
has complemented all the above mentioned publications with references to the challenges that 
the new technology is meant to deal with. All dissemination material such as the website, the 
leaflets and the video include short descriptions on the necessity to deal with the 
authentication and monitoring issues.     

3. To diffuse the results and achievements of HUMABIO project to all interested actors. 

The main innovative results and achievements of the project have not yet been documented as 
more research activities are needed for fully publishing them. However, the project’s 
publication to the IEEE conference and the 1st project’s workshop, presented initial project’s 
achievements to a scientific audience.     

The amount of the above dissemination activities contributed to reaching the pre-defined 
goals for the 1st period of the project. The dissemination activities of the future, as new results 
emerge, will continue to reach the public 

 

1.2 Dissemination Target Groups reached and impact assessment 
By the term “target groups” the groups of people with special characteristics that are possibly 
interested to the HUMABIO project’s results are meant. The members of the target groups 
may be interested to HUMABIO for different reasons, either scientific, either professional or 
just as EU citizens interested to the research on the specific area and how this is going to 
affect their daily life. The definition of the dissemination’s target group is a critical task so 
that the dissemination activities are appropriately designed to fit the special characteristics of 
each specific group.  

All undergoing dissemination activities reach each time specific target groups, depending on 
the mean of publication and their content. 
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Below you can find the HUMABIO most important target groups: 
Target group Examples of stakeholders 

End users 

 

truck drivers, employees in restricted areas such as 
airports, laboratories, stadiums, defence installations etc. 

Industry/companies Truck industries, Industries producing safety/ security 
devices, sensors developers, Companies with high 
security facilities (banks, laboratories airports etc.) 

Research community Universities, research institutes, Association for 
Biometrics 

Public administrations organisations 

and networks 

National  authorities, municipalities, EC directorates and 
working Groups (e.g. eSafety WGs) 

Standardisation bodies ISO, CEN 

Other related FP6 projects  E.g. Biometrics research projects BIOSEC, BIOSECURE, 
BITE, COST 215, ERMIS, HUMAINE, SENSATION 
etc. 

Table 1: HUMABIO target groups 

 

When designing the dissemination plan, special attention was given to the expected impact of 
each of the proposed dissemination activities to the target groups. In this way the resources 
are more efficiently consumed by the most high-impact activities.  

 

Table 2 below describes the dissemination activities that are implemented for each of the 
defined target groups. In parallel, the expected magnitude of the impact of the dissemination 
activity for each target group is estimated. The impact is represented by: 

 

1. High Impact “High” 

2. Low Impact “Low” 

3. No Impact   “No” 
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Activities

 

Target Groups 

Dissemination 
Material Publications Project’s events 

organization Project’s presentations User Forum 

End users High No Low High Low 

Achievements 

Leaflet and posters 
printed, video 
produced, website 
continuously updated 

The publication 
did not aim the 
HUMABIO end 
users as its 
content was 
scientific 

The 1st HUMABIO 
workshop was 
advertised through the 
website, however the 
interest of end users 
was limited mainly to 
end users companies 
and organisations  

While the project’s 
presentations to 
scientific events did not 
reach the public 
significantly, the 7 
articles published to 
local press and popular 
websites reached the 
public in a direct and 
efficient way  

The User Forum members 
mainly originate from 
scientific and industrial 
areas. While the end-users’ 
participation is not 
prohibited, this is mainly 
achieved through end-users 
organisations.  

Biometrics 
industry High Low High High High 

Achievements 

The material produced 
was distributed to 
several related 
scientific events, to 
which the industry 
participates with great 
interest. 

The scientific 
publication 
achieved reached 
the industry only 
by indicating 
future 
exploitation 
possibilities. 

The HUMABIO 
workshop strongly 
encourages the 
industry’s participation 
both by its 
advertisement directly 
to key stakeholders and 
the respective 
definition of its agenda. 

The project’s 
presentation to various 
scientific events 
attracted the industry’s 
interest. 

The User Forum which 
includes several members 
from industry is 
continuously distributing 
updates to the undergoing 
work and activities. 

Research 
community Low High High High High 
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Activities

 

Target Groups 

Dissemination 
Material Publications Project’s events 

organization Project’s presentations User Forum 

Achievements 

The dissemination 
material was 
intentionally generic 
so as to reach wider 
public and attract the 
interest of scientists 
into seeking further 
information.  

The project’s 
presentation 
mainly aimed to 
reach the 
scientific 
audience by 
documenting the 
undergoing 
research work. 

The workshop realised 
included to its agenda 
several scientific 
presentations in order 
to attract the 
researcher’s interest. 

The project’s 
presentations were 
mostly realised to a 
scientific audience.  

The User Forum members 
include a lot of researchers 
from various areas 
interested to the project’s 
activities. These members 
are continuously updated 
on the project’s work 
through the project’s 
newsletters. 

Public 
administrations 
organisations 

and networks 

Low Low High High High 



Deliverable D8.3 Public Contract N. 026990 
 

30/07/2006 11 ICCS 
 

Activities

 

Target Groups 

Dissemination 
Material Publications Project’s events 

organization Project’s presentations User Forum 

Achievements 

The dissemination 
material intent to 
reach the wider public 
but provide little 
information on the 
potential exploitation 
by the pubic 
organisations and 
networks as such 
information would 
possibly overload the 
reader.  

Public 
administration 
organisations are 
usually interested 
in keeping 
updated on 
current research 
activities by 
attending 
scientific events.  

The HUMABIO 
workshop especially 
encouraged the 
organisation’s 
participation so as 
future exploitation 
potentials to be 
proposed.  

The presentations of 
the project to several 
events attracted the 
interest of this group 
also.  

The User Forum includes 
such members and 
regularly informs them on 
the project’s news and 
realised work.  

Standardisation 
bodies No High Low Low Low 

Achievements 
The Standardisation bodies are reached through specific recommendations which will emerge later on the project’s duration. 
The project has participation to the ISSS Biometrics Focus Group workshop where the potential contribution to the SC37 
standards was discussed.  

Other related 
FP6 projects Low High High High High 
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Activities

 

Target Groups 

Dissemination 
Material Publications Project’s events 

organization Project’s presentations User Forum 

Achievements 

The dissemination 
material was 
distributed to several 
project’s events 
although the main 
information on 
HUMABIO is 
retrieved through 
direct contact to 
scientific events or 
through scientific 
presentations. 

The publication to 
the IEEE 
proceedings 
mainly attracted 
the interest of 
scientists working 
to similar 
projects. 

Several participants to 
the 1st HUMABIO 
workshop also worked 
to similar research 
projects.   

The presentations of 
HUMABIO project 
took place events that 
attract participants 
from several similar 
research projects so as 
the interaction between 
them to be encouraged. 

The User Forum 
participants include 
researchers working to 
similar projects. 

 

Table 2 Impact of the dissemination activities to the HUMABIO Target Groups 
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The table above provides clear evidence on the impact of the realised dissemination activities 
to the project’s target groups. In general, most target groups are reached through different 
means. The exact amount of people informed is not possible to be estimated and the limited 
dissemination resources should also be considered when assessing the project’s impact. 
However, the impact can be considered positive as it covers a wide range of different groups 
of people with a variety of methods and dissemination material.   

 

2 Dissemination activities Record 
Monitoring of dissemination activities is one of the most important tasks for the dissemination 
manager. The dissemination record is created at the beginning of the project and is 
continuously updated with newer dissemination activities, such as publications, workshops, 
project presentations, etc. The dissemination record also includes the planned dissemination 
activities of the near future.  

The HUMABIO dissemination activities include the production of various types of 
dissemination material, the presentation of the project to scientific journals, conference 
proceedings, etc. and the organisation of special events for the project presentation 

 

2.1 Update of Website 
The HUMABIO website has been continuously updated with up-to-date project’s news and 
events. The website provides the ideal platform of communication between the consortium 
and the public as more information on the project can be retrieved and, in addition, contact 
details for the project’s partners are provided.  
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Figure 1 HUMABIO Website - Newspage 
 

Furthermore, as seen in Figure 2 below, the public deliverables of the project are made 
available for download by the interested users through the website. 

 
Figure 2 HUMABIO Website - Results page 
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2.2 HUMABIO Video 
The HUMABIO video was developed within this period. The video aims to describe the 
project’s objectives and undergoing work in an understandable, yet detailed, way. Within the 
video, the main HUMABIO modules are being explained and their comparative benefits are 
emphasized.  

The video’s duration is approximately 10 minutes so as not to exhaust the viewer but at the 
same time to have sufficient length in order to cover the important topics that HUMABIO is 
dealing with.  

The objectives of the video are to reach the public in a more direct way and provide adequate 
explanations for the HUMABIO intentions and undergoing work. It is planned to be presented 
to all project’s events, exhibition stands, etc., while it will be attempted to be broadcasted to 
national TV-channels at special scientific programs. All partners of the consortium are 
responsible for promoting the video to local TV-channels, events, etc.  

The script of the video including snapshots and the speaker’s text is presented in Annex I.  

The target group of the video is mainly the wider public, while the modules are explained in a 
sufficient way, so as to attract also the interest of the scientific community.  

 

2.3 HUMABIO Newsletters 
As initially planned, the project’s newsletters were regularly issued at a six monthly basis. In 
addition to the first newsletter described in the deliverable D8.1 “Dissemination Plans”, two 
more newsletters were issued and disseminated to the project’s User Forum members and 
were also uploaded to the project’s public website. The newsletters include newsflashes on 
the project’s activities and short articles on interesting achievements, as the project’s work is 
progressing.  

The 2nd newsletter mainly focused to a more detailed module description, while the 3rd 
newsletter was dedicated to the project’s 1st Workshop and its results. Both newsletters can be 
found in Annex II. 

 

2.4 Project’s Publications   
An important part of the HUMABIO dissemination activities are the scientific publications to 
journals, magazines or conference proceedings. These are coordinated by the dissemination 
manager who is responsible for ensuring their respect to the basic dissemination principles. 
All partners of the consortium are encouraged to submit the achieved results to editions of 
significant impact factor. In order to facilitate the selection of the appropriate edition or event 
to publish the project’s results, the dissemination manager periodically issues an event 
calendar, including events of special interest to the project. The updated HUMABIO 
dissemination calendar can be seen in Annex III.  

 

The publications of the HUMABIO project so far include:  
 

• “Gait Identification Using the 3D Protrusion Transform” by  
Dimosthenis Ioannidis, Dimitrios Tzovaras, Konstantinos 
Moustakas. Accepted for publication to the Proceedings of the 
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14th IEEE International Conference on Image Processing in San Antonio, Texas 
on September 16-19, 2007. 

 

This high-level IEEE conference attracts research and scientific audience from around the 
world.  

More publications to scientific journals and conference’s proceedings are expected to be 
accepted as the project’s work continues and more interesting and innovative results are 
achieved.  

 

2.5 Projects’ presentations  
HUMABIO aims to organize special sessions or presentations to International or European 
major events so as to increase the project’s exposure to the public. The project’s presentations 
to various events so far include: 

 

- Project exhibition to the “IST 2006 - Strategies for Leadership event” organised by 
the European Commission, Helsinki, 21-23 November 2006. 

 

HUMABIO was present with a stand in the IST Event 2006, held in Helsinki in November 
21st-23rd. The IST Event is organised by the European Commission, and it aims to show 
concrete results of research in and around Europe, within the field of information and 
communications technologies. In the HUMABIO exhibition stand, some of the new 
biometrics methods that the consortium is developing were demonstrated, in addition to the 
presentation of the project concept and application scenarios. 

A system for human identification based on physiological signals analysis was displayed and 
tested. Visitors could actively participate by having their own heart and brain electrical 
activity measured during some minutes with only few electrodes, those of easiest and less 
intrusive application. A graphic user interface was designed, virtually resembling a high 
security system, in which the results of the feature extraction and signal classification were 
shown to the visitors in terms of acceptance/non acceptance of the person trying to access the 
system. The characteristic features of the EEG and ECG were extracted and compared with a 
pre-existing database; since the visitors were not included in the existing database, the system 
classified the signal as coming from an intruder and an imaginary access was denied. 

 
Figure 3 Photos from IST Helsinki event and HUMABIO stand 
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Moreover, a seat with embedded strain sensors was used by visitors in order to get features 
calculated from their anthropometric profile. This procedure took place simultaneously to the 
EEG/ECG acquisition, as an example of a multimodal biometrics system. 
 

The main objective of the exhibition was to promote the innovative results of the HUMABIO 
project to a wider community of potential users, and to provide a basis for future 
developments in the 7th Framework Programme. In addition to the experimental 
demonstrators, project brochures were distributed and promotional posters were specifically 
designed for the event as seen in the figure below: 

 

 
Figure 4 HUMABIO poster for IST event 
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- Project presentation by Dimitrios Tzovaras (ITI/CERTH) to SecurIST 
Workshop on the “Convening’s of the Task Force – SecurIST & IST Call 4 
Projects Integration Workshop”, Brussels, 22nd March, 2006. 

The event attracted worldwide research audience.   
 

- “Biometrics Research Activities and Initiative” within the European Commission 
session to the 21st IFIP International Information Security Conference "Security 
and Privacy in Dynamic Environments", 22-24 May 2006, Karlstad University, 
Karlstad, Sweden  

The HUMABIO project was presented by Orestes Sanchez-Benavente to the European 
Commission session. The Conference attracts audience from the educational and research 
community within Europe.  

 

- HUMABIO presentation to the SENSATION IP international conference 
“Monitoring sleep and sleepiness - from physiology to new sensors”, 29-30 
May 2006, Basel, Switzerland 
Dr. D. Tzovaras presented the invited paper: “HUMABIO (Human Monitoring 

and Authentication using Biodynamic Indicators and Behavioural Analysis): SENSATION 
sensors for the development of an unobtrusive biometrics system”. The conference attracts 
scientists and higher education staff from European Countries. Also a project’s stand to the 
exhibition area informed the participants on the project’s activities.  

 

- Participation to the panel on Human Factors and Coordinated Actions to the 
BioSecure Research Agenda on Biometrics (2006 BIOSECURE NoE + European 
Biometrics Forum (EBF) Workshop), 15 September 2006, Vigo, Spain 

CERTH/ITI represented the HUMABIO project to the panel of the workshop. Also a 
presentation of the project was realised. The Workshop’s participants include people 
belonging to the higher education and research area of Europe.  

 

- Project presentation to the eChallenges Conference “Scope: ICT challenges in 
government, business and research, 25-27 October 2006, Barcelona, Spain 

STARLAB represented HUMABIO project to an audience of Higher education and research 
from around Europe. 

 

- Project presentation and its potential contribution to SC37 standards to the CEN 
ISSS Biometrics Focus Group, 5 December 2006, Brussels, Belgium.  

ITI represented HUMABIO to the Focus Group with participants from Higher education and 
research from European countries. Potential contribution to the SC37 standards was 
discussed.  
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- Project presentation paper: “Combined Use of Behavioural and Physiological 
Biometrics for Human Authentication - The HUMABIO Project” by Dimitrios 
Tzovaras at pHealth 2007 conference, 20-22 June 2007, Chalkidiki, Greece 

The conference attracted the interest of the scientific community.  

 

2.6 Project’s events organization  
 

The 1st Pan-European Workshop of HUMABIO was held on Friday 2 of February 2007 at the 
premises of Psychiatrische Uniklinik Basel. It attracted public from European countries 
belonging to the scientific and higher education area.  

The target of the workshop was to bring together all stakeholders in the area of the Biometrics 
and Security, to communicate its objectives and with all experts’ assistance, to refine and 
finalise its application scenarios. The participants were invited to join the project’s User 
Forum in order to create a community where HUMABIO concepts and developments were 
discussed, reviewed and updated.  

The agenda included the presentation of the HUMABIO concept as well as the first outcomes 
of it research activities. Plenary and keynote presentations and a round table discussion with 
key stakeholders participation further enriched the workshop’s programme which can be 
found at Annex IV.  

 

 
Figure 5: HUMABIO coordinator Dr. Tzovaras addressing the workshop participants, Basel, 2nd 
February 2007 
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2.7 User Forum Activities  
The target of the HUMABIO User Forum (HUF) is to form a group of stakeholders in the area 
of biometrics, road safety, dangerous goods vehicles, high security areas, etc., directly 
connected with the HUMABIO project. The HUF aims at keeping these basic actors in the 
area of interest of HUMABIO, in track with the project progress. Moreover, the HUF will 
raise awareness upon current problems in security market thus the HUMABIO solution 
necessity and importance will be highlighted and promoted. 

The means used to reach the aims of the User Forum are several. First, the Newsletters of the 
project are sent to the members in priority, so that they are the first to be updated on the 
project’s news and progress. Secondly, the User Forum members have certain privileges 
regarding the HUMABIO results: apart from the public Deliverables of the project, which are 
available to the general public through the project web-site, there is also a number of 
“restricted” Deliverables, available only to the project participants and the HUMABIO User 
Forum members. Thus, the members of the User Forum are aware in advance to anyone else 
external to the project, of the HUMABIO innovations. Moreover, the HUF members are 
invited to the project’s event, such as the HUMABIO Workshop, held in Basel in February 
2007.  

Another means of attracting the attention of the HUF members to the project, is by actively 
involving them in the project work. This has already been done, by sending the questionnaires 
for the User Acceptance survey of the HUMABIO proposed solutions, to several User Forum 
members involved in similar to the HUMABIO test sites scenarios, i.e. truck companies, high 
security areas where permission is allowed only to authorized personnel, critical operations 
(i.e. chemicals), etc. From this survey, about 300 questionnaires were gathered from 
employees and 30 from organizations representatives. This input was valuable for the 
definition of the HUMABIO Use Cases (D1.2).  

The HUMABIO User Forum has been established early in the project. A nominations form 
has been produced in order for the HUMABIO partners to suggest persons to participate in the 
HUF. In a second stage, after receiving a large number of forms, invitations and acceptance 
forms were sent to the nominees for them to register to the HUF. At that stage, more than 30 
members have entered the HUF. At a later stage, new invitations were sent, including also 
extra-European actors, and the members list is being continuously enriched. Moreover, the 
nomination form has also been uploaded in the HUMABIO web-site and is included in the 
projects Newsletters to attract more nominations. 

 

2.8 Other Dissemination Activities  
 

The realised dissemination activities so far include: 

 

- Registration to the European Biometrics Portal for submitting news on HUMABIO. 

 

By this activity HUMABIO aims to reach Biometric Associations disseminate the 
HUMABIO concept and results and exchange information and knowledge.   
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- Short article publication to the NewScientist.com news service  

 

The publication was entitled “Brain activity provides novel biometric key” by Will Knight and 
appeared to the link: http://www.newscientisttech.com/channel/tech/dn10963-brain-activity-provides-
novel-biometric-key.html . The webpage’s target group includes scientists and the public from around 
the world. The article appeared at January 2007 and was edited by CERTH/ITI.  

 

- Presentation of HUMABIO findings to the Austrian pressetext Nachrichtenagentur GmbH 

 

The Austrian public was introduced to the HUMABIO project by this presentation that appeared at 19 
January 2007 and was edited by CERTH/ITI.  

 

- Presentation of HUMABIO findings to a press coverage of the Greek Newspaper “TO 
BHMA” (TO VIMA). 

 

The newspaper article, edited by CERTH/ITI, was released at the issue of 21 January 2007 and was 
widely spread to the Greek public. 

  
- Small article on the HUMABIO meeting held in Rouffach in the “Alsace” newspaper 

 

The article was entitled “HUMABIO: Rencontres à Rouffach” and appeared to the issue of 3/02/2007. 
The newspaper’s readers belong to the French public and more precisely of the Alsace region. The 
article was edited by FORENAP. 
 

- Article describing the HUMABIO project in the “DNA” newspaper (Dernières nouvelles 
d’Alsace). 

 

The article appeared to the French public at 7/02/2007 entitled: “A la recherche de la signature 
du cerveau” and was edited by FORENAP. 

 
- Presentation of HUMABIO findings to the German Technology Review Magazine 

www.technology-review.de 

 

The article appeared to the public of Germany and worldwide on February of 2007 and was edited by 
CERTH/ITI.  
 

3 Updated Dissemination Road Map 
In order to schedule in the most efficient way the planned dissemination activities of the 
project a draft road map is designed and presented below. The road map provides the outline 
of the activities for each of the years of the project’s duration. The road map will be updated 
regularly and new details will be included as new opportunities for dissemination activities 
arise and new results of the project are achieved.  
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3.1.1 HUMABIO 2nd year 
During the 2nd year of the HUMABIO project the initial project’s results will be ready to be 
published to international or European conferences’ proceedings, or even to specific journals 
or magazines. During this period, major emphasis will be given to the submission of scientific 
papers. In addition, the video developed within this period will make the project’s 
presentation to various events more attractive and will increase the public’s interest to the 
project.  

 

3.1.2 HUMABIO 3rd year 
At the final year of the project’s activities the full range of the HUMABIO developments and 
the respective evaluation results will be available for publication in major high-impact 
publications of the scientific community. At this year, the second set of leaflets will describe 
the achieved results and will inform the public on the innovation and benefits of the 
HUMABIO products. Also, especially dedicated events to the different target groups will help 
further increase the awareness of the project to the public. The website and the newsletter 
releases will continue to play an important role to disseminating news on the project and its 
recent developments.  

 

4 Planned Dissemination Activities 
The dissemination activities planned so far include: 

• Publication to the IEEE Transactions on Information Forensics and Security. (currently 
under second review entitled: “Gait Recognition using Compact Feature Extraction 
Transforms and Depth Information”.  

• Publication to be submitted as a book chapter in Learning Methods in Biometrics by 
Boulgouris, E. Micheli-Tzanakou, and K. N. Plataniotis, Springer. entitled: “Gait 
Recognition Using 3D Silhouettes and Protrusion Information"  

• Submission of paper: "Unobtrusive multimodal biometric authentication – The 
HUMABIO Project concept" by  Ioannis G. Damousis, Dimitrios Tzovaras and 
Angelos Bekiaris, to the EURASIP Journal on Applied Signal Processing, Special 
Issue on Advanced Signal Processing and Pattern Recognition Methods for Biometrics 

 

In addition the website will continue to be updated and more project’s publications will be 
strongly encouraged. 
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5 Conclusions 
 

The present document presents the actions taken towards the raising public participation and 
awareness through dissemination activities for HUMABIO project.  The assessment of the 
impact of the realised activities to the project’s target groups is positive, as these groups have 
been reached in several ways through various dissemination activities.  

In short the dissemination record of the achieved activities include so far one scientific article,  
8 presentations to scientific events and 7 appearances to popular press or websites. In 
addition, a major dissemination event, the 1st HUMABIO workshop further enhanced the 
publicity of the project. Finally, the HUMABIO video was produced, the website has been 
continuously updated, while the project’s leaflets and posters were disseminated to interested 
people. 

The future activities of the project will allow an even wider dissemination, as new results will 
emerge from the ongoing research. The dissemination roadmap for the next years, included 
within this document, provides an outline of the needed activities so as to reach the specified 
goals.  

The dissemination record will continue to be updated and will be presented to the next annual 
dissemination update deliverable.   
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6 Annexes 
 

6.1 ANNEX IV HUMABIO Video description 
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Text Scenes 
HUMABIO is a research project 
co-funded by the European 
Commission under the 6th 
Framework Programme and the 
Information Society & Media 
thematic area. HUMABIO is 
coordinated by the Informatics 
and Telematics Institute of the 
Centre of Research and 
Technology Hellas while the 
Hellenic Institute of Transport of 
the Centre of Research and 
Technology Hellas is the 
Technical Manager of the project.  

Nowadays, and especially after 
the 9/11 attacks, the focus on 
security and safety is intensified. 
Security is a major requirement in 
various sensitive environments 
such as airports, stadiums, 
defence installations,  

 
security companies’ vehicles, 
dangerous goods transportation 
trucks and the industry. The 
challenge is how to let the right 
people in while keeping the 
wrong people out reliably, using 
minimum obtrusiveness 
processes. 
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The goal of HUMABIO is to 
develop a multimodal biometrics 
approach which will validate 
reliably the identity of individuals 
and monitor their physiological 
state on-line in a wide range of 
security and safety scenarios.  
HUMABIO evolves around two 
main axes: 

 
• Continuous, robust and 

unobtrusive authentication 
so as to prevent 
unauthorised access to 
areas and resources and 

 
• Validation of nominal 

physiological initial state 
and monitoring of the 
physiological state of the 
user, before and during the 
execution of safety critical 
tasks, so as to prevent 
risky situations and 
minimise accidents that 
are due to human errors.  
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The HUMABIO approach is to 
fuse novel and emerging 
biometric modalities with 
existing, advanced biometric 
techniques into a multimodal 
biometric platform. 

 
One of the main objectives of the 
project is to study the potential of 
physiological biometrics that 
describe the person’s internal 
rather than external physiology 
for the person’s authentication. 
Biodynamic signatures deriving 
from Electroencephalogram or 
Electrocardiogram open a ways in 
biometrics use for identification. 
The main advantages of these 
new authentication modalities are 
their universality and the fact that 
they are very difficult to fake 
since they are not observable as 
most conventional biometric 
modalities are.  
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Special focus is also given to the 
face authentication as a 
complementary modality aiming 
to enhance the robustness and 
identification accuracy of the final 
system. Even though the 
automatic face recognition has 
been studied for more than 30 
years, it is still a big challenge in 
uncontrolled environments, such 
as the automotive one.  

 
Within HUMABIO a face 
recognition module will be 
developed which will be able to 
function under factors that limit 
the accuracy of existing systems, 
such as different face poses of the 
driver, variable illumination and 
day and night conditions. 

Voice recognition techniques are 
able to provide usability benefits 
to systems. This biometric 
authentication method is the least 
intrusive way of adding an extra 
level of reliability to HUMABIO 
system. HUMABIO focuses 
mainly on challenging scenarios 
such as continuous, on-line voice 
print analysis of conversations for 
truck driver recognition and the 
identification of individuals 
within a closed space such as a 
laboratory or office.  

 
 

 
Human gait has recently received 
growing interest for 
authentication purposes. The 
potentiality of identifying persons 
from a distance, by the way they 
walk, has rendered human gait a 
very attractive and promising 
biometric. Over existing 
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biometrics, gait offers the 
advantage of unobtrusive, 
transparent and on-the-move 
authentication of the user. It 
requires no user interaction and it 
is difficult to fake. HUMABIO 
targets to exploit gait 
authentication potential and 
combine it with other unobtrusive 
modalities such as face 
recognition to develop on the 
move authentication applications. 

 
Depending on the scenario, 
anthropometric profiles of seated 
persons can be used for 
authentication purposes. Within 
HUMABIO a system able to 
discriminate  
 

 
among different persons who may 
seat in a truck or at a workstation 
is under development. Currently 
no sensing seat system exists for 
human authentication. 
Furthermore existing sensor 
technologies are inadequate for 
recognising human subjects based 
on their body shape signature. 
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In order to deal with these 
problems new sensor technology 
is used based on arrays of strain 
sensors printed on lycra fabric 
patches of the foreseen seat cover. 
These smart, unobtrusive sensors 
in combination with real time 
artificial neural networks are the 
basis of the sensing seat 
authentication system. 

Furthermore, HUMABIO gives 
special focus on the detection of 
possible deficiencies induced by 
for example drug or alcohol 
consumption and sleep 
deprivation in critical operations 
that could lead to poor 
performance and accidents.  

 
Analysis of physiological 
biometrics, such as brain activity, 
heart activity, eye movements and 
balance tests, will enable 
HUMABIO to act as a nominal 
initial state validation and 
physiology monitoring system 
that will guarantee the proper 
execution of tasks that involve 
risks to the environment and the 
people.  

 
Moreover the potential of voice to 
detect abnormal state of a subject 
will be examined whereas 
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a video based system will be 
developed for the monitoring of 
the user’s drowsiness based on 
the blink behaviour.  

 
  
Three pilot applications are 
considered in order to 
demonstrate the modularity and 
test the applicability of the 
HUMABIO system in various 
environments:  
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• The truck pilot: the system 
will continuously 
authenticate the driver of a 
vehicle in order to prevent 
hijacking and also monitor 
the condition of the 
drivers for the prevention 
of accidents due to 
hypovigilance or other 
causes. 

• The office pilot: the 
system will continuously 
authenticate and monitor 
equipment operators in 
high security 
environments. 

• The airport pilot: the aim 
is the unobtrusive on-the-
move authentication of 
authorized personnel using 
only face and gait 
recognition and potentially 
physiological modalities 
captured unobtrusively 
with the use of novel, 
wireless physiological 
sensors.  
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Our vision… to enhance the 
security infrastructure in a wide 
range of applications and to 
guarantee safety and privacy in a 
user-centric approach.  
 
Future corrections  will include 
the indication that the user is 
aware of the authentication 
process at all time. 

 
 
. 
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6.2 ANNEX II HUMABIO Newsletters 
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3rd Newsletter  
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6.3 ANNEX  III Dissemination Calendar 
 
 
 
 

SIXTH FRAMEWORK PROGRAMME 
PRIORITY 2 

Information Society Technologies 
 
 

 
 
 
 
 

Contract N. 026990 
 

 
Title                      Events for HUMABIO dissemination 

Authors Eleni Kolokotroni (ICCS), Violeta Gràcia (STARLAB) 

Summary This document provides a list of events within 2006, 2007 and 
2008 related to the scope of HUMABIO, for dissemination 
tasks. 

Version: 4 

Distribution: All partners 

Document ID HUMABIO-ICCS_WP8_T8.1_List of events_v4.doc 
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List of events for HUMABIO dissemination 
 
 

Event Dates Place Webpage Deadline for paper submission 

2006 
IFSEC 2006 Security solutions & network 
advantages 2006/05/08-11 Birmingham, 

UK http://www.ifsec.co.uk/ passed 

Sicherheitskonferenz Leipzig 2006 2006/05/17-18 Leipzig, 
Germany http://www.sis-konferenz.de/ passed 

21st IFIP International Information Security 
Conference 2006/05/24-26 

Karlstad 
University, 
Karlstad, 
Sweden 

http://www.sec2006.org/ passed 

Biometrics e-Symposium 2006/05/31 (online) http://www.biometrics.e-symposium.com/ passed 
Asian Securitex 2006 2006/06/07-09 Hong Kong http://www.asiansecuritex.com/ passed 

Homeland Security Europe 2006 2006/06/27-29 Brussels, 
Belgium 

http://www.wbresearch.com/homelandse
curityeurope/index.html passed 

XXIII International Biometrics Conference 2006/07/16-21 Montréal, 
Canada http://www.ibc2006.org/index.html passed 

ICPR 2006 – 18th International Conference 
on Pattern Recognition 2006/08/20-24 Hong Kong http://www.comp.hkbu.edu.hk/~icpr06/ passed 

Biometric Solutions 2006/09/12-13 Brussels, 
Belgium http://www.biometricsummit.com/ passed 

APS Europe Air & Port Security Exhibition 
and Conference 2006/09/13-14 Brussels, 

Belgium 
http://www.aps-
expo.com/apseurope/index.html passed 

BioSecure Workshop 2006/09/13-25 Vigo, Spain http://www.gts.tsc.uvigo.es/BioSecureWo
rkshop/ passed 

Biometrics Symposium 2006 2006/09/19-21 Baltimore, USA http://www.citer.wvu.edu/bsym2006/ passed 
Skydd 2006 – 14th Protection & Security 
Expo 2006/09/19-22 Stockholm, 

Sweden 
http://webfair2.stofair.se/Skydd_eng/inde
x.asp passed 

Information Security Solutions Europe 
(ISSE) Conference 2006/10/10-12 Rome, Italy http://www.eema.org/static/isse/ passed 
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Event Dates Place Webpage Deadline for paper submission 

Biometrics 2006 Exhibition and Conference 2006/10/18-20 London, UK http://www.biometrics.elsevier.com/ passed 

IST Event 2006 2006/11/21-23 Helsinki, 
Finland 

http://europa.eu.int/information_society/is
tevent/2006/index_en.htm passed 

5th ID WORLD International Congress 
2006 2006/11/28-30 Milan, Italy http://www.idworldonline.com/home.php passed 

Event and Venue Security 2006 2006/12/05-06 London, UK http://www.evs-expo.com/ passed 
Airport, Port and Transport Security Europe 
2006 2006/12/05-06 London, UK http://www.apts-expo.com/page.cfm passed 

Counter Terror World 2006 2006/12/05-06 London, UK http://www.counterterrorworld.com/page.
cfm passed 

2007 
Fourth Meeting Of The Eastern 
Mediterranean Region 
Of The International Biometric Society 
(Emr-Ibs) 
 

January 23-25, 
2007 Eilat, Israel http://www.congress.co.il/emr-

ibs2007/index.asp passed 

The 22nd ACM Symposium on Applied 
Computing 

11-15 March 
2007 Seoul, Korea http://www.acm.org/conferences/sac/sac

2007/ passed 

Biometric Technology for Human 
Identification IV (DS36) 
 

9-13 April 2007 
 

Orlando, FL 
USA 
 

biometrics.cse.msu.edu/CFP/DS36SPIE
07.pdf  passed  

The 6th Annual Security Conference 
 

April 11-12, 
2007 
 

Las Vegas, 
Nevada, USA http://www.security-conference.org/ passed  

International Conference on Biometrics ICB 
2007 2007/08/27-29 Seoul, Korea http://image.korea.ac.kr/ICB2007/ passed 

IEEE International Workshop on 
Machine Learning for Signal Processing 
 

2007/08/ 27-29 Thessaloniki, 
Greece http://mlsp2007.teithe.gr/ passed 

Biometrical Feature Identification  
and Analysis 

6–8 September 
2007 

Göttingen, 
Germany 

http://www.stochastik.math.uni-
goettingen.de/biometrics2007/ passed 
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Event Dates Place Webpage Deadline for paper submission 
BIOMETRIC CONSORTIUM 
CONFERENCE 2007 

September 11-
13, 2007 

Maryland, 
U.S.A 

http://www.biometrics.org/bc2007/index.
htm passed 

ISC East 2007 September 11 - 
12, 2007 New York 

http://www.isceast.com/app/homepage.cf
m?moduleid=42&appname=100036&ca
mpaignid=21673&iUserCampaignID=260
44466 

passed 

BiometricsIndia Expo 2007 September 13-
15, 2007 

New Delhi, 
India. 

http://www.electronicstoday.org/bio_metr
ics2007.htm passed 

2007 IEEE International Conference on 
Image Processing 

September 16 - 
19, 2007, 

San Antonio, 
Texas 

http://www.icip2007.org/CallForPapers.a
sp passed 

World e-ID 2007 4th annual conference September 19 - 
21, 2007 

French Riviera, 
France 

http://www.strategiestm.com/conference
s/we-id/07/index.htm passed 

ASIS International 2007 September 24 - 
27, 2007 

Las Vegas, NV, 
USA 

http://www.asisonline.org/education/prog
rams/noframe/2007seminar/default.html passed 

IEEE Conference on Biometrics: Theory, 
Applications and Systems 

September 27th 
to 29th, 2007,  Washington DC http://www.cse.nd.edu/BTAS_07/ passed 

Third Symposium and Exhibition on ICAO 
(The International Civil Aviation 
Organization) MRTDs, Biometrics and 
Security Standards 

October 1 - 3, 
2007 

Montreal, 
Quebec, 
Canada 

http://www.icao.int/mrtdsymposium/2007/ passed 

Cards Africa 2007 October 8 - 11, 
2007 

Johannesburg, 
South Africa 

http://www.worldofcards.biz/2007/cardsz
a/ passed 

Smart Card Alliance 2007 Annual 
Conference 

October 9 - 11, 
2007 Boston, MA http://www.smartcardalliance.org/pages/

activities-next-conference passed 

Biometrics 2007 October 17 - 19 London, UK http://www.biometrics.elsevier.com/index
.htm passed 

CARTES & IDentification 2007 November 13 – 
15, 2007 Paris, France 

http://www.cartes.com/ExposiumCms/do/
admin/visu?reqCode=accueil&siteId=140
053 

passed 

2007 China International Biometric 
Identification Technology & Application 
Exhibition 

November 14 - 
17, 2007 Shanghai http://cbite.cn/cn/english.asp passed 

Advanced Identification Systems 2007 November 28-
30, 2007 

Washington, 
DC 

http://www.intertechusa.com/conference
s/conferenceDetail.aspx?displayDetail=o passed 
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Event Dates Place Webpage Deadline for paper submission 
verview&WCID=213 

2008 

Infosecurity Europe 2008 April 22 - 24, 
2008 London, UK http://www.infosec.co.uk/ 

Call for Papers sent out towards the 
end of October / early November 
For exhibiting details submission at 
the conference site 

ISC West 2008 April 30 - 30, 
2008 Las Vegas 

http://www.iscwest.com/app/homepage.c
fm?appname=180&moduleID=42&LinkID
=27507&campaignid=42930&iUserCamp
aignID=30530714 

Not available 

8th International Conference on Automatic 
Face and Gesture Recognition - FG2008 

September 10 - 
13, 2008 

Amsterdam, 
The 
Netherlands 

http://www.fg2008.nl/?menu=main March 22, 2008 

Identity 2008, ID Analytics' sixth Identity 
Risk Management conference 

May 12-15, 
2008 Carlsbad, CA http://www.idanalytics.com/identityConfer

ence/index.html 
Proposal submission for speakers at 
marketinginfo@idanalytics.com 

XXIVth International Biometric Conference July 13th to 18th, 
2008 Dublin, Ireland http://www.conferencepartners.ie/ibcdubl

in2008/ 1st October 2007 
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6.4 ANNEX IV HUMABIO Workshop Announcement, Agenda 
and Minutes 

 
 

 
 
 



Deliverable D8.3 Public Contract N. 026990
 

30/07/2006 65 ICCS
 

 

 
 
 
 



Deliverable D8.3 Public Contract N. 026990
 

30/07/2006 66 ICCS
 

   
   

HHHUUUMMMAAABBBIIIOOO   SSSTTTRRREEEPPP      
   
   

   
   
   

111sssttt   HHHUUUMMMAAABBBIIIOOO   WWWooorrrkkkssshhhoooppp   
 

PPRROOJJEECCTT  NN°°..::  002266999900  
 
 
 
 
 

MMIINNUUTTEESS  
Basel, February 2nd, 2007 

 
 
 
 
 

Prepared by: 
CERTH/HIT: Evangelia Gaitanidou, Dr. Evangelos Bekiaris 

 



Deliverable D8.3 Public Contract N. 026990
 

30/07/2006 67 ICCS
 

  
HHUUMMAABBIIOO  11sstt  WWoorrkksshhoopp  MMIINNUUTTEESS  

 
 

Basel, February 2nd 2007 
 

 
Agenda 
 

HUMABIO Pan-European Workshop 
Basel, Friday, February 2nd 2007 

Time Topic Presenter 
09:00 – 10:00 Registration and coffee 
10:00 – 10:10 Welcome and order of  the day COAT 
10:10 – 10:30 Security needs and biometrics market. 

The user’s point of view. 
Prof. Phil Blythe,  

University of Newcastle 
10:30 – 10:45 EC policies in this area and relevant 

research in the 7th FP 
EC (Project Officer) 

10:45 – 11:00 HUMABIO concept and plan Dimitrios Tzovaras, 
CERTH/ITI 

11:00 – 11:30 Coffee break 
11:30 – 11:45 Preliminary HUMABIO Use Cases and 

application scenarios 
Evangelos Bekiaris, 

CERTH/HIT 
11:45 – 12:00 Potential of physiological signals for 

human authentication, validation and 
monitoring 

Alain Muzet ,  
FORENAP 

12:00 – 12:15 Sensors, algorithms and technologies 
for behavioural and biometric profile 
creation and processing 

Serge Boverie,  
SIEMENS VDO 

12:15 – 12:45 Data protection and ethical issues Laurent Beslay. 
 EU Data Protection 

Supervisor 
12:45 – 13:00 Questions and short discussion  
13:00 – 14:30 Lunch Break 
14:30 – 15:45 Round table discussion: 

 
Two main discussion themes: 

1) Legal/Ethical 
2) Scientific/Technical 

Moderator: CERTH 

15:45 – 16:00 Conclusions and closing CERTH 
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Friday, February 2nd, 2007 
   
   
Welcome and order of the day 
 
Mr. Marcel Delahaye of COAT welcomed the Workshop participants and gave a short 
notice on the contents of the Workshop. 
The HUMABIO Coordinator, Dr. Dimitrios Tzovaras, made an introduction presenting 
the Agenda of the day and informing the participants on certain last minute changes on 
the Agenda. Unfortunately, the EC Project Officer Dr. Dirk Van Rooy, could not make it 
to attend the HUMABIO Workshop due to his tight program resulting from the FP7 
preparations. Also, Prof. Philip Blythe of University of Newcastle informed the 
Consortium that he would not finally be able to attend the Workshop, due to health 
reasons. However, he has sent his presentation which would be presented by Dr. 
Marco Caparrini of Starlab. 
In order to fill in the Agenda, an extra keynote presentation would be given, by Mr. 
Guillaume Chanel of University of Geneva. 
 
 
An investigation of public attitudes to biometric-IDs on 
transport smartcards, Prof. Phil Blythe, University of 
Newcastle (presented by Marco Caparrini, Starlab).  
Mr. Caparrini of Starlab gave this presentation on behalf of Prof. Blythe. First he 
presented the TORG (Transport Operations Research Group), one of the major 
transport research institutes in the UK. Then he pointed out the increased need for 
transport security and its parameters, as well as the role that biometrics could play in 
this territory. More specifically, in what concerns transport applications, several 
application areas were identified and some examples given (ID card, fingerprint 
identification, retina scanning). Moreover, in order to investigate the public acceptability 
of biometrics related applications, a questionnaire survey has been undertaken (“Public 
Attitudes Questionnaire”) whose results were presented. It was found that there is low 
awareness of smartcard related biometrics measurements, thus a preference to more 
familiar methods was stated, such as fingerprint identification.  The main concerns 
about these applications are related to privacy issues, if the smart card data is 
gathered by the Government. One of the main outcomes of this survey was the need 
for further education and raising the public awareness on the need for such biometrics. 
Finally, it was stated that a new round of  survey is about to be concluded; its target 
would be to identify whether attitudes have changed in the previous 18 months and 
whether there is now a greater general knowledge of biometrics and associated issues. 
 
 
From thoughts to emotions: emotional state assessment 
using physiological recordings, Guillaume Chanel, Karim 
Ansari-Asl, Thierry Pun, Univ. of Geneva, Switzerland . ). 
 
Mr. Chanel of University of Geneva gave a presentation on the assessment of the 
emotional state of a person, using his/her physiological recordings (especially EEG 
recordings). The assessment is being performed using both the peripheral nervous 
system (GSR, blood pressure, respiration) as well as the central nervous system 
(EEG). The advantages of using both signals are that physiological signals cannot be 
easily faked and the fusion of modalities improves the results. The related applications 
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would be: Behavior prediction in critical operations, Monitoring of critical states, Study 
of learning or working conditions, as well as Human-Computer Interaction. The 
procedure and the results were thoroughly presented. The  outcomes were generally 
good, however more subjects would be needed to validate the current results, fusion of 
peripheral and EEG modalities is considered necessary, as well as synchronization 
between signals during emotions. 
 
HUMABIO Concept and Plans, Dr. Dimitrios Tzovaras, 
CERTH/ITI, Project Coordinator.  
 
The HUMABIO coordinator, Dr. Tzovaras of CERTH/ITI, gave an overview presentation 
of the project. The objectives of HUMABIO were thoroughly presented, focusing on the 
modules to be produced and the pilot applications planned. Then the HUMABIO 
Consortium was presented, consisting of industrial partners, companies as well as 
research/academic centers. It was stressed that the activities of the project are aiming 
to security and safety enhancement over current biometric solutions, having as main 
concern their convenience and unobtrusiveness for the subject. Moreover, the 
HUMABIO biometric modalities were presented, including physiological as well as 
behavioral and other biometrics.  Another important point was on the innovation that 
this project’s foreseen products are providing, in terms of providing new biometrics 
from physiological signals, performing continuous authentication and monitoring (only 
for critical operations) through the exploitation of the new types of biometrics, 
examining and testing of multimodal biometrics authentication combined with validation 
of initial state procedure and monitoring of specific physiological patterns that may be 
hazardous during critical operations and finally exploring new levels of unobtrusiveness 
for the subject as well as developing prototypes that allow authentication “on the 
move”. Finally, pictures from the presentation of HUMABIO during the 2006 IST event 
in Helsinki and contact information were displayed. 
 
Preliminary HUMABIO use cases and scenarios of use, Dr. 
Evangelos Bekiaris, CERTH/HIT, Project Technical 
Manager. 
 
The HUMABIO Technical Manager, Dr. Bekiaris of CERTH/HIT, presented the 
preliminary HUMABIO Use Cases and scenarios of use. An extensive questionnaire 
survey, performed within the project, was presented, in which participated 300 users 
and 10 representatives of organisations that would be possible application areas for the 
HUMABIO products. Their acceptance and willingness to use and/or pay for such 
applications, as well as their awareness of biometric related safety and security 
measures, were investigated.  The results of this survey were presented, to be finalised 
after the HUMABIO pilots’ realisation, in order to be combined with the relative answers 
of the users after actually experiencing the systems. Moreover, the HUMABIO use 
cases definition procedure was presented, which follows specific methodology. After 
composing a detailed use cases template and deciding upon a use cases 
categorisation (6 categories), 25 use cases were defined, covering all HUMABIO 
application areas. The final scenarios of use will be decided during the pilot planning 
procedure. Additionally, detailed tables illustrating the HUMABIO applications per 
operation mode and application environment, used as basis for the use cases 
definition, were also presented. 
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Potential of physiological signals for human authentication, 
validation and monitoring, Prof. Alain Muzet, FORENAP. 
 
Prof. Muzet of FORENAP, presented the HUMABIO approach on using physiological 
signals for authentication, validation of initial state and monitoring applications. The 
physiological measurements that have been chosen for the HUMABIO applications are: 
EEG (electroencephalogram), ECG (electrocardiogram), EOG (electroculogram) and 
body sway. Several published works results’ on EEG and EOG measurements were 
presented, as well as the parameters that seem to influence the related physiological 
features. Following, the recording protocols developed by Starlab and FORENAP for 
the HUMABIO purposes were presented and the experimental procedure thoroughly 
analyzed. 
 
Behavioral and other biometric profile creation, Dr. Serge 
Boverie, Siemens VDO. 

  
Dr. Boverie of Siemens VDO presented the procedures followed within HUMABIO for 
creating a behavioural and other biometric profile. The modules to be developed within 
HUMABIO were presented, their current state of development described, as well as the 
next steps to be realised for their completion. More specifically, within HUMABIO, the 
development of advanced face, speaker and gait recognition modules and  an 
anthropometric authentication system based in seat sensors is foreseen, together with 
the creation of an unobtrusive and transparent to the user, non-stop authentication 
system deriving from the fusion of these modules. 
 
Data protection and ethical issues, Laurent Beslay, 
European Data Protection Supervisor.  
 
Mr. Beslay of the EDPS accepted the HUMABIO Consortium invitation and attended 
the Workshop as an invited speaker, presenting the results of work performed within 
the EDPS concerning data protection and ethical issues. First he described the role of 
the EDPS as a body producing opinion on several activities on how and in what level 
data protection is respected, by means of supervision, consultation and cooperation. In 
this aspect, biometrics is viewed as a bridge between the physical person and his/her 
identity, which is mainly characterised by permanency, unity and certain physical 
characteristics. However, in the case of biometrics several issues arise, such as the 
error rate dimension, the provision of additional information, the diffusion effect as well 
as the interoperability. He also referred to some pre-requisites, emphasising on the 
enrolment procedure, which is considered as critical and as having a serious impact on 
the results. Special attention should be paid to this task in order to make it clear and 
effective. Moreover, a political decision is expected in terms of the level of accuracy 
and the FRR (False Rejection Rate) that should be accepted. Another very important 
issue is the fallback procedure, i.e. the management of people that were rejected by 
the system. Regarding the best available techniques, he gave a reference on the EU 
IPPC bureau, directive 96/61/EC. 
 
As expected, this sensitive issue raised discussion from the audience. Regarding error 
rates, Mr. Beslay explained that they consist no reason for rejection, they are just 
indicating the level of security needed to be applied. Dr. Tzovaras asked how 
HUMABIO could use the consultancy services of EDPS. Mr. Beslay answered that the 
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procedures and involved applications should be described and all required information 
provided and then there could be a consultation of the personal data safety and respect 
provided by the HUMABIO procedures. What is being checked is, mainly, whether only 
the necessary information is being gathered or more. Apart from that, 
recommendations are provided after performing relevant analysis, of which technical 
recommendations are provided only in general terms. Finally, relevant standards could 
be suggested for consultation. 
 
Round table discussion 
 
The round table discussion session started with a question of Mr. Delahaye of COAT 
on ethical issues and more specifically on the sensitivity of the data collected in 
biometrics measurements, especially in the case where there could be a 
misunderstanding that also medical data is being kept (e.g. in the case of physiological 
measurements). Mr. Beslay of EDPS noted that the purpose for which data is being 
collected and stored should be clearly mentioned in the implementation plans. The user 
should in any case be informed that his/her sensitive (medical) data is not being 
recorded. Especially evaluation is a very sensitive subject in data protection, most 
notably in working environments. If the system is “live”, i.e. no recording involved, it is 
more acceptable by the users, since the way log-files are being treated after recording 
is a very crucial issue. What is most important is to always clearly define the purpose of 
the system. Prof. Muzet noted that people working in critical processes want to know if 
they are able to perform or not. 
 
Dr. Tzovaras asked why the biometric (physiological) data is considered more sensitive 
than e.g. face data (photo), and has to be stored in a template. Mr. Beslay answered 
that a template includes someone’s personal data and it is more adequate in terms of 
collected data minimisation which is the target. So if the physiological data is minimised 
it is does not differ much from face. Prof. Muzet added that raw data is not stored; only 
features e.g. in the validation of initial state procedure, if the person is OK, no data is 
being stored, but if some problem is identified, it should be investigated what is going 
wrong. In the case of monitoring on the other hand, there is no need to keep the 
recordings. Maybe some indicative features should be stored for a short time to check 
for possible mistakes in case of objection. 
 
Mr. Delahaye of COAT asked whether it is preferred to store data in a central database 
or an RFID card (smart card). Mr. Beslay answered that this depends on the needs; in 
general the smart card is preferred and even more when matching is also performed on 
the smart card. 
 
Mr Beslay, in his turn, asked how is HUMABIO dealing with persons that are difficult to 
enrol and with FRR. Dr. Tzovaras answered that having a large pool of biometrics 
should protect from this problem, since it is considered rather impossible that a person 
would fail to enrol to all of them. On this opportunity, Dr. Tzovaras asked what would be 
the acceptable numbers for FRR and FAR. Mr. Beslay commented that failure to enrol 
acceptable rates mainly depends on the population in question as well as on the type 
of application, e.g. for fingerprints, when manual workers are to enrol, high rates are 
expected. These limits should be decided depending on the criticality of the site (i.e. for 
a nuclear site it should be very strict). For the convenience of the system, usually a 
small RFF is decided, but this is always a political decision. 
 
He also clarified that by the term “unobtrusiveness” it should not be meant that the user 
is not informed that they are authenticated (which, in fact is not the case for 
HUMABIO). 
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Dr. Tzovaras asked Mr. Beslay’s opinion regarding whether a database should be 
installed on the truck pilot. He stated that this should probably be necessary; 
alternatively, wireless transmission to the company may be used. The problem could 
rise on the fact that having a centralised database would mean the need for more 
protection from violation. In any case, risk assessment should be performed. 
 
A final question was posed by Dr. Damousis of CERTH/ITI who asked if it would be 
easier to fake a smart card or to hack a database. Mr. Beslay was not sure about this; 
he commented that a database would be more attractive since it would include a larger 
amount of data than a single smartcard. Generally, decentralised methods are more 
preferable because the harm from possible fraud is significantly lower. 
 
Conclusions and closing 
 
After the very interesting discussion, Dr. Tzovaras summarised the main points that 
were subject to the Workshop’s presentations and discussion and thanked the 
audience for their attendance and active participation, which contributed in holding a 
successful 1st HUMABIO Workshop. 
 
 
 
 
 
 
 


