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Following, the description 
of the final HUMABIO 
prototype is provided 
(page 3). The HUMABIO 
platform was installed,  
demonstrated and vali-
dated in the framework of 
three application environ-
ments: truck, office and 
airport. The results of the 
three realized pilots are 
given in pages 5-7.  
Finally, the successful 
demonstration of the pro-
ject developments should 
be followed by their ex-
ploitation throughout 

Dear Reader  
 
Welcome to the final 
HUMABIO newsletter. 
HUMABIO project has 
successfully reached its 
end, contributing signifi-
cantly in the field of hu-
man authentication sys-
tems and biometrics in 
general. This issue starts 
with the coordinator note: 
a personal assessment of 
HUMABIO achievements 
and some thoughts on 
next research issues and 
steps (page 2).  

Europe. The project ex-
ploitation and business 
plan are presented at page 
8 and 9 respectively. 
Do not forget that more 
information on project 
achievements and out-
comes can be found at 
project’s web site 
(www.humabio-eu.org), 
which will be active for 1 
year after the end of the 
project. 
Enjoy! 
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ME S S AG E F RO M T H E CO O R D I N AT O R 

The need to pro-
tect areas and re-
sources for a wide 
range of applica-
tions is becoming 
more and more 
imperative due to 
recent terrorism 
acts and more 
elaborate crime 
techniques. The 
world has become 
a global society 

which has introduced new dangers, risks and 
frauds. The current boom in biometrics market 
shows that biometrics is considered to be one of 
the key technologies in the field of access control 
where enhanced security and privacy are required. 
Several biometrics have been introduced in the 
market, acquiring different market shares accord-
ing to their maturity, easiness of implementation 
and user acceptance, with the AFIS still being the 
dominant biometric solution.  
Among the primary issues that biometric tech-
nologies face today are spoofing, obtrusiveness 
and environmental/sensorial factors that limit the 
claimed authentication accuracy in real applica-
tion conditions. These limitations are the driving 
force for the research and development of new 
types of biometrics and the improvement of ex-
isting ones. HUMABIO during the past 2,5 years 
has contributed significantly in both research for 
new biometrics and improvement of mature tech-
nologies. Emerging biometric modalities such as 
EEG and ECG have been studied extensively 
and were the core of HUMABIO research, which 
led to the development of biometric authentica-
tion modules that are based on the internal physi-
ology of the subject, rather than on their external 
physical appearance. This advancement has sev-
eral implications in the biometrics field. The new 
biometrics allow continuous authentication of a 
subject based on the continuous measurement 
and analysis of the EEG and ECG which is made 
possible using miniaturized, wireless electrode 
based sensors that are integrated in clothing ele-
ments such as a hat  (EEG) or a shirt (ECG). 
Internal biometrics are also more difficult to 
spoof since they are not apparent and in addition 
they perform de-facto aliveness checks. In 

HUMABIO a new type of biometric was devel-
oped: the anthropometric information of the sub-
ject, acquired via a “sensing” seat. This seat meas-
ures the pressure distribution from the body of the 
seated person and a profile is created. This profile 
provides a biometric signature which in a large 
extend is unique. Even though this biometric is not 
reliable or robust enough for unimodal implemen-
tation, it increases the overall authentication accu-
racy when combined with other biometrics. In 
addition its highly unobtrusive nature allows wide 
application in environments such as offices or ve-
hicles. Finally significant improvements have taken 
place in more conventional biometrics such as 
face, voice and gait, focusing on robustness to 
environmental factors and unobtrusiveness to the 
subject. Specifically the HUMABIO face recogni-
tion module is robust to illumination changes, dif-
ferent face acquisition angles and expressions mak-
ing it suitable for in-vehicle applications. The voice 
module is robust to noisy environments, while gait 
recognition is suitable for on-the-go applications 
such as airports.  
Even though the developments in HUMABIO 
have been essential and pushed the SoA in biome-
try, significant improvements are needed towards 
creating a totally unobtrusive and accurate biomet-
ric system. The room for improvements in physiol-
ogy based biometrics has been limited since biome-
try research focused on them for many decades, so 
currently there are efforts to exploit behaviour and 
activity based metrics to authenticate the identity 
of a person. ACTIBIO (www.actibio.eu) is such an 
effort and focuses on one hand on unobtrusive 
conventional biometrics and on the other hand on 
the exploitation of activity indicators that could 
provide a reliable and robust signature without the 
need for the subject’s active cooperation.  

 

Dr. Tzovaras Dimitrios (CERTH ITI) 
HUMABIO Coordinator 
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HUMABIO PL AT F O R M 

The HUMABIO project aims to combine new types of biomet-
rics with state of the art sensorial technologies in order to en-
hance security in a wide spectrum of applications. Within 
HUMABIO, a prototype system has been designed and imple-
mented that addresses the different applications-scenarios of 
HUMABIO. The integration of the various modules of the sys-
tem in the final prototype has been implemented based on the 
BioSec API, which has been extended to support the new mo-
dalities and sensors of HUMABIO (Figure 1). 
The design and development of each module of the HUMABIO 
architecture system has taken into account all relevant and impor-
tant elements, such as security requirements, system require-
ments, system modularity, software issues, hardware requirements 
and specific application requirements. Additionally, user specific 
interfaces have been designed for the various actors (e.g. system 
user, system operator) of the system and have been integrated to 
the final HUMABIO prototype. 
The effectiveness of the final HUMABIO prototype, which inte-

grates all the software and hardware modules of the system 
architecture, has been evaluated in three pilots that were de-
signed and realized within HUMABIO project.  In these appli-
cation scenarios, the physiological and behavioural biometrics 
were utilized either separately, in case one of the two is not 
applicable in the application, or in parallel, thus increasing the 
performance and reinforcing the reliability of the system. Spe-
cifically, the HUMABIO platform has been installed and inte-
grated in (Figure 2): 

• a truck, representing in general the transport means 
environment, 

• an office environment, for the protection of various 
resources from unauthorized access, 

• An airport, for non-stop and unobtrusive authentica-
tion of employees in the monitoring area. 

Figure 1 HUMABIO system architecture 



Figure 1 EEG and ECG authentica-
tion in office environment 
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HUMABIO PRO T O T Y P E PH O T O S 

www.humabio-eu.org 

Figure 2 Face Authentication in air-
port environment 

Figure 3 Sensing Seat based authenti-
cation in truck environment 

Figure 4 EEG and ECG Authentica-
tion 

Figure 5 Stereoscopic camera for gait 
authentication 

Figure 6 RFID based user identifica-
tion 

Figure 7 Gait authentication 
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Within the HUMABIO project a truck pilot was performed to 
assess the technical performance as well as the user acceptance 
when using the HUMABIO system in a truck environment with 
the purpose to prevent theft of the vehicle and its cargo. The 
pilot was performed in the Volvo truck simulator with 14 at-
tending respondents, both HMI and security system experts and 
professional truck drivers. The included modalities were EEG/
ECG, face recognition, voice recognition and sensing seat. For 
the face recognition a camera was installed on the dashboard of 
the truck and a stereo microphone was positioned on top of the 
camera for the voice recognition. The sensing seat was inte-
grated into the existing driver’s seat with customized seat cover, 
for both back seat and bottom seat. An important objective of 
the truck pilot was to focus on making the HUMABIO system 
as unobtrusive as possible. The sensing seat modality was there-
fore particularly suitable to be used in the truck pilot. 
The interviews were conducted using paper version of question-
naires which included background data, technical and usability 
evaluation. The respondents were informed about the 
HUMABIO system and how it will work in a truck environ-
ment. To be able to start the truck simulator (with ignition key) 
the user need to go through the authentication procedure and be 
given approval by the HUMABIO system to start the vehicle. 
The scenario was divided into the following steps: 

• Registration of authorized truck driver 
• Enrolment of each modality 
• Use of HUMABIO system to give access to start the vehi-

cle and start driving (initial authentication) 
• Re-authentication after the driver has left the seat for a 

short period of time 
• Intruder making an attempt for re-authentication 

The objective for using a re-authentication was to prevent an 
authorized user to go through the initial authentication and then 
hand over to an unauthorized driver. As soon as the driver has 
left the seat the HUMABIO system will notice this and activate 
the system. After the driver has passed the re-authentication an 
unauthorized intruder made an attempt to re-authenticate to 
show how the system prevents unauthorized persons to start 
driving the vehicle. 
The user acceptance was overall positive to the HUMABIO 
system. They found the system appealing and good as long as it 
helps to increase safety on the roads. Though one common 
opinion was that it is important to consider the personal integ-
rity and handle the personal information with care. 
For the usage of the system it is important to evaluate what pro-
fessional truck drivers think about the HUMABIO system, for 
instance in a truck simulator pilot. To also include the main 
stakeholders, the haulage contractors, a questionnaire was cre-

ated with questions focusing on the advantages and disadvan-
tages of the system as well as willingness on investing in such 
system. The questionnaire was sent out to seven Swedish haul-
age contractors which all, to some extent, handled dangerous or 
high valuable goods. The initial contact was made via phone call 
where the HUMABIO system was described. Together with the 
questionnaire a document was sent out with deeper information 
about how the system is designed and how it would work in a 
truck environment. Replies from three companies were received 
and the responses were quite similar to the answers received 
during the truck pilot. Concerning the advantages they found 
the system contributing to make it harder to steal the vehicle 
and also that how the HUMABIO system is designed gives se-
curity with different levels, layer on layer. The disadvantages 
were that it seems to take a bit longer time to start the vehicle 
depending on how often you need to run the procedure and also 
that there might be a risk that the driver can be threatened to 
start the vehicle. Still the company with the highest percentage 
of handling valuable goods thought that, despite the drawbacks, 
the system sounds very interesting. Same company was also 
most willing to pay for the system. 

TRU C K PI L O T 

www.humabio-eu.org 

Figure 1 Truck Simulator 
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The HUMABIO Office/Lab Pilot took place 
in the Lab Innovation Centre (LIC) of Fraun-
hofer IAO and Fraunhofer IGB in Stuttgart, 
Germany. The LIC has been founded in order 
to realize and test modern and innovative labo-
ratory working environments. The personnel 
working in the lab is therefore used to receive 
new technology at their work place and to test 
it by integration to their daily work processes. 
Cleanliness and security are highest demands in 
this environment, as misuse and contamination 
are the biggest threads for the biologic research 
material. Access to various materials, probes 
and equipment like the FACS cell sorter is 
strictly restricted to the responsible or specially 
trained persons. Due to these facts the 
HUMABIO authentication system is a highly 
interesting approach to make work in the labo-

ratory safer for data, equipment and bio-
probes. 
The following modules of the HUMABIO 
system have been applied: 

• Face and voice recognition measures. 

• EEG and ECG physiological measures. 
15 employees of the laboratory took part in the 
tests, each one on two different days. In com-
parison to other security means used in the 
laboratory the authentication procedure was 
rated as acceptable, few participants voted for 
a faster access but nobody reported problems 
or reservations on behalf of the sensors. This 
might be a result of the very reliable results and 
performance of the complete HUMABIO 
system during the laboratory tests. 

OF F I C E PI L O T 

www.humabio-eu.org 

Figure 1 The access was bound to a successful  
authentication with the HUMABIO system. 

Figure 2 The HUMABIO central application 
scanning the face biometrics. 

Figure 3 The HUMABIO system applied 
to the laboratories FACS laser cell sorter, 

controlling access. 

Figure 4 The regular pilot setup in the Labo-
ratory. 
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Within the HUMABIO project an airport pilot was performed to 
assess the technical performance along with the user acceptance 
when using the HUMABIO prototype system in an airport envi-
ronment with the purpose of authenticating the identity of em-
ployees working at the airport. The HUMABIO Airport pilot 
took place in a controlled area in the Euroairport in Basel, Swit-
zerland. Specifically, the HUMABIO system was integrated in a 
separate room in the Euroairport without public access and the 
pilot was performed in two days with 14 attending respondents, 
both professional pilots and airport employees. The included 
modules of the HUMABIO system were the following: 
• Gait recognition module 
• Voice recognition module 
• Face recognition module and the automatic height position-

ing system 
For the face recognition a camera was installed on the height 
positioning system and a stereo microphone was positioned also 
on the top of the face camera for the voice recognition module. 
Additionally, the stereoscopic camera for the gait recognition was 
also integrated in the room so that to capture its gait signal during 

the tests. An important objective of this pilot was to focus to the 
on-the-move authentication using unobtrusive sensors. The fol-
lowing scenarios/use cases of HUMABIO were evaluated in the 
airport pilot: 

• Category 0 (System administration)  
◊ Enrolment of a new System user (authorized employee) 
◊ Activation/Deactivation of biometric modalities 

• Category 1 (User token identification) 
• Category 2 (User authentication) 

In comparison to other security means used in the airport (e.g. 
passport) the authentication procedure was rated as acceptable, 
few participants voted for a faster access but nobody reported 
problems or reservations on behalf of the behavioural sensors 
used in this application scenario. The whole system was rated as 
useful and they found it also easy to use. As time is essential 
when people want to enter their working place, there was a com-
mon opinion from the employees that the authentication proce-
dure from each modality and essential for the gait modality could 
be more effective and shortened as much as possible.  

 AI R P O RT PI L O T 

Figure 1 The initial identification pro-
cedure using RFID cards 

Figure 3 The pilot setup for the face and 
voice system and their integration to the 

height positioning system. 

Figure 2 The HUMABIO central applica-
tion after a successful authentication 

Figure 4 An authenticated pilot from 
HUMABIO system operating the simulator in 

a restricted area 
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The exploitation of the HUMABIO products 
is one of the most important aspects of the 
final project activities. The Business Planning 
task of the project is about examining all attrib-
utes of the marketing capabilities of 
HUMABIO and use appropriate dissemination 
methods to launch the products/services on 
the correct directions in the competitive mar-
ket. As far as the project activities are con-
cerned, a document on the Exploitation Agree-
ment is ready and it will be circulated to the 
consortium for establishing the legal agreement 
on the field of marketing HUMABIO prod-
ucts. More specifically, the different products 
identified are:  
 
• “HUMABIO database” –an online data-

base containing all data stored from 
HUMABIO Experiments 

• “HUMABIO Face authentication mod-
ule” –a software tool 

• “HUMABIO Speaker authentication mod-
ule” - a software tool 

• HUMABIO Gait authentication module” 
– a software tool 

• “HUMABIO Sensing seat for human au-
thentication in car and office environ-
ments”- a software tool. 

• “Human authentication module based on 
EEG/ECG measurements –a software 

and hardware tool 
• “Emotional state monitoring module” –a 

software and hardware tool 
• ,“Validation of nominal initial state mod-

ule”- a software and hardware tool 
• “Final HUMABIO prototype”- The com-

pilation of all the above 
• “HUMABIO integration into vehicle” – 

The compilation of all the above in special 
vehicles (i.e. trucks). 

 
Clearly, the products depicted are an assort-
ment of Software and Hardware tools that can 
launch in the market either individually or col-
lectively. The database is a software tool that 
will give access to the service of an online stor-
age area, containing data and info from the 
project’s activities with clear focus on the ex-
perimental results. The products of 
HUMABIO seem to cover a broad area of the 
market, focusing on Biometrics applications 
but also extending to areas like research and 
even experimental equipment market. The final 
report on the Business exploitation that will be 
delivered along with the final report of the 
project will focus on the advantages and disad-
vantages of aiming high in the biometrics mar-
ket.  

EX P L O I TAT I O NPL A N 

www.humabio-eu.org 
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The HUMABIO Business Plan aims at encour-
aging and supporting developers in defining 
how to make business with their product. For 
each developer a specific business plan has 
been developed, with uniform information 
covering various aspects: company profile, 
analysis of the product portfolio, market size, 
product competitiveness, pricing strategies, 
distribution and selling strategy, manufacture 
plan, commercialisation risks. 
 
In summary, the Conclusions obtained from 
the Market Analysis and the Business Plans 
are: 
 
• The biometric market is expected to 

growth more than the 50% in 2012, with a 
total of 7.000 million€ of revenues. 

• More than half of it is concentrated in 
North America. 

• Only in Europe, the market size is around 
360 million€ in 2007, with prospects of 
achieving 500-600 million€ in 2010. 

• More than 70 biometric commercial sys-
tems have been identified. The highest 
number are in the fingerprint, face recog-
nition and iris group. 

• The fingerprint recognition has a market 
share of 25%. Nevertheless, other tech-
nologies such as face, iris recognition and 
multi-modal systems are growing fast. 

• The market segments more interested in 
biometrics are: government administra-
tions, aerospace and defence, chemicals, 
petroleum, plastics, travel and transporta-
tion. 

• Some of the most important market driv-
ers are price/performance relationship, 
accuracy and reliable of the systems, user 
awareness, proven deployments, govern-
ment programs, legislation and border 
security controls amongst others. 

• The biometric market has high sensitivity 
to factors that are not only technological 
but also social, political and legal. Unpre-

dictable events such as terrorist threats 
may introduce significant changes in some 
biometrics application fields, like bound-
ary control policies and security legisla-
tion. 

• Each of the developers are creating bio-
metric systems which have strong charac-
teristics in adaptability with others to cre-
ate a multi-modal biometric system. 

• One of the weakness point of the devel-
opers business plans is the selling and 
distribution strategy. Most of them are 
research institutes, only the private com-
panies demonstrated to be active in this 
field. 

• Most of developers have no production 
capacity. This will imply to rely on out-
sourcing production. 

 
At this time, the product portfolio has been 
defined but further effort is required to close 
pending issues such as final price, manufacture, 
distribution and selling strategies. A partner-
ship with distributors and larger industry is 
desirable in order to achieve a wide market. 
 
The good market expectations endorse the 
future HUMABIO commercialization success. 
HUMABIO is taking the challenge to provide 
what market is demanding in the time and con-
ditions expected. 

BU S I N E S S  PL A N 

www.humabio-eu.org 
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