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Executive Summary 
 
This Deliverable includes the results of the Tasks T1.1 “User wants and public opinion”, 
T1.4 “System and sensor requirements” and T1.5 “Use cases / scenarios” of HUMABIO 
WP1 “Use cases, legal and ethical requirements”, whereas T1.2 “Literature review and 
market survey results” is covered in D1.4 “State of the Art in Biometrics Research and 
Market Survey” and T1.3 ‘Legal and ethical issues and project policy” is covered in D1.1: 
HUMABIO Ethics Manual and D1.3: HUMABIO Ethics controlling report and User 
Acceptance Memorandum. 
 
The main objectives of this Deliverable are to extract the priority Use Cases and Scenarios of 
Use of the project, as well as to determine the system requirements based on the users’ needs. 
Addutionally, its main contribution is on integrating the public opinion into the project 
design and development process by a survey among a large population with a great diversity 
as far as occupation is concerned. Thus, HUMABIO can ensure that by considering the 
outcomes and the conlusions of this survey, the project results have a high user acceptance. 
At the same time, since the systems’ requirements are formed according to the opinion of a 
diverse population, it is ensured that all project developments and Pilots are conducted 
according to the highest possible ethical and legal public acceptance. 
 
The Deliverable initially defines the HUMABIO system operation modes (Chapter 2) and its 
application environments (Chapter 3). In Chapter 4, the results of a questionnaire-based 
survey among 293 workers in security-related sectors and 30 company representatives from 6 
counties (France, Germany, Greece, Italy, Sweden and Switzerland) are analysed, leading to 
the recognition of the current situation in this sector (where fingerprint is still the king) and 
the stance of users and organisations against HUMABIO-proposed modalities and sensors. 
The results are quite positive, depending also on the module (voice recognition is accepted 
most, whereas physiological signals meeting were – still not fierce – opposition).  
 
Based on the market and literature survey of D1.4 and the workers’ and organisations’ 
opinions of Chapter 4 of this deliverable, the HUMABIO Use Cases and scenarios are 
defined in Chapter 7 (Chapter 6 being introductory to their meaning and context and Chapter 
6 explaining briefly the UC’s extraction methodology). They have been finalized with the 
help of pilot and sensor developers representatives and ratified during discussions with 25 
external to the consortium experts. 
 
Chapter 8 extracts, based on the Use Cases of Chapter 7 and input from WP2, 3, 5, 6 and 7, 
the system requirements per sensor, module, application and for the overall system, leading 
to brief conclusions in Chapter 9. 
 
The document also includes a number of annexes, of which Annex 5 is of particular 
importance, as it includes a reference checking of system requirements, against which any 
development within HUMABIO will be compared and judged, thus safeguarding that the 
initial system requirements are taken well into account during the system development. 
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1 Introduction 
HUMABIO focuses on the combination of new types of biometrics with state of the art 
sensorial technologies in order to enhance security in a wide spectrum of applications. 
Several shortcomings in biometric authentication are being addressed, providing the basis for 
improving existing sensors, develop new algorithms, procedures and applications, towards 
creating an Ambient Intelligence Space in security sensitive, controlled environments, with 
increased security requirements.  
 
In order to reach these ambitious targets, the framework of the applications to be developed 
should be concisely set at an early stage. Several factors need to be taken into account in the 
design of such a biometric security system. Some of them include, among others, user 
friendliness, unobtrusiveness, efficient and fast recognition, and robustness against attacks.  
 
The main objectives of this Deliverable are to identify the priority application scenarios that 
HUMABIO should address, as well as to shed light on the system requirements based on the 
users’ needs as they were specified through an extensive survey by the dissemination of 
questionnaires to several employees and representatives of relevant organisations.  
 
In this document, the whole concept of HUMABIO applications is being defined. A user 
acceptance survey, undertaken within the context of the project, is presented, its results 
having been taken into account for the definition of the HUMABIO Use Cases. The 
characteristics of the interviewed population are analyzed in order to provide satisfactory 
justification and quality assessment of the outcomes and the conclusions drawn.  
 
Furthermore, the notion of use cases and scenarios is explained and the specific HUMABIO 
Use Cases are being defined and described, following a concise template. Then, the system 
and sensor specifications are being defined and presented in detail, for all the systems and 
sensors that are going to be used in HUMABIO, and according to the actual applications, as 
defined by the Use Cases. 
 
This deliverable serves in reaching one of the main goals within the HUMABIO project; the 
integration of public opinion into the project design and development process, to guarantee 
the high user acceptance of project results. Additionally, taking into account the opinion of a 
diverse population is able to guarantee that all project developments and Pilots are conducted 
according to the highest possible ethical and legal public acceptance. 
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2 HUMABIO Operation modes 
The HUMABIO system consists of five different operation modes. The enrolment of the 
user, where his/her biometric features are being measured and stored, the initial 
authentication, where some of the user’s biometric features are being measured and 
compared to the stored ones, the validation of initial state, where the emotional and 
physiological state of the user are being assessed through comparison of specific biometric 
features to their original values, the continuous authentication, where the user is being 
continuously authenticated while performing his/her tasks and, finally, the monitoring, 
where the user’s biometric features are being constantly monitored, so that any shortcomings 
in his/her capability to perform his/her tasks would be identified.  

2.1 Enrolment 
During the enrolment operation mode, the user is being subject to the measurement of his/her 
biometric features and their values are being stored either in a biometric database and/or in a 
smart card. These measurements would be the reference measurements for all biometrics that 
are subject to control within the HUMABIO system. More specifically, the biometrics that 
are being measured are: Face, Gait, Voice, Anthropometrics, EEG, ECG, EOG, BS, ERP. Of 
course, the biometrics that are actually measured, depend on each application environment. 

2.2 Initial Authentication 
During the initial authentication, apart from the usual token or password identification, the 
user is being subjected to measurement of his/her biometric features, which are being 
compared to the stored ones, thus his/her identity is being verified, using more objective and 
difficult to be copied characteristics. More specifically, in the authorized employee 
application environment, unobtrusive authentication is taking place, authenticating the user 
automatically, thus maximizing his/her convenience. The biometrics involved in 
authentication are: Face, Gait, Voice, Anthropometrics, EEG, ECG, again varying according 
to the application environment. 

2.3 Validation of initial state 
The validation phase of the user’s initial “nominal” state will guarantee that the user has the 
capability to perform his/her tasks. This process is rather obtrusive, as complicated and quite 
long lasting procedures are involved. The aim is to detect deficiencies (deriving, for example, 
from drug consumption or sleep deprivation, etc) through measurement of features that 
describe the user’s internal physiology. The biometrics used in this case are: Voice, EEG, 
ECG, EOG, BS, ERP. In this case as well, the biometrics used vary according to the 
application environment. 

2.4 Continuous authentication 
The continuous authentication process is an innovation of HUMABIO, that enhances the 
security of fixed place workstations, by reducing the possibility of system spoofing. The 
user’s biometric features that can act as his/her biological signature are continuously 
monitored, in order to guarantee that the person performing the operation is actually who 
he/she is supposed to be, throughout the whole operation process. The biometrics used for 
this purpose are: face, voice and ECG. 
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2.5 Monitoring 
The monitoring process is the generalization of the initial state validation operation mode. It 
is being applied throughout the whole duration of the operation and monitors the subject in 
term of his/her capacity to perform his/her critical tasks. The process is able to evaluate the 
emotional state of the user and predict dangerous situations, as well as warn the system 
operator in critical situations, thus preventing accidents. The biometrics used for this 
operational mode are: face, voice, EEG, ECG, EOG, depending on the application 
environment. 
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3 HUMABIO Application Environments 
The HUMABIO system is intended to be applied in three different application environments: 
for truck drivers, office/laboratory employees and for authorized employees (meaning 
employees dealing with critical environments / tasks, such as airplane pilots, etc.). 
 
In each of the application environments, the HUMABIO operation modes, as described 
above, are going to be implemented, according to each environments special attributes. This 
means that, as is described in detail in the Use Cases description chapter, depending on the 
application environment, one or more of the operation modes may not be applicable or the 
sequence on which the operation modes would be applied could vary. Moreover, the 
biometric signals that are subject to control vary as well by operation mode and application 
environment. 

3.1  Truck Driver 
In the truck driver application, all five operation modes are applicable. The driver would go 
through enrolment once. Each time he/she would use the vehicle, he/she would first be 
identified through token, and after these processes have concluded successfully, he/she 
would be granted entrance to the vehicle. Once inside the vehicle, the driver would be 
authenticated and then his/her initial state would be validated in order to acquire 
authorization to operate the vehicle. The authentication procedure is necessary to take place 
inside the vehicle, since it is also connected to the driving seat. While driving, he/she would 
be subject to continuous authentication, as well as monitoring of his/her physiological and 
emotional state. The biometric features that are being subject of control in each of the 
operation modes are indicated in the respective Use Cases description. 

3.2 Office/Laboratory operator 
In the office/laboratory application, again all five operation modes are applicable. Enrolment 
is taking place only once. Then, each time the operator wishes to enter his/her workspace, 
he/she would be subject to token identification and authentication. Additionally, his/her 
initial “nominal” state would be validated. Moreover, while working, the operator is subject 
to continuous authentication, as well as monitoring of his/her physiological and emotional 
state, so that system spoofing is avoided and it is ensured that the user is able to perform 
his/her critical tasks. The biometric features that are being the subject of control in each of 
the operation modes are indicated in the respective Use Cases description. 

3.3 Authorized employee 
The application environment of “authorized employee” mainly refers to airplane pilots, air 
traffic controllers and generally employees who are supposed to enter a strictly restricted area 
to work. In this case, only three of five operation modes are applicable: enrolment, 
authentication and validation of initial state. The user is first identified through token and 
then unobtrusively authenticated, while walking through a corridor that leads to the entrance 
of the restricted area and, if the process is successful, the user is granted access to the 
restricted area. Biometrics are also used for the validation of the user’s initial state.The 
biometric features that are being subject of control in each of the operation modes are 
indicated in the respective Use Cases description. 
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4 User needs and acceptance survey 

4.1  Introduction 
The aim of Task 1.1 of the HUMABIO project is to assess the public opinion about the 
systems that are going to be developed within HUMABIO. What is important for the 
HUMABIO project is both the opinion of the actual end users as well as this of the 
representatives of the organisations that are, intend to or should be using authentication, 
validation and monitoring systems. 
 
For this purpose, two questionnaires were produced by CERTH/HIT and distributed, with the 
contribution of the rest of WP1 partners, to several employees and representatives of relevant 
organisations. The first questionnaire addresses the actual users’ opinions on authentication, 
validation and monitoring systems, i.e. the employees, while the second one the 
representatives of the relevant organisations, i.e. the people that take decisions and are in 
charge for safety and security within their organisations. Both questionnaires are annexed in 
Annex 1 and 2 respectively. 
 
In total, 293 User Acceptance and 30 Organisation Representative Questionnaires were 
collected from 6 countries (France, Germany, Greece, Italy, Sweden and Switzerland).  
 
The answers to these questionnaires were analyzed and the results of this analysis are 
presented below.  

4.2 User Acceptance Questionnaire 
The first question referred to the type of job of the participants. A great variety of employees 
have answered the questionnaire. The job distribution of the participants is illustrated in 
Figures 1 and 2. 

Type of job

37.24%

0.99%

3.45%

0.00%

0.47%

5.44%

0.00%

48.30%

4.11%

Truck Driver

Dangerous Goods truck
driver
Airplane Pilot

Air Traffic Controller

Airport Security personnel

Security personnel

Mass Trasportation operator

Worker in installation with
strong security demands
Other (specify)

 
Figure 1: Type of job 
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Figure 2: Distribution of “other” 
 

Are you currently undergoing a security check related 
to your job permit / entry?

79.58%

20.42%

Yes
No

 
Figure 3: Are you currently undergoing a security check related to your job permit/entry? 
 
Almost 80% answered that they are in fact subject to security check, among which 51% use a 
security access card and 28.56% are undergoing visual inspection and carrying a security 
access card. 
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If yes, what is the current procedure?

28.56%

51.00%

1.02%

14.28%

1.02%
4.08%

0%

10%

20%

30%

40%

50%

60%

face control,
security access

card

security access
card

face control security control password personal
card/fingerprint

 
Figure 4: Security check procedures. 
 
Biometric signals are being monitored only for the 8.4% of the people, among which 27.03% 
is going through fingerprint control, 8.11% through voice identification and 2.7% through 
face identification. These findings are illustrated in Figures 5 and 6.  

Are there any biometric signals being monitored?

8.4%

91.6%

yes

no

 
Figure 5: Are any biometric signals being monitored? 
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If 'Yes', which are they?

27.03%

0.00%

8.11%

0.00%

0.00%

2.70%

62.16%

Finger Print
Iris
Voice
Gesture
Gait
Face
N/A

 
Figure 6: Biometric signals 
 
In the question if they would accept to have biometrical signals being monitored, should the 
privacy of their personal data be guaranteed, different answers were given for the different 
biometric signals.  
 
As far as physiological signals are concerned, almost 61% of the people that have answered 
the question stated that they would accept to have them measured (Figure 7). 
 

Physiological signals

60.77%

39.23%

Yes
No

 
Figure 7: Percentage of cases where the measurement of physiological signals would be accepted. 
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Among those that refused, the most popular reasons given were either that it would affect 
their privacy (31.36%) or they consider it as a hindrance (30.24%). Another significant 
percentage considered this procedure as simply not necessary (25.76%) (Figure 8).  
 

Why not?

2.24
1.12

25.76

31.36

2.24

30.24

6.72

0

5

10

15

20

25

30

35

redundant delay not
necessary

privacy no time hindrance too much
control

%

 
Figure 8: Reasons for not accepting physiological signals measurement. 
 
Concerning face recognition, 88.76% would accept this kind of monitoring (Figure 9). 
 

Face Recognition

88.76%

11.24%

yes
no

 
Figure 9: Percentage of participants that would accept the face recognition procedure. 
 
 
The reasons why the 11.24% would not accept it were again either the fact that it did not 
seem necessary (58.3%) or privacy concerns (41.65%). 
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Why not?

58.31

41.65

0
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%

 
Figure 10: Reasons for not accepting face recognition. 
 
Gait recognition was accepted by 82.65% of the people that answered this question (Figure 
11). 
 

Gait recognition

82.65%

17.35%

yes
no

 
Figure 11: Percentage of participants that would accept gait recognition. 
 
The rest 17.35% presented as reasons for not accepting it, their privacy (51.51%), the lack of 
necessity (27.27%) and the fact that they find this procedure exaggerating (9.09%) or not 
reliable (9.09%) (Figure 12). 
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Figure 12: Reasons for not accepting gait recognition. 
 
Voice recognition was the biometric measurement mostly accepted (94.12%).  
 

Voice recognition

94.12%

5.88%

yes
no

 
Figure 13: Percentage of voice recognition acceptance. 
 
The few people that rejected this kind of procedure (5.88%) found it unnecessary. One 
person believes it is not reliable enough and another that it affects privacy. 
 
Last but not least, the proposed sensing seat related anthropometrics measurement was 
accepted by 80.37% of the participants. 
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Sensing seat related anthropometrics

80.37%

19.63%

yes
no

 
Figure 14: Percentage of acceptance of measurement of sensing seat related anthropometrics. 
 
Among the reasons for not accepting it by the 19.63%, the more outstanding ones were again 
the privacy (33.33%), lack of necessity (30.77%), as well as reliability (7.69%) (Figure 15). 
 
 

If no, why not?

2.56

5.13

7.69

33.33

7.69

30.77

5.13

7.69

0

5

10

15

20
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30

35

delay inconvenient
obtrusive

other privacy too much
control

not
necessary

too complex reliablility

%

 
Figure 15: Reasons for not accepting the measurement of sensing seat related anthropometrics. 
 
However, the majority (70.26%) of the sample considers that HUMABIO does not have any 
security related risk.  
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Do you consider the HUMABIO system as having any security 
related risk?

29.74%

70.26%

YES
NO

 
Figure 16: Percentage of considering the HUMABIO system as having security related risk. 
 
Only 29.74% answered that they find some relevant risk, mainly related to “loss of valuable 
time” (31.25%), followed by “cheating the system” and “imitation” and hindrance”, with 
12.5% each (Figure 17). 
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Figure 17: Security related risks that are considered to be linked to the HUMABIO system. 
 
52.4% of the users consider the HUMABIO system as having some kind of personal data 
protection related risk.  
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Do you consider HUMABIO as having any personal data 
protection related risk?

52.44%

47.56%

YES

NO

 
Figure 18: Percentage of participants considering the HUMABIO system as having personal data related 
risk. 
 
As such, they have primarily mentioned privacy (76.36%) and data protection (16.6%), as 
illustrated in Figure 19. 
 

If yes, which?

76.36

7.47

16.6

0

10

20

30

40

50

60

70

80

90

privacy never secure data protection

%

 
Figure 19: Personal data related risks that are considered to be linked to the HUMABIO system. 

 
As far as the duration of biometrics authentication is concerned, most of the users 
consider 1 min as the maximum time they would accept (Figure 20). It should be noted 
however that this time is related to the “static time” (the one they need to stand still) and 
not the overall available time for authentication. 
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If you had to go through biometrics autentication procedures, 
how much time would you consider "too long" and 

"obtrusive"?

22.28%

28.51%

36.82%

8.63% 3.76%

10sec

30sec
1min

5min
other

 
Figure 20: Time duration acceptance for biometrics authentication procedures. 

 
Among the people who answered our questionnaire, 82.17% are involved in critical 
operations at their work. 

Are you involved in critical operations at 
work?

17.84%

82.17%

YES
NO

 
Figure 21: Percentage of participants involved in critical operations at their work. 
 
61.62% among them would accept to undergo through validation of their nominal 
physiological state before starting to work, to minimize safety risks related to inattention, 
fatigue or other causes. 
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Would you accept ot go through a phase that validates your 
nominal or near nominal physiological state before you 

commence your task in order to minimise safety risks related to 
operator inattention, fatigue or other causes?

61.62%

38.38%

YES

NO

 
Figure 22: Percentage of participants involved in critical operations that would accept to go through 
validation of initial state procedure. 
 
As reasons for not accepting it they stated that they do not consider it as necessary (41.16%) 
or that it would affect their privacy (38.22%) (Figure 23). 
 

If no, why not?

38.22
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5.88
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11.76
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Figure 23: Reason for denying going through validation of initial state procedure. 

 
Considering the duration of the “validation of initial state” phase, 31.3% believes that 30 
sec are enough, while 30.7% consider 10 sec as the appropriate duration. There is though 
a significant 29.2% that would accept even a 1 min procedure (Figure 24). 
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How long should "validation of initial state" be in order to be 
acceptable by you?

30.7%

31.3%

29.2%

8.8%

10sec
30 sec
1min
5min

 
Figure 24: Time duration acceptance for the validation of initial state procedure. 

 
Only 14.22% of the participants that are involved in critical situations would accept to have 
an electrode based sensor attached on them while working, even if this would minimize the 
risks within their everyday working environment. However, they did not state any specific 
reasons for rejecting it (Figure 25). 

 

Would you accept an electrode based sensor attached on 
you while at work, if this would minimise the risks within 

your everyday working environment?

14.22%

85.79%

YES
NO

 
Figure 25: Percentage of participants involved in critical situations that would accept an electrode based 
sensor attached on them while working. 

 
61.48% of the sample would accept to wear a special uniform or currently wears a uniform 
(Figure 26), while 84.27% would accept to be monitored at work, should their personal data 
protection be guaranteed (Figure27). 
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Would you accept to wear or do you currently have to wear a special 
uniform?

38.52%

61.48%

YES

NO

 
Figure 26: Percentage of participants involved in critical situations that would accept wearing or are 
currently wearing a special uniform. 
 

Would you accept to be monitored while at work for safety 
reasons if the privacy of your personal data was guaranteed?

84.27%

15.73%

YES
NO

 
Figure 27: Percentage of participants involved in critical situations that would accept to be monitored 
while at work for safety reasons. 
 

4.3 Organisation Representative Questionnaire 
 
In the questionnaire for the representatives of various organisations the first question referred 
to the type of organisation they represented. 40% of the participants were representing 
research centres, 30% industrial facilities, 10% airport or other transportation link and 
another 10% cleaning companies (Figure 28).  
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Type of organisation
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30%

10%10%

40%
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Airport or other transportation
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Cleaning company 

Research center

 
Figure 28: Type of represented organisations. 
 
In the question which types of employees are going through authentication procedure, the 
results follow below (Figure 29). 
 

Type of job considered (for security check). 
Whom are you authenticating?

30%30%

40%

0%

5%

10%

15%

20%

25%

30%

35%

40%

45%

research associate staff other

%

 
Figure 29: Type of jobs that are subject to authentication. 
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The reasons why authentication is being performed in these cases was security (50%) and 
access control for safety reasons (30%). 
 

Why is it needed for this job?

50%

30%

20%
security

access control for safety
reasons

other

 
Figure 30: The reasons why authentication is performed.  
 
The organisation representatives were also asked to describe the currently used 
authentication procedures. In 40% of the cases authentication was performed with the use of 
security cards with/without biometrics, in 40% through personal identification by authorized 
personnel, while proximity switches and personal badges were used in 10% of the cases 
(Figure 31). 
 

Authentications procedures used

40.00%

10.00%10.00%

40.00%

security card w ith/w ithout
biometrics

proximitiy sw itch/cards

pesonal badge

personal identif ication by
autrhoerised personnel

 
Figure 31: Authentication procedures already applied. 
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Regarding the mean overall time required for authentication with their current procedures, 
the authentication process lasts less that 1 min in 50% of the cases, 1 min for 20% and 2 min 
for 10% of the represented organisations. 
 

What is the mean overall time per person required for 
authentication?

50%

20%

10%

20%

< 1 min
1 min
2 min
n/a

 
Figure 32: Mean duration of current authentication procedures. 
 
For these procedures, the static control lasts in average 10 sec in 50% of the cases, less than 
10 sec in 30%,up to 30sec in 10% of the cases and up to 1min in 10% of the cases (Figure 
33).  
 

If ‘Yes’, what is the average time of static control? 

50%

10%

10%
0%

30%

10sec
30sec
1min
5min
>10 sec

 
Figure 33: Average duration of static control during the authentication procedure. 
 
 
Only 20% of the represented organisations are currently using biometrics for their 
authentication procedures and in almost all of these cases it is the fingerprint control that is 
being used (Figure 34). 
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Are you currently using any biometrics for this 
authentication?

20%

80%

YES
NO

 
 
Figure 34: Use of biometrics for currently applied authentication procedures. 
 
Different problems encountered with the current security level of the represented 
organisations were stated (Figure 35).  
 

Problems of current authentications procedures

20.00%

10.00%

10.00%
10.00%10.00%

40.00%

A card may be lost, stollen and used
by unauthorised people

Unclear standards and criteria for
quantitative design

Fake badge, w rong person

Failure to properly read the fignerprint,
due to dusty industrial environment,
w here operators are w orking
It is more or less accessible once you
have the card and the key

n/a

 
Figure 35: Problems encountered regarding the current security level. 
 
Regarding problems with the cost or the time for authentication, in 80% of the cases high 
installation and maintenance costs have been encountered, while for the rest 20% no 
problems were stated. 
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Are there problems with the cost/time for the authentication?

10%

80%

10%

cost problems/expensive installation and
maintenance of existing system
no

n/a

 
Figure 36: Cost/ time problems encountered. 
 
None of the surveyed companies uses a validation procedure of the stage of its employees. 
 
Regarding monitoring procedures, they are currently applied in 67% of the represented 
organisations (Figure 37), which in 83% of those cases are being implemented with the use 
of video surveillance systems and in the rest 17% by a supervisor (Figure 38). None of the 
represented organisations is using biometrics for this application. No problems were reported 
regarding the security level, the cost of the monitoring procedure or any other issue. 
 

Do you currently use any monitoring procedures 
in your organization?

67%

33%

YES
NO

 
Figure 37: Use of monitoring procedures. 
 
 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 33          CERTH/HIT 
 

Please describe briefly how the monitoring is 
currently being implemented.

17%

83%

by supervisor

video surveillance

 
Figure 38: Currently used ways for implementing monitoring. 
 
The next questions that were posed to the participants referred to their acceptance of the 
HUMABIO metrics. 
 
The acceptance of the additional or alternative measurement of different biometrics during 
the authentication procedure was first investigated. Regarding physiological signals, only 
30% would accept their measurement (Figure 39), stating as reasons issues of obtrusiveness, 
unnecessity, time loss, privacy and complaints by the employees (Figure 40). 
 

Physiological signals

30%

70%

YES

NO 

 
Figure 39: Acceptance of physiological signals measurement for authentication procedures. 
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If no, why?

20%

20%

20%

20%

20% obtrusive
measurement
complains by the
employees
too time-consuming 

see no reason for it

privacy

 
Figure 40: Reasons for rejecting physiological signals measurement for authentication procedures. 
 
Face, gait and voice recognition procedures had an acceptance of 80% each (Figures 41, 42 
& 43), while the reasons that were stated by these rejecting these authentication procedures, 
were obtrusiveness and lack of reliability, as well as oppositions from labour unions and 
human resources departments. 
 

Face recognition

80%

20%

YES

NO

 
Figure 41: Acceptance of use of face recognition for authentication procedures. 
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Gait recognition

80%

20%

YES

NO

 
Figure 42: Acceptance of use of gait recognition for authentication procedures. 
 
 

Voice recognition

80%

20%

YES

NO

 
Figure 43: Acceptance of use of voice recognition for authentication procedures. 
 
As far as the duration of the measurement is concerned, 30% consider as maximum a 10sec 
measurement, while duration of 30 sec was accepted by 40% and 1 min by 20% (Figure 44). 
Specifically for static measurements, the max accepted duration would be equal or less than 
30 sec for 90% of the participants (Figure 45). 
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 What would you consider as maximum time of 
the measurement per person?

30%

40%

20%

0% 10%
10sec

30sec

1min

5min

Other

 
Figure 44: Maximum accepted measurement duration. 
 

While the person is standing/queuing (static):

30%

40%

10%

0%

20%
10sec

30sec

1min

5min

>10sec

 
Figure 45: Maximum accepted static measurement duration. 
 
The persons have currently anyway to go through a long corridor to reach their workplace in 
22% of the cases, for which this procedure lasts for 20-30 sec (Figure 46). For the cases that 
this does not exist, it would be possible to be added in 33.2% of them (Figure 47). 
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Does the person currently have to go through 
a long corridor before reaching the check-

points in which his/her signals can be 
monitored on-line?

22%

78%

YES

NO

 
Figure 46: Existence of long corridor to reach workplace, that could be used for biometric signals to be 
monitored. 
 

If ‘No’, would it be feasible to add it?

33.2%

66.8%

YES

NO

 
Figure 47: Possibility to include a long corridor for one’s biometric signals to be monitored. 
 
The next question investigated the willingness to buy a system that would combine the above 
mentioned functionalities. 70% of the participants stated that they would buy such a system 
(Figure 48). As far as their willingness to pay is concerned, the considered cost of purchase 
varied from 5000 € to 80000 €, while for maintenance, it ranged from 500 € to 12000 € per 
annum. 
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Would you purchase such a new biometric security 
system, which would combine the above mentioned 

functionalities?

70%

30%

YES

NO

 
Figure 48: Willingness to buy 
 
As far as risks are concerned, 44% of the participants consider the HUMABIO system as 
having potential data protection related risks (Figure 49), while 56% consider it as having 
potential security related risks (Figure 50). 
 

Do you consider the HUMABIO system as 
having any security related risk?

44%

56%

YES

NO

 
Figure 49: Considered security related risk. 
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Do you consider the HUMABIO system as having any 
personal data protection related risk?

56%

44%

YES

NO

 
Figure 50: Considered personal data protection related risk. 
 
Regarding the validation of initial state procedure, 55.56% of the participants consider this 
procedure as helpful or essential for their organisation (Figure 51). 
 

Would you consider the “validation of initial 
state” procedure essential/helpful for your 

organization?

55.56%

44.44%
YES

NO

 
Figure 51: Consideration of the “validation of initial state” procedure as essential/helpful for the 
organisation. 
 
Concerning the biometrics that would be accepted to be monitored during the validation of 
initial state procedure, measurement of physiological signals was accepted by 44.44% of the 
participants (Figure 52), face and gait recognition by 77.78% of the participants each 
(Figures 53 & 54), while voice recognition was the mostly accepted biometric, having an 
acceptance rate of 87.5% (Figure 55). The main reasons stated for not accepting the various 
biometrics were hindrance and redundancy.  
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Physiological signals

44.44%

55.56%

yes

no

 
Figure 52: Acceptance of measurement of physiological signals for the validation of initial state 
procedure. 
 

Face Recognition

77.78%

22.22%

yes

no

 
Figure 53: Acceptance of face recognition for the validation of initial state procedure. 
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Gait recognition

77.78%

22.22%

yes

no

 
Figure 54: Acceptance of gait recognition for the validation of initial state procedure. 
 

Voice recognition

87.5%

12.5%

yes

no

 
Figure 55: Acceptance of voice recognition for the validation of initial state procedure. 
 
 
The next set of questions referred to the monitoring procedure. 38% of the participants 
consider it as an essential or helpful procedure for their organisation (Figure 56). 
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Would you consider the “monitoring” 
procedure essential/helpful for your 

organization?

38%

62%

YES
NO

 
Figure 56: Consideration of the monitoring procedure as essential/helpful for the organisation 
 
Regarding the biometric signals that would be accepted to be measured during the 
monitoring procedure, measurement of physiological signals was accepted by 33% of the 
participants (Figure 57). The reasons for rejecting it were the fact that it was either 
considered as unnecessary or as time consuming (Figure 58).  
 

Physiological signals

33%

67%

yes

no

 
Figure 57: Acceptance of measurement of physiological signals for the monitoring procedure. 
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If no, why not?
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Figure 58: Reasons for rejecting the measurement of physiological signals during the monitoring 
procedure. 
 
Face recognition was accepted by 50% of the participants (Figure 59), while the rest of them 
rejected it, either because they believe it is not necessary or because they think that it is not 
reliable enough (Figure 60). 
 

Face recognition

50%50%

yes

no

 
Figure 59: Acceptance of face recognition for the validation of initial state procedure. 
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If no, why not?
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Figure 60: Reasons for rejecting face recognition during the monitoring procedure. 
 
As far as gait recognition is concerned, it was rejected by 67% of the participants (Figure 61) 
either because they considered it unnecessary or they found it strange (Figure 62). 
 

Gait recognition

33%

67%

yes

no

 
Figure 61: Acceptance of gait recognition for the validation of initial state procedure. 
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If no, why not?
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Figure 62: Reasons for rejecting gait recognition during the monitoring procedure. 
 
 
Finally, voice recognition was accepted by 60% of the participants for the monitoring 
procedure (Figure 63). Those who rejected it found it either unnecessary or redundant (Figure 
64).  
 

Voice recognition

60%

40%
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no

 
Figure 63: Acceptance of voice recognition for the monitoring procedure. 
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If no, why not?
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Figure 64: Reasons for rejecting voice recognition during the monitoring procedure. 
 
75% of the participants stated that they were aware of applications where biometrics are or 
could be used (Figure 65). These involved mainly access control and airport areas. 
 

Do you know any other applications where 
biometrics are already used or could be 

used?

75%

25%

YES

NO

 
Figure 65: Other known applications where biometrics are or could be used. 
 
All of the represented organisations stated that they have a policy for the protection of 
employees’ personal data and privacy. 
 
Finally, in 87.5% of the represented organisations there exists some kind of critical situation 
(Figure 66). The additional security procedures followed by these organisations involve 
mainly visual monitoring (Figure 67). 
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Are there any critical operations in your organization?

87.5%

12.5%

YES

NO

 
Figure 66: Existence of critical operations in the represented organisations.  
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Figure 67: Additional security procedures. 
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4.4 Conclusions 
 
The main conclusions that are extracted from the above questionnaires’ analysis, can be 
summarized in the following points. 
 

4.4.1 User Acceptance Questionnaires 
 
The main points resulting from the analysis of the User Acceptance questionnaires are: 
 

 Currently, almost 80% of the survey participants are undergoing a security check in 
their work, among which 8.4% are subject to biometrics measurements (fingerprint or 
voice recognition). 

 As far as the participants’ acceptance concerning the measurement of different 
biometrics, voice recognition was the mostly accepted procedure (94.12%), followed 
by face recognition (88.76%), gait recognition (82.65%), sensing seat related 
anthropometrics (80.37%) and, finally, measurement of physiological signals 
(60.77%). 

 The main reasons that were reported for rejecting the various biometric measurements 
were loss of privacy, lack of necessity, lack of reliability, obtrusiveness and 
hindrance. 

 Concerning the risks that the HUMABIO system may have, 29.74% of the 
participants consider that there might be security risks, while 52.44% believe that 
personal data security risks may exist. 

 The maximum accepted duration for the authentication procedures is considered to be 
1 min (however related to only the static check/queuing time).  

 17.84% of the survey participants are involved in critical operations at work. Among 
them, 61.62% would accept to go through a validation of initial state procedure of not 
considerably higher than 1 min duration, 14.22% would accept to have an electrode 
based sensor attached on them while working, 38.52% are currently wearing or would 
accept to wear a special uniform and, finally, 84.27 % would accept to be monitored 
while working for security and safety reasons. 

 

4.4.2 Organisation Representative Questionnaires  
 
The main conclusions resulting from the questionnaires answered by the Organisation 
Representatives are: 
 

 Current situation – Authentication 
 

o Currently, 62.5% of the represented organisations are performing 
authentication procedures to the whole of their personnel for safety and 
security reasons. In 40% of the cases this is performed with the use of security 
cards, while in 40% with personal identification by authorized personnel. 

o The duration of this procedure is max 1 min in 70% of the cases, of which 
static control lasts up to 10 sec (80%). 

o Biometrics (fingerprint) is used in 20% of the cases. 
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o Problems with the security level that are encountered are mainly caused by 
malfunctions of the system due to external parameters. 

o In 80% of the cases cost problems are encountered, regarding the installation 
and maintenance costs of authentication systems. 

  
 

 Current situation – Validation of Initial State 
 

o No organisation stated to currently validate the initial state of their employees 
in a systematic manner. 

 
 Current situation – Monitoring 

 
o Monitoring procedures are applied in 67% of the represented organisations. 

Video surveillance is the most usual means for monitoring (83%), followed by 
monitoring performed by a supervisor (17%). 

o None of the organisations is using biometrics for monitoring procedures. 
o No problems were reported regarding the security level, costs or time. 

 
 HUMABIO metrics acceptance  - Authentication 

 
o Regarding the acceptance of the different biometrics included in the 

HUMABIO system, face, gait and voice recognition were accepted by 80% of 
the participants, while physiological signals’ measurements only by 30%. 

o The reasons that were reported for not accepting the different biometric 
measurements were obtrusiveness, time loss, lack of necessity and potential 
complaints by the employees. 

o The accepted duration of the authentication procedure would be less than 
10sec for 50% of the participants, up to 30sec for 40% of the participants, 
while static measurement –if applied- should last for no more than 30sec 
(90%). 

o Only in 22% of the participating organisations there exists a long corridor 
leading to the workplace, which could be used for biometric signals to be 
monitored. Among the rest, in 33.2% of the cases such a feature could be 
added.  

o 70% of the participants would buy such a system. Willingness to pay for 
purchase varies from 5000€ to 80000€, while for maintenance per annum, 
from 500€ to 1200€. 

o 44% of the participants consider the HUMABIO system as possibly having 
security related risks, 56% consider it as possibly having personal data 
security related risks. 

 
 HUMABIO metrics acceptance  - Validation of Initial State 

 
o 55.56% of the participants consider the Validation of Initial State procedure as 

essential or helpful for their organisation (although currently not performed, 
mainly due to lack of an appropriate system). 

o The biometrics that would be accepted to be monitored are voice recognition 
(87.5%), face recognition (77.78%), gait recognition (77.78%) and finally, 
physiological signals (44.44%). 
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o Reasons for not accepting one or more of these biometrics were hindrance and 
redundancy. 

 
 HUMABIO metrics acceptance  - Monitoring 

 
o Monitoring procedure was assessed as essential or helpful for 38% of the 

represented organisations. 
o The acceptance levels of each of the featured biometrics were 60% for voice, 

50% for face recognition and 33 % for gait recognition and physiological 
signals. 

o Reported reasons for not accepting one or more of the biometrics were lack of 
necessity, time loss and redundancy. 

 
 Additional security procedures 

  
o Critical operations are performed in 87.5% of the participating organisations, 

in which the additional security procedures applied is mainly visual 
monitoring. 

o All the represented organisations have a policy for the protection of 
employees’ personal data and privacy. 

o Most of the participants (75%) stated that they are aware of applications 
where biometrics are or could be used, involving mainly access control 
applications, especially in airport areas. 

 
The results of the above survey have been taken into account for the definition of the 
HUMABIO Use Cases. 
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5 Definition of Use Cases and Scenarios 

5.1 Use Cases Definitions 
In order to make the sense of use cases more clear, a number of definitions from different 
authors are stated below. 
 
Use Cases can be defined as what happens when actors interact with the system. By 
recording all the ways the system is used (use cases) we accumulate the requirements of the 
system. Therefore, a Use Case is a collection of possible sequences of interactions 
(scenarios) between the system under discussion and its users (or actors), relating to a 
particular goal [1]. 
 
A Use Case is a description of a system’s behaviour, written from the point of view of a user, 
who has told the system to do something particular. A Use Case captures the visible sequence 
of events that a system goes through in response to a single stimulus. This means also that 
Use Cases only describe those things that a user can see, not the hidden mechanisms of the 
system [2]. 
 
A Use Case, as a description of an actor’s interaction with the system-to-be, is both a 
description of the system’s user interface and an indirect description of some function that 
the system will provide. A set of Use Cases is a description of the system to be designed, the 
thing to be built, the solution to the problem [3]. 
 
A Use Case is a generalization of several scenarios. A Use Case represents a complete flow 
of events [4]. 
 
All the above definitions match the Use Cases protocols developed within HUMABIO. 
 

5.2 Use Cases: a requirements-gathering tool 
What is the most important issue for Use Cases to be effective is that they are properly used. 
Using Use Cases, it is essential to keep in mind that it is not a methodology, it is more a 
notation or a register. In other words, Use Cases are a tool to preview and analyze the 
functionality of a system, as well as to determine the interaction between the user and the 
system being developed. 
 
Another aspect to consider is that Use Cases can be used during many stages of a system 
development, being associated with different objectives. Used at the analysis stage, can 
prevent the occurrence of costly error correction at later stages of the development.  
 

5.3 Use Cases Value 
Use Cases are the centre of the requirements document, even for many of the non-functional 
requirements, as illustrated below (Figure 68). Data formats are not part of the UC, but the 
UC names the need for the data and so we can hyperlink from the UC to the data 
descriptions. Complex business rules do not fit well into the UC narrative, but again we can 
link to entries containing them [5]. This shows the cross-linking from Use Cases to other 
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requirements, called the “Hub-and-Spoke” model of requirements, which can reveal the great 
utility of this tool. 
 

 
Figure 68 The “Hub-and-Spoke” model of requirements [5]. 

 
In addition, UC’s contribute a value in guiding the conversation during the design process, 
giving it context and scope. They indicate what to include, exclude, how wide, how deep to 
go and when to stop and they provide variations to test the design. This is the great advantage 
of using scenarios and Use Cases: their capability of providing a context and boundaries to 
discussion and stay within the area of interest. So, the first reason to use scenarios and Use 
Cases is to channel the effort [6]. 
 
Besides all the considerations, saying that Use Cases are a manner of locating and specifying 
the requirements of a system (by describing the way the system is used), it is important to 
know that, rather than merely thinking of system requirements in terms of list of features or 
functions, a key attitude working with Use Cases is to focus on the question: “How can the 
use of the system provide observable value to the user or fulfill his/her goals?” [7] 
 

5.4 Scenarios and Goals 
The primary actor has a goal; the system should help the primary actor to reach that goal. 
Some scenarios show the goal being achieved; some end with it being abandoned. Each 
scenario contains a sequence of steps showing how the actions and interactions unfold. A use 
case collects all the scenarios together, showing all the ways that the goal can succeed or fail. 
 
A Use Case is a collection of related success and failure scenarios, that describe actors using 
the system to support a goal. Scenarios and Use Cases go until goal success or abandonment. 
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So, the following definitions apply to our view: 
 

 Scenario: a sequence of interactions happening under certain conditions, to achieve 
the primary actor’s goal, and having a particular result with respect to that goal. The 
interactions start from the triggering action and continue until the goal is delivered or 
abandoned, and the system completes whatever responsibilities it has with respect to 
the interaction. 

 
 Use Case: a collection of possible scenarios between the system under discussion and 

external actors, characterized by the goal the primary actor has toward the system’s 
declared responsibilities, showing how the primary actor’s goal might be delivered or 
might fail. 
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6 Use Cases and Scenarios definition methodology 

6.1 HUMABIO system components 
The applications to be used in the HUMABIO system have been defined early in the project, 
after conducting relevant literature review (D1.4). From the results of this review, the 
components that would be appropriate for the HUMABIO system have been identified in 
their general nature, to be finally defined depending on the system requirements as stated in 
the present document. 

6.2 User and organisation acceptance 
The existing similar applications, as well as the willingness of the users and the organisations 
to accept the applications proposed by the HUMABIO system, have been investigated 
through the user acceptance survey conducted within the project, whose results and main 
conclusion have been presented above. The outcome of this survey has been taken into 
account in defining the HUMABIO Use Cases. 

6.3 Templates for gathering pilots’ and systems’ main requirements 
In order to specify the requirements and the critical parameters that would affect the 
HUMABIO pilots as well as the suggested systems, relevant templates have been distributed 
to the responsible partners (Annexes 3, 4). The input from these templates has also been 
included in the relevant Use Cases descriptions. 

6.4 Construction of Use Cases description template 
Each use case is described by several different aspects. In order to have a common format 
and facilitate the clear and concise Use Cases description, a Use Cases description template 
has been defined and used for all the HUMABIO Use Cases.  

6.5 Definition of Use Cases 
Based on the literature (D1.4) and user survey / needs (chapter 4 of this deliverable) results, 
the WP1 experts have jointly drafted the HUMABIO Use cases. These were further discussed 
and optimised with 25 external to the project experts. Pilot sites representatives were called 
upon and interviewed, to identify the critical parameters associated to each application, 
environment and operational mode (i.e. temperature, noise level, time of day, etc.), so that 
the HUMABIO system will be operative during actual operations. Relevant sequence 
diagrams can be found in the System Architecture document (D6.1). 
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7 HUMABIO Use Cases and Scenario description 
 
Following the above mentioned methodology, the HUMABIO Use Cases have been defined 
and are described below. For each Use Case, also relevant scenarios are being stated. The 
final scenarios to be tested within HUMABIO are going to be further defined in the Pilot 
Plans (D 7.1) 

7.1 Use cases categories 
 
The HUMABIO Use Cases can be distinguished into the following categories: 

Category 0: System Administration 
Category 1: User Token Identification 
Category 2: User Authentication  
Category 3: Continuous User Authentication 
Category 4: User Validation of initial state 
Category 5: User Monitoring 

 
Each of these categories is comprised of a number of Use Cases. The complete set of Use 
Cases is listed below. 
 
Use Cases Index: 
 
Category 0: System administration 
 

UC# 0.1 Enrolment of a new System User  
 UC#0.1.1 Enrolment of truck driver 
 UC#0.1.2 Enrolment of Office/laboratory operator 
 UC#0.1.3 Enrolment of Authorized employee 
UC# 0.2 Unregistration of an existing System User 
UC# 0.3 Transfer/Backup of one or more biometric templates 
UC# 0.4 Updating of a biometric template 
UC# 0.5 System Monitoring 
UC# 0.6 Activation/Deactivation of biometric modalities 

 
Category 1: User  Token identification 
 

UC#1.1 System User Token Identification 
UC#1.1.1 Truck driver Token Identification 
UC#1.1.2 Office/ Laboratory operator Token Identification 
UC#1.1.3 Authorized employee Token Identification 

 
Category 2: User authentication 
 

UC#2.1 General User authentication 
UC#2.1.1 Truck driver authentication 
UC#2.1.2 Office/ Laboratory operator authentication 
UC#2.1.3 Authorized employee unobtrusive authentication 
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Category 3: Continuous User Authentication 
 

UC#3.1 System User Continuous Authentication 
UC#3.1.1 Truck driver Continuous Authentication 
UC#3.1.2 Office/ Laboratory operator Continuous Authentication 

 
Category 4: User Validation of initial state 
 

UC#4.1 System User Validation of initial state 
UC#4.1.1 Truck driver Validation of initial state 
UC#4.1.2 Office/ Laboratory operator Validation of initial state 
UC#4.1.3 Authorized employee Validation of initial state 

 
Category 5: User Monitoring 
 

UC#5.1 System User Monitoring 
UC#5.1.1 Truck driver Monitoring 
UC#5.1.2 Office/ Laboratory operator Monitoring 

 

7.2 Final HUMABIO Applications 
The applications and modalities that will finally be part of the HUMABIO system are 
detailed illustrated in the following tables in total and per pilot application. 
 
Table 1: Operation modes per HUMABIO application area 

              Application Environment
 
Operation  Mode 

Truck Airport Office 

Enrolment    
Initial Authentication    
Continuous Authentication    
Validation of initial state    
Monitoring    
 
Table 2: Biometric features proposed to be measured in each operation mode (in general) 

Application
 
Operation  Mode 

Face Gait Voice Anthropometrics EEG ECG EOG BS ERP 

Enrolment          
Initial 
Authentication 

         

Continuous 
Authentication 

         

Validation of 
initial state 

         

Monitoring          
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Table 3: Truck: Biometric features proposed to be measured in each operation mode for truck drivers 
Application

 
Operation  Mode 

Face Gait Voice Anthropometrics EEG ECG EOG BS ERP 

Enrolment          
Initial 
Authentication 

         

Continuous 
Authentication 

         

Validation of 
initial state 

         

Monitoring          
 
Table 4: Biometric features proposed to be measured in each operation mode for office/ lab access 
 

Application
 
Operation  Mode 

Face Gait Voice Anthropometrics EEG ECG EOG BS ERP 

Enrolment          
Initial 
Authentication 

         

Continuous 
Authentication 

         

Validation of 
initial state 

         

Monitoring          
 
Table 5: Biometric features proposed to be measured in each operation mode for authorized employee’s 
access to critical facilities 

Application
 
Operation  Mode 

Face Gait Voice Anthropometrics EEG ECG EOG BS ERP 

Enrolment          
Initial 
Authentication 

         

Continuous 
Authentication 

         

Validation of 
initial state 

         

Monitoring          
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7.3 Use Cases description 
 
In order to describe each use case the following template has been used, adapted from the 
ASK-IT project Use Cases deliverable 1.1.2. 
 
Use Case name <the name should be the goal a short active verb phrase> 
1. Context of use: <a longer statement of the goal, its normal occurrence conditions> 
2. Primary actor: HUMABIO user groups 
3. Input (trigger):  
4. Output:  
5. Main success scenario: <put here the steps of the scenario from trigger to goal delivery and any 
cleanup after> 
<step #><action description>  
<step #><action description>  
6. Extension: 
<alternative scenarios, other than main success scenario> 
7. Critical parameters:   
a) Ambient noise level: 
b) Ambient illumination: 
c) Ambient temperature: 
d) Shift working hours:      
e) Period of day: 
f) Type of weather: 
g) Maximum accepted overall duration: 
h) Maximum duration of static operation: 
i) Previous activity: 
j) Distance from microphone: 
k) Distance from camera or other optical device: 
l) Number of people wished to be authenticated at the same time: 
m) Other: 
8. Modules involved: 
a) Sensors <put here any sensors used> 
b) Tokens <put here any tokens used> 
c) Communication devices <put here any communication devices used> 
9. Modalities used:  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 
10. Connected UCs: 
11. Indicative scenarios of use:  
 
Consequently, according to the list of Use Cases above, the HUMABIO Use Cases can be 
described as follows. 
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7.3.1 Category 0: System administration 

UC #0.1: Enrolment of a new System User 
1. Context of use The system administrator registers a new user to the system. The user’s 
biometric features are being measured and a personal biometric template is created and 
stored either in a central database or in a smart card. 
2. Primary actors 
<actor 1> System Administrator 
<actor 2> Any system user (truck driver, office/laboratory operator, restricted area authorized 
user) 
3. Input (trigger) The system administrator initiates the registering procedure 
4. Output The system performs extraction of the image or signals of the system user’s 
biometric characteristics and creates his/her biometric template, which is subsequently stored 
in the database or in smart card. 
5. Main success scenario  
<step 1> The system administrator requests to register a new system user to the system. 
<step 2> The system verifies the administrator’s identity through a password and/or token. 
<step 3> The system measures the user’s biometrical features. 
<step 4> The system creates the user’s personal biometric template. 
<step 5> The system stores the template in a database or smart card. 
6. Extension 
For some technical reason the requested process cannot be executed. The system 
administrator is notified about it. 
7. Critical parameters 
a) Ambient noise level: SNR (signal to noise ratio) > 20 dB (for voice recognition), <35dB 
(physiological signals) 
b) Ambient illumination: normal natural or artificial light 
c) Ambient temperature: 0-45 oC (gait), 15-25 oC (physiological signals) 
d) Shift working hours: any 
e) Period of day: night is affecting the gait system only in outdoor scene 
f) Type of weather: any 
g) Maximum accepted overall duration: defined per modality and application,  
h) Maximum duration of static operation: defined per modality and application 
i) Previous activity: defined per modality and application, at least 10min of resting conditions 
or limited motor activity(physiological signals) 
j) Distance from microphone: max 50cm for far-field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: 3-5m (gait recognition camera), 80cm – 1m 
(face recognition camera). 
l) Number of people wished to be registered at the same time: 1 
m) Other 
8. Modules involved 
a) Sensors: face recognition camera, gait recognition camera, microphone, sensing seat, 
ECG, EEG, EOG, ERP sensors, body sway sensor. 
b) Tokens: smart card 
c) Communication devices: central unit, biometric database, smartcard reader 
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometrics 
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 Physiological verification 
 EEG 

  ECG 
  EOG 
  Body Sway 
  ERP 
10. Connected UCs:, UC#2.1, UC#3.1, UC#4.1, UC#5.1 
11. Indicative scenarios of use enrolment of truck driver, enrolment of office/laboratory 
operator, enrolment of restricted area authorized user. 
 

UC# 0.1.1   Enrolment of Truck driver 
1. Context of use The system administrator registers a new truck driver to the system. The 
user’s biometric features are being measured and a personal biometric template is created and 
stored either in a central database or in a smart card. 
2. Primary actors 
<actor 1> System Administrator 
<actor 2> Truck driver 
3. Input (trigger) The system administrator initiates the registering procedure. 
4. Output The system performs features extraction of the image or signals of the truck 
driver’s biometric characteristics and creates his/her biometric template, which is 
subsequently stored in the database or in smart card. 
5. Main success scenario  
<step 1> The system administrator requests to register a new truck driver to the system. 
<step 2> The system verifies the administrator’s identity through a password and/or token. 
<step 3> The system measures the truck driver’s biometrical features. 
<step 4> The system creates the truck driver’s personal biometric template. 
<step 5> The system stores the template in a database or smart card. 
6. Extension 
For some technical reason the requested process cannot be executed. The system 
administrator is notified about it. 
7. Critical parameters 
a) Ambient noise level: SNR (signal to noise ratio) > 20 dB (for voice recognition), <35dB 
(physiological signals) 
b) Ambient illumination: normal natural or artificial light 
c) Ambient temperature: 15-25oC (physiological signals) 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: at least 10min of resting conditions or limited motor activity 
(physiological signals). 
j) Distance from microphone: max 50cm for far-field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: 80cm – 1m (face recognition camera). 
l) Number of people wished to be registered at the same time: 1 
m) Other 
8. Modules involved 
a) Sensors: face recognition camera, microphone, sensing seat, ECG, EEG, EOG, ERP 
sensors. 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 61          CERTH/HIT 
 

b) Tokens: smart card 
c) Communication devices: central unit, biometric database 
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometrics 
 Physiological verification 

 EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 
10. Connected UCs: UC#2.1.1, UC #3.1.1, UC#4.1.1, UC5.1.1 
11. Indicative scenarios of use: Enrolment of truck driver. 
 

UC# 0.1.2   Enrolment of Office/Laboratory Operator 
1. Context of use: The system administrator registers a new office/laboratory operator to the 
system. The office/laboratory operator’s biometric features are being measured and a 
personal biometric template is created and stored either in a central database or in a smart 
card. 
2. Primary actors: 
<actor 1> System Administrator 
<actor 2> Office/laboratory operator 
3. Input (trigger): The system administrator initiates the registering procedure 
4. Output: The system performs features extraction of the image or signals of the 
office/laboratory operator’s biometric characteristics and creates his/her biometric template, 
which is subsequently stored in the database or in smart card. 
5. Main success scenario:  
<step 1> The system administrator requests to register a new system user to the system. 
<step 2> The system verifies the administrator’s identity through a password and/or token. 
<step 3> The system measures the office/laboratory operator’s biometrical features. 
<step 4> The system creates the office/laboratory operator’s personal biometric template. 
<step 5> The system stores the template in a database or smart card. 
6. Extension: 
For some technical reason the requested process cannot be executed. The system 
administrator is notified about it. 
7. Critical parameters: 
a) Ambient noise level: SNR (signal to noise ratio) > 20 dB (for voice recognition), 
<35dB(physiological signals) 
b) Ambient illumination: normal natural or artificial light 
c) Ambient temperature: 15-25oC (physiological signals) 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: at least 10min of resting conditions or limited motor activity 
(physiological signals). 
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j) Distance from microphone: max 50cm for far-field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: 80cm – 1m (face recognition camera). 
l) Number of people wished to be registered at the same time: 1 
m) Other 
8. Modules involved: 
a) Sensors: face recognition camera, microphone, sensing seat, ECG, EEG, EOG, ERP 
sensor, body sway sensor. 
b) Tokens: smart card 
c) Communication devices: central unit, biometric database 
9. Modalities used:  

 Face 
 Gait 
 Voice 
 Anthropometrics 
 Physiological verification 

 EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 
10. Connected UCs: UC#2.1.21, UC #3.1.2, UC#4.1.2, UC5.1.2 
11. Indicative scenarios of use: Enrolment of office/laboratory operator 
 

UC# 0.1.3   Enrolment of authorized employee 
1. Context of use The system administrator registers a new authorized employee to the 
system. The authorized employee’s biometric features are being measured and a personal 
biometric template is created and stored either in a central database or in a smart card. 
2. Primary actors 
<actor 1> System Administrator 
<actor 2> Restricted area authorized user 
3. Input (trigger) The system administrator initiates the registering procedure 
4. Output The system performs features extraction of the image or signals of the authorized 
employees’ biometric characteristics and creates his/her biometric template, which is 
subsequently stored in the database or in smart card. 
5. Main success scenario  
<step 1> The system administrator requests to register a new system user to the system. 
<step 2> The system verifies the administrator’s identity through a password and/or token. 
<step 3> The system measures the authorized employee’s biometrical features. 
<step 4> The system creates the authorized employee’s personal biometric template. 
<step 5> The system stores the template in a database or smart card. 
6. Extension 
For some technical reason the requested process cannot be executed. The system 
administrator is notified about it. 
7. Critical parameters 
a) Ambient noise level: SNR (signal to noise ratio) > 20 dB (for voice recognition), 
<35dB(physiological signals) 
b) Ambient illumination: normal natural or artificial light 
c) Ambient temperature: 0-45 oC (gait), 15-25oC (physiological signals) 
d) Shift working hours: any      
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e) Period of day: night is affecting the gait system only in outdoor scene 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: at least 10min of resting conditions or limited motor activity 
(physiological signals). 
j) Distance from microphone: max 50cm for far-field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: 3-5m (gait recognition camera), 80cm – 1m 
(face recognition camera). 
l) Number of people wished to be registered at the same time: 1 
m) Other 
8. Modules involved 
a) Sensors: face recognition camera, gait recognition camera, microphone,  ECG, EEG, EOG, 
ERP sensor, body sway sensor. 
b) Tokens: smart card 
c) Communication devices: central unit, biometric database 
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometrics 
 Physiological verification 

  EEG 
   ECG 
   EOG 
   Body Sway 
   ERP 
10. Connected UCs: UC#2.1.3, UC #3.1.3, UC#4.1.3, UC5.1.3 
11. Indicative scenarios of use: Enrolment of restricted area authorized user. 
 

UC #0.2: Unregistration of an existing System User 
1. Context of use The system administrator wants to unregister an existing system user. 
2. Primary actor System administrator 
3. Input (trigger) The system administrator triggers the unregistration process. 
4. Output The system asks for user confirmation. Upon receipt, it unregisters the user and 
deletes his/her biometric template from the database or smart card. It provides feedback to 
the user and the system administrator. 
5. Main success scenario  
<step 1> The system administrator requests to unregister an existing system user from the 
system. 
<step 2> The system verifies the administrator’s identity through a password and/or token. 
<step 3> The system asks for confirmation. 
<step 4>  Upon verification, the system unregisters the user and notifies the system 
administration 
<step 5> The user’s biometric template is being deleted from the database or smart card.  
6. Extension 
For some technical reason the requested process cannot be executed. The system 
administrator is notified about it. 
7. Critical parameters   
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a) Ambient noise level: any 
b) Ambient illumination: any 
c) Ambient temperature: any 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: any 
j) Distance from microphone: any 
k) Distance from camera or other optical device: any 
l) Number of people wished to be authenticated at the same time: 1 
m) Other 
8. Modules involved 
a) Sensors: no sensors used 
b) Tokens: smart card 
c) Communication devices: central unit, biometric database  
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification  

  EEG 
   ECG 
   EOG 
   Body Sway 
   ERP 
10. Connected UCs: UC#0.1, UC#0.1.1, UC#0.1.2, UC#0.1.3 
11. Indicative scenarios of use: unregistering of truck driver, unregistering of 
office/laboratory operator, unregistering of restricted area authorized user 
 

UC #0.3: Transfer/Backup of one or more biometric templates 
1. Context of use The system administrator wants to transfer/backup the biometric template 
of one or more users. 
2. Primary actor System administrator 
3. Input (trigger) The system administrator requests to transfer or backup the biometric 
profile of one or more users. 
4. Output The system performs the requested action. 
5. Main success scenario  
<step 1> The system administrator requests to backup or transfer the data of a user. 
<step 2> The system verifies the administrator’s identity through a password and/or token. 
<step 3> The requested action is performed and the system administrator is notified about it. 
6. Extension 
For some technical reason the requested process cannot be executed. The system 
administrator is notified about it. 
7. Critical parameters  
a) Ambient noise level: any 
b) Ambient illumination: any 
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c) Ambient temperature: any 
d) Shift working hours: any    
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: any 
j) Distance from microphone: any 
k) Distance from camera or other optical device: any 
l) Number of people’s data wished to be managed at the same time:1 
m) Other: Certain actions may not be allowed without the user’s notification and/or consent. 
8. Modules involved 
a) Sensors: none 
b) Tokens: smart card 
c) Communication devices: central unit, biometric database 
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs UC#0.1, UC#0.1.1, UC#0.1.2, UC#0.1.3, UC#0.2 
11. Indicative scenarios of use  
- Transfer of user data i.e. one driver changed from one truck to another and his/her data 
should be transferred accordingly 
 - Backup of user data 
 

UC #0.4: Update of a biometric template 
1. Context of use The system administrator wants to update the biometric template of a 
system user. The user’s biometric features are being measured and a new personal biometric 
template is created. It replaces the obsolete one (which is deleted) and is stored either in a 
central database or in a smart card. 
2. Primary actors  
<actor 1> System administrator 
<actor 2> Any system user (truck driver, office/laboratory operator, restricted area authorized 
user) 
3. Input (trigger) The system administrator initiates the update procedure. 
4. Output The system performs features extraction of the system user and creates his/her 
new biometric template, which is subsequently stored in the database or in a smart card, 
replacing the old one. 
5. Main success scenario  
<step 1> The system administrator requests to update the biometric template of a system 
user. 
<step 2> The system verifies the administrator’s identity through a password and/or token. 
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<step 3> The system measures the user’s biometrical features. 
<step 4> The system creates the user’s new personal biometric template. 
<step 5> The system stores the template in a database or smart card, replacing the one 
existing. 
6. Extension 
For some technical reason the requested process cannot be executed. The system 
administrator is notified about it. 
7. Critical parameters 
a) Ambient noise level: defined per modality 
b) Ambient illumination: defined per modality 
c) Ambient temperature: defined per modality 
d) Shift working hours: defined per modality 
e) Period of day: defined per modality 
f) Type of weather: defined per modality 
g) Maximum accepted overall duration: defined per modality 
h) Maximum duration of static operation: defined per modality 
i) Previous activity: defined per modality 
j) Distance from microphone: defined per modality 
k) Distance from camera or other optical device: defined per modality 
l) Number of people wished to be registered at the same time: 1 
m) Other 
8. Modules involved 
a) Sensors: Face recognition camera, gait recognition camera, microphone, sensing seat, 
ECG, EEG, EOG, ERP sensor, body sway sensor. 
b) Tokens: smart card 
c) Communication devices: central unit, biometric database 
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometrics 
 Physiological verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs:UC#0.1, UC#0.1.1, UC#0.1.2, UC#0.1.3 
11. Indicative scenarios of use 
- modification (manual / automatic) of user profile for specific reason (i.e. accident that 
resulted in changing gait, etc.) 
 

UC #0.5: Monitoring of the system’s operation  
1. Context of use: The system operator monitors the system while it operates and responds 
to any possible problems and alerts. 
2. Primary actor: System operator 
3. Input (trigger): The system operator reacts to an alert. 
4. Output: The system performs the requested action. 
5. Main success scenario:  
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<step 1> The system administrator reacts to an alert, e.g. calling the security/police, 
activating/deactivating a malfunctioning part of the system etc. 
<step 2> The requested action is performed and the system administrator is notified about it. 
6. Extension: 
None 
7. Critical parameters:  
a) Ambient noise level: any 
b) Ambient illumination: any 
c) Ambient temperature: any 
d) Shift working hours: any    
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: any 
j) Distance from microphone: any 
k) Distance from camera or other optical device: any 
l) Number of people’s data wished to be managed at the same time:1 
m) Other: Certain actions may not be allowed without the user’s notification and/or consent. 
8. Modules involved: 
a) Sensors: none 
b) Tokens: smart card 
c) Communication devices: central unit, biometric database 
9. Modalities used:  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC #1.x, UC #2.x, UC #3.x, UC #4.x, UC #5.x 
11. Indicative scenarios of use:  
 - A system user fails to authenticate. 
 - A system part is not working properly, causing unjustified alerts. 
 

UC #0.6: Activation/Deactivation of biometric modalities 
1. Context of use The system operator wants to activate or deactivate a particular biometric 
modality for one particular user or for all users. 
2. Primary actor System operator 
3. Input (trigger) The system operator requests to activate/deactivate a particular biometric 
modality for one user or for all users, temporarily or permanently 
4. Output The system performs the requested action. 
5. Main success scenario  
<step 1> The system operator requests to activate/deactivate a particular biometric modality. 
<step 2> The system verifies the operator’s identity through a password and/or token. 
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<step 3> The requested action is performed and the system operator is notified about it. 
6. Extension 
For some technical reason the requested process cannot be executed. The system operator is 
notified about it. 
7. Critical parameters  
a) Ambient noise level: any 
b) Ambient illumination: any 
c) Ambient temperature: any 
d) Shift working hours: any    
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: any 
j) Distance from microphone: any 
k) Distance from camera or other optical device: any 
l) Number of people’s data wished to be managed at the same time:1 
m) Other: Certain actions may not be allowed without the user’s notification and/or consent. 
8. Modules involved 
a) Sensors: none 
b) Tokens: smart card 
c) Communication devices: central unit, biometric database 
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

   EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs UC#0.6 
11. Indicative scenarios of use  
 - A particular biometric modality may have to be deactivated as a result of a sensor 
malfunction.  
 - A particular biometric modality may not work properly with a certain system user for some 
reason. 
 

7.3.2 Category 1: User token identification 

UC #1.1: System User token Identification 
1. Context of use The user requests to enter the controlled area. The user must be identified.   
2. Primary actor Any user 
3. Input (trigger) The user requests entrance to the controlled area. 
4. Output The system performs identification of the user and either proceeds to the 
authentication process (UC#2.1) or not. 
5. Main success scenario  
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<step 1> The user requests entrance to the controlled area 
<step 2> The system performs identification to the user either by RFID or smart card. The 
user may also be asked to provide a password. 
<step 3> After successful identification of the user, the authentication procedure starts. 
6. Extension 
<step 3a> If the user is not successfully identified, the access to the relevant resources is not 
allowed and the attempt is logged. The system operator is notified after a certain number of 
unsuccessful tries. 
7. Critical parameters   
a) Ambient noise level: any 
b) Ambient illumination: any 
c) Ambient temperature: any 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: any 
j) Distance from microphone: any 
k) Distance from camera or other optical device: any 
l) Number of people wished to be authenticated at the same time:1  
m) Other 
8. Modules involved 
a) Sensors: none 
b) Tokens: RFID, smart card 
c) Communication devices: central unit, token reader, WAN gateway, GPRS/UMTS unit. 
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#2.1, UC#2.1.1, UC#2.1.2, UC#2.1.3 
11. Indicative scenarios of use: Truck driver token identification, office/laboratory operator 
token identification, restricted area authorized user token identification 
 

UC #1.1.1: Truck driver token identification 
1. Context of use The truck driver requests to activate the truck. He/she must get identified. 
2. Primary actor Truck driver 
3. Input (trigger) The user requests authorisation to activate the vehicle 
4. Output The system performs identification of the truck driver and either proceeds to the 
authentication process (UC #2.1.1) or not 
5. Main success scenario  
<step 1> The truck driver requests authorisation to activate the truck  
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<step 2> The system performs identification of the truck driver either by RFID or smart card. 
The user may also be asked to provide a password  
<step 3> After successful identification of the truck driver, the authentication process starts 
6. Extension 
<step 3a> If the truck driver is not successfully identified, the truck cannot be activated and 
the attempt is logged. The system operator is notified after a certain number of unsuccessful 
tries. 
7. Critical parameters  
a) Ambient noise level: any 
b) Ambient illumination: any 
c) Ambient temperature: any 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: any 
j) Distance from microphone: any 
k) Distance from camera or other optical device: any 
l) Number of people wished to be identified at the same time: 1 
8. Modules involved 
a) Sensors: None  
b) Tokens: RFID, smart card 
c) Communication devices : Central unit, GPRS/UMTS unit 
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC #2.1.1 
11. Indicative scenarios of use The system verifies if the ADR truck driver is registered for 
the specific vehicle, the system verifies if the non-ADR truck driver is registered for the 
specific vehicle. 
 

UC #1.1.2: Office/laboratory operator token identification 
1. Context of use: The office/laboratory operator requests to access his/her workstation. This 
goal succeeds when he/she gets identified 
2. Primary actor: Office/laboratory operator 
3. Input (trigger): The user requests access to his/her workstation 
4. Output: The system performs identification of the user and either proceeds to the 
authentication process (UC #2.1.2) or not 
5. Main success scenario: 
<step 1> The office/laboratory operator requests access his/her workstation 
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<step 2> The system performs identification of the office/laboratory operator either by RFID 
or smart card. The user may also be asked to provide a password 
<step 3> After successful identification of the office/laboratory operator, the authentication 
process starts. 
6. Extension: 
<step 3a> If the office/laboratory operator is not successfully identified, access to the 
workstation is not allowed and the attempt is logged. The system operator is notified after a 
certain number of unsuccessful tries. 
7. Critical parameters:   
a) Ambient noise level: any 
b) Ambient illumination: any 
c) Ambient temperature: any 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: any 
j) Distance from microphone: any 
k) Distance from camera or other optical device: any 
l) Number of people wished to be identified at the same time: 1 
8. Modules involved: 
a) Sensors: None 
b) Tokens: RFID, smart card 
c) Communication devices: Central unit, WAN gateway 
9. Modalities used:  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected: UCs  UC #2.1.2 
11. Indicative scenarios of use: Verification that the office/laboratory employee that wants 
to enter the restricted area is registered to the system, verification that the critical process 
supervisor that wants to enter the restricted area is registered to the system. 
 

UC #1.1.3: Authorized employee token identification 
1. Context of use: The authorized employee is about to walk in a corridor, towards the 
entrance of the restricted area. 
2. Primary actor: Restricted area authorized employee. 
3. Input (trigger): The user requests entrance to the corridor leading to the restricted area. 
4. Output: The system performs unobtrusive identification of the authorized employee and 
either proceeds to the authentication process (UC #2.1.3) or not. 
5. Main success scenario:  
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<step 1> The authorized employee requests entrance to the corridor leading to the restricted 
area.  
<step 2> The system performs unobtrusive identification of the authorized employee by 
RFID. 
<step 3> After successful identification of the authorized employee, the user enters the 
corridor towards the restricted area and the authentication process starts. 
6. Extension 
<step 3a> If the authorized employee is not successfully identified, the entrance to the 
corridor leading to the restricted area remains closed and the system operator is notified. 
7. Critical parameters 
a) Ambient noise level: any 
b) Ambient illumination: any 
c) Ambient temperature: any 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: any 
h) Maximum duration of static operation: any 
i) Previous activity: any 
j) Distance from microphone: any 
k) Distance from camera or other optical device: any 
l) Number of people wished to be identified at the same time: 1 
8. Modules involved 
a) Sensors: None 
b) Tokens: RFID 
c) Communication devices: Central unit, WAN gateway  
9. Modalities used  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs UC #2.1.3 
11. Indicative scenarios of use Verification that the pilot is registered to the system, 
verification that the security personnel is registered to the system, verification that air traffic 
controller is registered to the system, verification that the cabin crew is registered to the 
system, verification that a doctor is registered to the system, verification that a nuclear plant 
worker is registered to the system. 
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7.3.3 Category 2: User authentication 

UC #2.1: System User Authentication 
1. Context of use The user is successfully identified, after having requested entrance to the 
controlled area. The user is going through authentication to be granted entrance to the 
controlled area. 
2. Primary actor Any user 
3. Input (trigger) The user is successfully identified, after having requested entrance to the 
controlled area 
4. Output The system performs authentication of the user and either permits or prohibits 
him/her to enter the controlled area. 
5. Main success scenario  
<step 1> The identification process has ended successfully (UC#1.1).. 
<step 2> The system performs authentication of the user, combining gait, face, voice and 
physiological verification. 
<step 3> After being successfully authenticated, the user is permitted to enter the controlled 
area. 
6. Extension 
<step 3a> If the user is not successfully authenticated, the entrance to the access to the 
relevant resources is not allowed and the attempt is logged. The system operator is notified 
after a certain number of unsuccessful tries. 
7. Critical parameters   
a) Ambient noise level: defined per application 
b) Ambient illumination: defined per application 
c) Ambient temperature: defined per application 
d) Shift working hours: defined per application 
e) Period of day: defined per application 
f) Type of weather: defined per application 
g) Maximum accepted overall duration: defined per application 
h) Maximum duration of static operation: defined per application 
i) Previous activity: defined per application 
j) Distance from microphone: defined per application 
k) Distance from camera or other optical device: defined per application 
l) Number of people wished to be authenticated at the same time: 1 
8. Modules involved 
a) Sensors: Face recognition camera, gait recognition camera, microphone, EEG & ECG 
sensors, sensing seat sensor. 
b) Tokens: smartcard 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, GPRS/UMTS unit, Biometric database unit, authentication units 
9. Modalities used  

 Face 
Gait 
Voice 
Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
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  Body Sway 
  ERP 

10. Connected UCs UC#1.1 
11. Indicative scenarios of use Truck driver authentication, office/laboratory operator 
authentication, restricted area authorized user authentication. 
 

UC #2.1.1: Truck driver authentication 
1. Context of use The truck driver is successfully identified, after having requested access to 
the truck. 
2. Primary actor Truck driver 
3. Input (trigger) The user is successfully identified, after having requested access to the 
vehicle. 
4. Output The system performs authentication of the user and either permits or prohibits 
him/her to operate the vehicle. 
5. Main success scenario  
<step 1> The identification process has ended successfully (UC #1.1.1) 
<step 2> The system performs authentication of the user, combining face, voice, 
anthropometrics and physiological verification.  
<step 3> After being successfully authenticated, the user is permitted to operate the vehicle. 
6. Extension 
<step 3a> If the user is not successfully authenticated, the user is not allowed to operate the 
vehicle and the attempt is logged. The system operator is notified after a certain number of 
unsuccessful tries. 
7. Critical parameters 
a) Ambient noise level: traffic sound, engine sound, city sound. Difficult to predict where 
and when disturbing sounds would be present. Generally, SNR(signal-to-noise ratio)>20dB, 
< 35 dB (physiological signals) 
b) Ambient illumination: any 
c) Ambient temperature: 15-25 oC (physiological signals) 
d) Shift working hours: any 
e) Period of day: any 
f) Type of weather: sun, snow, rain 
g) Maximum accepted overall duration: runtime: 5sec, max acquisition time:1 min  
h) Maximum duration of static operation: 2 sec, 30sec for voice recognition 
i) Previous activity: avoid strong physical effort prior to voice recording to avoid breath 
noise, at least 10 min of resting conditions or limited motor activity (physiological signals). 
j) Distance from microphone: 20-80 cm (depends on if using microphone in backrest or in 
dashboard, max 50cm for far-field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: 80 cm – 1m for face recognition 
l) Number of people wished to be authenticated at the same time: 1 
8. Modules involved 
a) Sensors: face recognition camera, microphone, EEG & ECG sensors, sensing seat sensor.  
b) Tokens: None 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, biometric 
database unit, and relevant authentication units.  
9. Modalities used  

 Face 
 Gait 
 Voice 
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 Anthropometric  
Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs UC#1.1.1 
11. Indicative scenarios of use:  Authentication of ADR truck driver, authentication of non 
ADR driver, authentication of long-haul truck driver, authentication of light truck driver. 
 

UC #2.1.2: Office/laboratory operator authentication 
1. Context of use: The operator is successfully identified after having requested to access 
his/her workstation.. This goal succeeds when the operator gets authenticated and is granted 
to operate his/her tasks. 
2. Primary actor: Office/laboratory operator 
3. Input (trigger): The user is successfully identified after having requested to enter his/her 
workspace. The user has successfully passed through validation of initial state process. The 
user has entered his/her workspace. 
4. Output: The system performs authentication of the user and either permits or prohibits 
him/her to operate his/her tasks. 
5. Main success scenario:  
<step 1> The identification process has ended successfully (UC #1.1.2). 
<step 2> The system performs authentication of the user, combining face, voice and 
physiological verification at his/her workspace.  
<step 3> After being successfully authenticated, the user is permitted to access his/her 
workspace and operate his/her tasks. 
6. Extension: 
<step 3a> If the user is not successfully authenticated, the user is not allowed to access 
his/her workspace and perform his/her tasks and the attempt is logged. The system operator 
is notified after a certain number of unsuccessful tries 
7. Critical parameters: 
a) Ambient noise level: SNR>20dB (voice), < 35 dB (physiological signals) 
b) Ambient illumination: normal artificial light, no limitation but can be adapted if required 
by the systems. 
c) Ambient temperature: 15-25 oC (physiological signals) 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: runtime: 5sec,  max acquisition time: 1 min  
h) Maximum duration of static operation: 30sec for voice recognition, max 1min for 
physiological signals 
i) Previous activity: avoid strong physical activity prior to voice recognition to avoid voice 
overlapping, at least 10 min of resting conditions or limited motor activity (physiological 
signals). 
j) Distance from microphone: max 50cm for far-field mic. (use headset mic. otherwise) 
k) Distance from camera or other optical device: 80 cm – 1m for face recognition 
l) Number of people wished to be authenticated at the same time: 1 
m) Other:  
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 Cabling of users could be difficult, due to the fact that the lab is continuously in operation, 
use of electrodes and obtrusive measurements should be limited to special applications, e.g. 
microscope. 
8. Modules involved: 
a) Sensors: Face recognition camera, microphone, EEG & ECG sensors, sensing seat sensor.  
b) Tokens: None  
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, biometric database unit, relevant authentication units 
9. Modalities used:  

 Face 
 Gait 
Voice 
 Anthropometric  
Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1.2 
11. Indicative scenarios of use: Authentication of office employee, authentication of critical 
process supervisor. 
 

UC #2.1.3: Authorized employee unobtrusive authentication 
1. Context of use: The authorized employee is successfully identified after having requested 
to enter the corridor leading to the restricted area. This goal succeeds if the authorized 
employee gets authenticated and is permitted entrance to the restricted area. 
2. Primary actor: Pilot, doctor or any other authorized employee. 
3. Input (trigger): The user is successfully identified, after having requested entrance to the 
restricted area. 
4. Output: The system performs authentication of the user and either permits or prohibits 
him/her to enter the restricted area. 
5. Main success scenario:  
<step 1> The token identification process has ended successfully (UC #1.1.3) 
<step 2> The system performs authentication of the user, combining, gait and physiological 
verification as the user is walking in the corridor.  
<step 3> The user stops in front of a camera that performs face and voice verification.  
<step 4> After being successfully authenticated, the user is permitted to enter the restricted 
area. 
6. Extensions: 
<step 4a> If the user is not successfully authenticated, the restricted area automatic doors 
close, an alarm rings and the system operator is notified (after a number of unsuccessful 
attempts). 
7. Critical parameters: 
a) Ambient noise level: SNR(signal-to-noise ratio) > 20dB for voice recognition, <35dB 
(physiological signals) 
b) Ambient illumination: normal artificial light illumination for face recognition. 
c) Ambient temperature: 0-45oC for gait recognition, 15-25 oC (physiological signals) 
d) Shift working hours: any      
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e) Period of day: night affects the gait recognition system for outdoor scene only. 
f) Type of weather: any 
g) Maximum accepted overall duration: runtime 5 sec, max acquisition time 1 min  
h) Maximum duration of static operation: 5sec 
i) Previous activity: avoid strong physical effort prior to voice recording to avoid breath 
noise, min 10 min of resting conditions or limited motor activity (physiological signals). 
j) Distance from microphone: max 50cm for far-field mic (otherwise use headset 
microphone). 
k) Distance from camera or other optical device: 3-5m for gait recognition, 80cm – 1m for 
face recognition. 
l) Number of people wished to be authenticated at the same time: 1 
8. Modules involved: 
a) Sensors: Gait authentication camera, face authentication camera, EEG & ECG sensors, 
microphone. 
b) Tokens: None  
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, microphone, biometric database unit, and relevant authentication units 
9. Modalities used: 

 Face 
 Gait 
 Voice 
 Anthropometric 
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1.3 
11. Indicative scenarios of use: unobtrusive authentication of airplane pilot, unobtrusive 
authentication of airport security personnel, unobtrusive authentication of air traffic 
controllers, unobtrusive authentication of airplane cabin crew, unobtrusive authentication of 
frequent flyers, unobtrusive authentication of doctors, unobtrusive authentication of nuclear 
plant workers. 
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7.3.4 Category 3: User continuous authentication 

UC #3.1: System User Continuous Authentication 
1. Context of use: The user is already authenticated and inside the controlled area.  
Authentication of him/her is repeated continuously while accomplishing his/her tasks, so as 
to minimize the possibility of system spoofing. 
2. Primary actor: Any user. 
3. Input (trigger): The user has passed successfully the initial authentication process and 
access to the relevant resources has been permitted accomplishing his/her tasks. 
4. Output: The system performs continuous authentication of the user. In case of successful 
authentication nothing happens, otherwise the controlled area equipment enters automatic 
mode and the system operator is notified. 
5. Main success scenario: 
<step 1> The user is successfully authenticated and inside the controlled area, accomplishing 
his/her tasks. 
<step 2> The system performs continuous authentication of the user, combining face, voice 
anthropometrics and physiological verification. 
<step 3> If the user is successfully authenticated, nothing happens. 
6. Extension: 
<step 3a> After a number of attempts, if the user is not successfully authenticated, the 
controlled area equipment enters automatic mode and system operator is notified. 
7. Critical parameters: 
a) Ambient noise level: defined per application 
b) Ambient illumination: defined per application 
c) Ambient temperature: defined per application 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: Not applicable 
h) Maximum duration of static operation: Not applicable 
i) Previous activity: any 
j) Distance from microphone: 20-80 cm (depends on if using microphone in backrest or in 
dashboard) 
k) Distance from camera or other optical device: >80 cm 
l) Number of people wished to be authenticated at the same time: 1 
8. Modules involved: 
a) Sensors: Face recognition camera, microphone, ECG sensors 
b) Tokens: None 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, GPRS/UMTS unit, biometric database unit, and relevant continuous authentication 
units. 
9. Modalities used:  

 Face 
 Gait 
Voice 
Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
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  Body Sway 
  ERP 

10. Connected UCs: UC#1.1, UC#2.1 
11. Indicative scenarios of use: Truck driver continuous authentication, office/ laboratory 
operator continuous authentication. 
 

UC #3.1.1: Truck driver continuous authentication 
1. Context of use: The truck driver has already passed successfully the authentication process 
and is inside the truck (driving or not).  Authentication of him/her is repeated continuously 
while driving, so as to minimize the possibility of system spoofing. 
2. Primary actor: Truck driver 
3. Input (trigger): The truck driver has passed successfully the initial authentication process 
and is sitting on the driving seat, performing his/her usual tasks. The continuous 
authentication process is initialised every time the driver leaves his/her seat, and/or the truck 
door opens. 
4. Output: The system performs continuous authentication of the user. In case of successful 
authentication nothing happens, otherwise the vehicle enters unauthorized mode and reduces 
its velocity gradually, while the system operator is notified. 
5. Main success scenario:  
<step 1> The user is successfully authenticated and inside the vehicle.  
<step 2> The system performs continuous authentication of the user, combining face, voice 
and physiological verification, every time the driver leaves his/her seat and/or the truck door 
opens. 
<step 3> If the user is successfully authenticated, nothing happens. 
6. Extension: 
<step 3a> If the user is not successfully authenticated, the vehicle enters unauthorized mode, 
reducing its velocity gradually, and the system operator is notified. 
7. Critical parameters: 
a) Ambient noise level: SNR(signal-to-noise ratio) > 20dB for voice recognition, <35dB 
(physiological signals) 
b) Ambient illumination: any 
c) Ambient temperature: 15-25 oC (physiological signals) 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: not applicable 
h) Maximum duration of static operation: not applicable  
i) Previous activity: min 10 min of resting conditions or limited motor activity (physiological 
signals). 
j) Distance from microphone: 20-80 cm (depends on if using microphone in backrest or in 
dashboard, max 50cm for far-field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device:  >80 cm 
l) Number of people wished to be authenticated at the same time: 1 
8. Modules involved: 
a) Sensors: Face recognition camera,  ECG sensors, microphone 
b) Tokens: None 
c) Communication devices: Data Processing Unit (PDPU), central unit, GPRS/UMTS unit,  
biometric database unit, and relevant continuous authentication units 
9. Modalities used:  
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 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1.1, UC#2.1.1 
11. Indicative scenarios of use: continuous authentication of ADR truck driver, continuous 
authentication of non ADR driver, continuous authentication of long-haul truck driver, 
continuous authentication of light truck driver. 
 

UC #3.1.2: Office/laboratory operator continuous authentication 
1. Context of use: The operator is already authenticated and inside the office/laboratory, 
working.  Authentication of him/her is repeated continuously during accomplishing his/her 
tasks, so as to minimize the possibility of system spoofing. This should typically take place 
in front of a PC on a fixed seat scenario. 
2. Primary actor: Office/laboratory operator. 
3. Input (trigger): The user has passed successfully the initial authentication process. 
4. Output: The system performs continuous authentication of the user. In case of successful 
authentication nothing happens, otherwise his/her access to the critical equipment of the 
office/laboratory is forbidden and the attempt is logged. The system operator is notified after 
a number of unsuccessful tries. 
5. Main success scenario:  
<step 1> The user is successfully authenticated and inside the office/laboratory.  
<step 2> The system performs continuous authentication of the user, combining face, voice 
(free speech) and physiological verification.  
<step 3> If the user is successfully authenticated, nothing happens. 
6. Extension: 
<step 3a> If the user is not successfully authenticated, and after a certain number of 
consecutive unsuccessful authentication tries, the critical equipment enters automatic mode, 
prohibiting him/her to access it, and the system operator is notified. 
7. Critical parameters: 
a) Ambient noise level:  SNR(signal-to-noise ratio) > 20dB for voice recognition, <35dB 
(physiological signals) 
b) Ambient illumination: any 
c) Ambient temperature: 15-25 oC (physiological signals) 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: not applicable 
h) Maximum duration of static operation: not applicable 
i) Previous activity: min 10 min of resting conditions or limited motor activity (physiological 
signals). 
j) Distance from microphone: 20-80 cm (depends on if using microphone in backrest or in 
dashboard). 
k) Distance from camera or other optical device: >80 cm 
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l) Number of people wished to be authenticated at the same time: 1 
8. Modules involved: 
a) Sensors: Face recognition camera, microphone,  ECG sensors 
b) Tokens: None  
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN gateway 
9. Modalities used:  

 Face 
 Gait 
Voice 
Anthropometric  
Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1.2, UC#2.1.2 
11. Indicative scenarios of use: continuous authentication of office employee, continuous 
authentication of critical process supervisor. 
 
 

7.3.5 Category 4: User validation of initial state 

UC #4.1: System User Validation of initial state 
1. Context of use: The user is already authenticated. To be granted access to the critical 
equipment he/she must successfully pass the validation process, which will check whether 
he/she has the capacity to perform his/her tasks. 
2. Primary actor: Any user 
3. Input (trigger): The user has passed successfully the initial authentication process. 
4. Output: The system performs validation of the user’s emotional and physiological state. If 
he/she is found to be eligible for his/her task, he/she is given access to the critical equipment, 
otherwise, and after a certain number of unsuccessful validation trials, he/she is denied 
access to the critical equipment and the system operator is notified. 
5. Main success scenario:  
<step 1> The user is successfully authenticated. 
<step2> Depending on the modality, the system retrieves the user’s template from the token 
or database. 
<step 3> The system checks the physiological and emotional state of the user. 
<step 4> If the user is found to be capable of accomplishing his/her critical tasks, he/she is 
granted access to the critical equipment. 
6. Extension: 
<step 3a> If the user is found to be in extreme emotional or abnormal physiological state, and 
after a certain number of unsuccessful validation attempts, he/she is prohibited to access the 
critical equipment of the office/laboratory, and the system operator is notified. 
7. Critical parameters: 
a) Ambient noise level: defined per application  
b) Ambient illumination: defined per application 
c) Ambient temperature: defined per application 
d) Shift working hours: defined per application 
e) Period of day: defined per application 
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f) Type of weather: defined per application 
g) Maximum accepted overall duration: defined per application 
h) Maximum duration of static operation: defined per application 
i) Previous activity: defined per application 
j) Distance from microphone: defined per application 
k) Distance from camera or other optical device: defined per application 
l) Number of people wished to be validated at the same time: 1 
8. Modules involved: 
a) Sensors: Gait recognition camera, microphone, EEG , ECG, ERP&EOG sensors, Body Sway 
sensor. 
b) Tokens: smartcard 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, UMTS/GPRS unit, biometric database unit, and relevant validation of initial state 
units 
9. Modalities used:  

 Face 
Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1, UC#2.1 
11. Indicative scenarios of use: Office/laboratory operator validation, truck driver validation, 
authorised employee validation. 
 

UC #4.1.1: Truck driver validation of initial state 
1. Context of use: The user is already authenticated and inside the truck. To be granted to 
drive the truck he/she is assigned to, he/she must successfully pass the validation process, 
which will check whether he/she has the capacity to perform his/her tasks. 
2. Primary actor: Truck driver. 
3. Input (trigger): The truck driver has passed successfully the initial authentication 
process.4. Output: The system performs validation of the truck driver’s emotional and 
physiological state. If he/she is found to be eligible for his/her task, he/she is given grant to 
enter and drive the truck, otherwise, and after a certain number of unsuccessful validation 
trials, he/she is denied grant to enter and drive the system operator is notified. 
5. Main success scenario:  
<step 1> The truck driver is successfully authenticated and inside the truck. 
<step 2> The system checks the physiological and emotional state of the truck driver. 
<step 3> If the truck driver is found to be capable of accomplishing his/her driving tasks, 
he/she is given grant to enter and drive the truck. 
6. Extension: 
<step 3a> If the truck driver is found to be in extreme emotional or abnormal physiological 
state, and after a certain number of unsuccessful validation attempts, he/she is prohibited to 
drive the truck, and the system operator is notified. 
7. Critical parameters: 
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a) Ambient noise level: SNR>20dB (voice recognition), <35dB (physiological signals) 
b) Ambient illumination: any 
c) Ambient temperature: 15-25 oC (physiological signals) 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: runtime:5sec, max acquisition time: 2 min  
h) Maximum duration of static operation: runtime:5sec, max acquisition time: 2 min 
i) Previous activity: avoid strong physical effort prior to voice recording to avoid breath 
noise, at least 10 min of resting conditions or limited motor activity (physiological signals). 
j) Distance from microphone: 20-80 cm (depends on if using microphone in backrest or in 
dashboard), max 50cm for far-field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: N/R 
l) Number of people wished to be validated at the same time: 1 
8. Modules involved: 
a) Sensors: EEG & ECG sensors, microphone, seat sensor 
b) Tokens: None 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, UMTS/GPRS unit, biometric database unit, and relevant validation of initial state 
units. 
9. Modalities used:  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1.1, UC#2.1.1 
11. Indicative scenarios of use: validation of ADR truck driver, validation of non ADR 
driver, validation of long-haul truck driver, validation of light truck driver 
 

UC #4.1.2: Office/Laboratory validation of initial state 
1. Context of use: The operator is already authenticated. To be granted access to the critical 
equipment he/she must successfully pass the validation process, which will check whether 
he/she has the capacity to perform his/her tasks. 
2. Primary actor: Office/laboratory operator. 
3. Input (trigger): The user has been successfully authenticated.  
4. Output The system performs validation of the user’s emotional and physiological state. If 
he/she is found to be eligible for his/her task, he/she is given access to the critical equipment, 
otherwise, and after a certain number of unsuccessful validation trials, he/she is denied 
access to it and the system operator is notified. 
5. Main success scenario:  
<step 1> The user is successfully authenticated.  
<step 2> The system checks the physiological and emotional state of the user.  



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 84          CERTH/HIT 
 

<step 3> If the user is found to be capable of accomplishing his/her critical tasks, he/she is 
granted access to the critical equipment. 
6. Extension: 
<step 3a> If the user is found to be in extreme emotional or abnormal physiological state, and 
after a certain number of unsuccessful validation attempts, he/she is prohibited to access the 
critical equipment of the office/laboratory, and the system operator is notified. 
7. Critical parameters: 
a) Ambient noise level: SNR>20dB (voice recognition), <35dB (physiological signals) 
b) Ambient illumination: any 
c) Ambient temperature: 15-25 oC (physiological signals) 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: runtime: 5sec, max acquisition time: 2 min  
h) Maximum duration of static operation: 30sec for voice recognition. 
i) Previous activity: avoid strong physical effort prior to voice recording to avoid breath 
noise, at least 10 min of resting conditions or limited motor activity (physiological signals). 
j) Distance from microphone: 20-80 cm (depends on if using microphone in backrest or in 
dashboard), max 50cm for far-field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: N/R 
l) Number of people wished to be validated at the same time: 1 
8. Modules involved: 
a) Sensors: Microphone, EEG, ECG, EOG &ERP sensors, body sway sensor 
b) Tokens: None 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, biometric database unit, and relevant validation of initial state units 
9. Modalities used:  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1.2, UC#2.1.2 
11. Indicative scenarios of use: validation of office employee, validation of critical process 
supervisor. 
 

UC #4.1.3: Authorized employee validation of initial state 
1. Context of use: The authorized employee is already authenticated. To be granted access to  
the restricted area he/she must successfully pass the validation process, which will check 
whether he/she has the capacity to perform his/her tasks. 
2. Primary actor: Authorized employee. 
3. Input (trigger): The user has been successfully authenticated. 
4. Output: The system performs validation of the user’s emotional and physiological state. If 
he/she is found to be eligible for his/her task, he/she is given access to the restricted area, 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 85          CERTH/HIT 
 

otherwise, and after a certain number of unsuccessful validation trials, he/she is denied 
access to it and the system operator is notified. 
5. Main success scenario:  
<step 1> The user is successfully authenticated. 
<step 2> The system checks the physiological and emotional state of the user. 
<step 3> If the user is found to be capable of accomplishing his/her critical tasks, he/she is 
granted access to the restricted area. 
6. Extension: 
<step 3a> If the user is found to be in extreme emotional or abnormal physiological state, and 
after a certain number of unsuccessful validation attempts, he/she is prohibited to access the 
restricted area, and the system operator is notified. 
7. Critical parameters: 
a) Ambient noise level: SNR>20dB (voice recognition), <35 dB (physiological signals) 
b) Ambient illumination: any 
c) Ambient temperature: 15-25 oC 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: runtime:5sec, max acquisition time: 2 min  
h) Maximum duration of static operation: 30sec for voice recognition 
i) Previous activity: avoid strong physical effort prior to voice recording to avoid breath 
noise, at least 10 min of resting conditions or limited motor activity (physiological signals). 
j) Distance from microphone: max 50 cm for far field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: any 
l) Number of people wished to be validated at the same time: any 
8. Modules involved: 
a) Sensors: EEG, ECG, ERP, EOG sensors, body sway sensor, microphone. 
b) Tokens: none 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, GPRS/UMTS unit, biometric database, and relevant validation of initial state units. 
9. Modalities used:  

 Face 
Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1.3, UC#2.1.3 
11. Indicative scenarios of use: validation of airplane pilot, validation of airport security 
personnel, validation of air traffic controllers, validation of airplane cabin crew, validation of 
frequent flyers, validation of doctors, validation of nuclear plant worker. 
 

7.3.6 Category 5: User monitoring  

UC #5.1: System User monitoring 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 86          CERTH/HIT 
 

1. Context of use: The user is already authenticated and validated and inside the controlled 
area, accomplishing his/her tasks. He/she is being continuously monitored in order to 
guarantee that he/she has the essential capacity to perform his/her task and warn him in case 
an abnormal physiological state is detected. 
2. Primary actor: Any user 
3. Input (trigger): The user has passed successfully the initial authentication and validation 
processes. 
4. Output: The system performs monitoring of the user’s physiological state. If he/she is 
found to be eligible for his/her task nothing happens, otherwise the user is warned, the 
critical equipment of the controlled area enters automatic mode and the system operator is 
notified. 
5. Main success scenario:  
<step 1> The user is inside the controlled area accomplishing his/her tasks.  
<step 2> The system continuously monitors the physiological state of the user.  
<step 3> If the user is found to be capable of accomplishing his/her tasks, nothing happens. 
6. Extension: 
<step 3a> If the user is found to be incapable of accomplishing his/her tasks, the critical 
equipment of the controlled area enters automatic mode and the system operator is notified. 
7. Critical parameters: 
a) Ambient noise level: defined per application 
b) Ambient illumination: defined per application 
c) Ambient temperature: defined per application 
d) Shift working hours: defined per application 
e) Period of day: defined per application 
f) Type of weather: defined per application 
g) Maximum accepted overall duration: not applicable 
h) Maximum duration of static operation: not applicable 
i) Previous activity: defined per application 
j) Distance from microphone: defined per application 
k) Distance from camera or other optical device: defined per application 
l) Number of people wished to be monitored at the same time: 1 
8. Modules involved: 
a) Sensors: Face recognition camera, microphone, EEG , EOG & ECG sensors 
b) Tokens: None 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, GPRS/UMTS unit, biometric database, and relevant monitoring units..  
Modalities used:  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1, UC#2.1, UC#3.1. 
11. Indicative scenarios of use: Truck driver monitoring, office/laboratory operator 
monitoring. 
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UC #5.1.1: Truck driver monitoring 
1. Context of use: The truck driver is already authenticated, validated and inside the truck 
(driving or not).  He/she is being monitored in order to guarantee that he/she has the essential 
capacity to perform his/her task. 
2. Primary actor: Truck driver 
3. Input (trigger): The user has passed successfully the initial authentication and validation 
processes. 
4. Output The system performs monitoring of the user’s physiological state. If he/she is 
found to be eligible for his/her task nothing happens, otherwise the vehicle enters abnormal 
mode, reducing its velocity gradually, while the system operator is notified. 
5. Main success scenario:  
<step 1> The user has been successfully validated, authenticated and is inside the vehicle.   
<step 2> The system continuously monitors the physiological state of the user.  
<step 3> If the user is found to be capable of driving, nothing happens. 
6. Extension: 
<step 3a> If the user is found to be incapable of driving, the vehicle enters abnormal mode, 
reducing its velocity gradually, and the system operator is notified. 
7. Critical parameters: 
a) Ambient noise level: SNR>20dB (voice recognition), <35dB (physiological signals) 
b) Ambient illumination: natural light 
c) Ambient temperature: 15-25 oC (physiological signals) 
d) Shift working hours: any      
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration: not applicable 
h) Maximum duration of static operation: not applicable 
i) Previous activity:  
j) Distance from microphone: max 50 cm for far field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: 80cm-1m 
l) Number of people wished to be monitored at the same time: 1 
8. Modules involved: 
a) Sensors: EEG & ECG sensors, face recognition camera, microphone. 
b) Tokens: None 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, 
GPRS/UMTS unit, biometric database, and relevant monitoring units. 
9. Modalities used:  

 Face 
 Gait 
 Voice 
 Anthropometric  
 Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs: UC#1.1.1, UC#2.1.1, UC#3.1.1 
11. Indicative scenarios of use monitoring of ADR truck driver, monitoring of non ADR 
driver, monitoring of long-haul truck driver, monitoring of light truck driver. 
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UC #5.1.2: Office/Laboratory employee monitoring 
1. Context of use: The operator is already authenticated and validated and inside the 
office/laboratory, working. He/she is being monitored in order to guarantee that he/she has 
the essential capacity to perform his/her task. 
2. Primary actor: Office/laboratory operator. 
3. Input (trigger): The user has passed successfully the initial authentication process and is 
sitting on the sensing seat. 
4. Output: The system performs monitoring of the user’s emotional and physiological state. 
If he/she is found to be eligible for his/her task nothing happens, otherwise he/she is 
prohibited to access the critical equipment of the office/laboratory, and the system operator is 
notified. 
5. Main success scenario: 
<step 1> The user is successfully authenticated and validated.  
<step 2> The system continuously monitors the physiological and emotional state of the user.  
<step 3> If the user is found to be capable of accomplishing his/her critical tasks, nothing 
happens. 
6. Extension: 
<step 3a> If the user is found to be in extreme emotional or abnormal physiological state, and 
after a certain number of consecutive unsuccessful validation tries, the critical equipment 
enters automatic mode, prohibiting him/her to access it, and the system operator is  notified. 
7. Critical parameters: 
a) Ambient noise level: SNR>20dB (voice recognition), <35dB (physiological signals) 
b) Ambient illumination: any 
c) Ambient temperature: 15-25oC (physiological signals) 
d) Shift working hours: any    
e) Period of day: any 
f) Type of weather: any 
g) Maximum accepted overall duration:  not applicable 
h) Maximum duration of static operation: not applicable 
i) Previous activity: avoid strong physical effort prior to voice recording to avoid breath noise 
j) Distance from microphone: max 50 cm for far field mic. (otherwise use headset mic.) 
k) Distance from camera or other optical device: 80cm-1m 
l) Number of people wished to be monitored at the same time: 1 
8. Modules involved: 
a) Sensors: Face recognition camera , Microphone, EEG & ECG sensors 
b) Tokens: None 
c) Communication devices: Personal Data Processing Unit (PDPU), central unit, WAN 
gateway, biometric database, and relevant monitoring units. 
9. Modalities used:  

 Face 
 Gait 
 Voice 
 Anthropometric  
Physiological Verification 

  EEG 
  ECG 
  EOG 
  Body Sway 
  ERP 

10. Connected UCs UC#1.1.2, UC#2.1.2, UC#3.1.2 
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11. Indicative scenarios of use monitoring of office employee, monitoring of critical process 
supervisor. 
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8 System requirements 

8.1  From Use Cases to system requirements 
This chapter deals with HUMABIO system requirements. It is the output of T1.4 “Sensor and 
system requirements”. This task is firmly connected to other WP1 “Use cases, legal and 
ethical requirements” tasks, as well as WP2 “Physiological profile creation”, WP3 
“Behavioural and other biometrics profile creation”, WP5 “Databases and security”, WP7 
“Implementation and verification” and provides a direct input to T6.1 “System Architecture”, 
as depicted in Figure 69. 

 

 

 
Figure 69 Inter-Relationship between T1.4 and HUMABIO WPs 

 

The system requirements serve two main purposes: 
• a guideline for architectural design; 
• a checklist for evaluation of the actual (implemented) system. 
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They describe what the HUMABIO system must do, or must not do, how it should look like, 
and express a number of constrains and expectations, helping in the subsequent system 
evaluation from a technical perspective.  
 
First step to derive system requirements is to analyse system use cases and application 
scenarios. The use cases and scenarios describe the system actors, in other words the various 
persons that will use the system and may be affected or have an impact on it, and the system 
behaviour and expected results. Whilst the use cases and scenarios express what is wanted, 
the system requirements specify how it will be achieved. At a second step the requirements 
that the various modalities impose on the system as well as their limitations need to be 
identified. These requirements need to be taken into account during the integration of the 
various modules into the hardware platform, towards the creation of a working system. 
Finally, the conditions and specific requirements of the three application environments are 
reported.  
 
It becomes obvious that we can divide the system requirements into two main categories: 

• (semi-)formal statements about the objectives of the system as a whole and per 
modality wherever necessary; 

• the constrains that the applications environment and various modalities impose on 
the system from technical perspectives (i.e. requirements imposed by each modality 
on the selection of sensors, requirements imposed on the hardware infrastructure, 
etc.), as well as the limitations of the various modalities.  

 
In the present document both categories of system requirements have been addressed in 
cooperation with the relevant WPs.  
 
The system requirements have been collected and organised across the following list of 
requirement types: 

• Generic Sensor Requirements 
• Functional Requirements 
• Interoperability Requirements 
• Communicational Requirements 
• Environmental requirements 
• Modules Requirements 
• Database Requirements 
• Pilot Requirements 

 
In Annex 5 the system requirements checklist can be found.  
 

8.2 Generic Sensor requirements 
 
GS1.Wearable sensors shall be self-attached by the user.  
 
GS2.Wearable sensors must be easily attached, without special preparation or training. 
 
GS3.A very easy control of correct placement is required. 
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GS4.For the EEG measurements, the optimal sensor attachment would be an electrode cap, 
where it is possible to measure directly and move the electrodes to the correct spot. This 
would make the measuring procedure a lot easier, especially for beginners and it would, more 
importantly, lead to more comparable procedures between and within laboratories. Dry 
electrodes would be necessary for this matter, and possibly an elastic fixation cap. 
 
GS5.When it is necessary to fix the sensors on the body surface, preparation of the skin 
should avoid irritant or corrosive detergents.  
 
GS6.Wearable sensors must not cause irritation or allergic reactions (biocompatibility). 
 
GS7.Wearable sensors must be not too annoying for the user and must not hinder his/her 
activities, thus calling for:  

o Sensors of small size and light.  
o Not any or limited use of wires. 

 
GS8.Wearable sensors must be battery powered. 
 
GS9.Small consumption of power. 
 
GS10.Non-intrusive recording methods (no contact, no gel interface) should be preferred.  
 
GS11.When sensor attachment is necessary, secure attachment must be achieved and 
maintained throughout the duration of the recording, which may last for several hours. 
 
GS12.The total number of sensors used must be minimised, when possible (a compromise 
between number of sensors and performance must be met). This is especially important in the 
cases where the number of sensors has a direct implication in intrusiveness of the biometric 
system (such as EEG). 
 
GS13.The sensors must be compliant with European guideline about biomedical devices 
safety (93/42/CEE and 90/385/CEE). 
 
GS14.The sensors set must be  compliant with guideline of electric safety (EN60-601-1). 
 
GS15.The sensors must  not produce interference with the working environment. 
 
GS16.The reusable part of sensors must be easily disinfected or sterilized. 
 

8.3 Devices Status/Recording requirements 
 
DR1.Easy configuration and setup of the sensors and the devices. 
 
DR2.Data recording may be continuous for a period of the day. 
 
DR3.Data processing shall take place in real time. 
 
DR4.The application should be autonomous, non-supervised and non-intrusive. 
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DR5.The user must know the status of devices: 
- If sensors are currently recording. 
- Battery status. 

 
DR6.The User should be informed in the following error situations: 

- Sensors are not positioned correctly. 
- Recording cannot be performed (indicating the problem). 
- Recorded signal is corrupted. 
- Battery is low and device cannot function. 

 

8.4 Access/Control requirements 
 
AC1.Access to operator controls shall require a password or an electronically read card. 
 
AC2.Operator controls shall prohibit the unauthorized use of the enrolment sub-system to 
alter, delete or replace biometric enrolment data.  
 
AC3.Only a limited number of administrators should be permitted to change system 
parameters. 
 

8.5  Performance Requirements 
 
The performance of the HUMABIO multimodal system depends heavily on the application. 
For example, it is expected that truck authentication will be considerably more difficult than 
fixed seat office authentication. Since in HUMABIO we are examining mainly authentication 
of people involved in critical operations, the following performance measures for the 
authentication will be targeted: 

P1.FRR ( False Rejection Rate ) ~ 2% 
P2.FAR ( False Acceptance Rate ) ~ 0,5% 
P3.FTE ( Failure To Enrol )  ~ 1% 

  
For validation and monitoring, research is ongoing within HUMABIO. Since there is no 
reference in indicative figures in the literature, the targeted performance rates will be 
specified at the final stages of WP4 of HUMABIO. 
 
Following, the targeted acquisition time of the data and run time of the processing algorithms 
is reported for each modality. In the case of continuous authentication and monitoring the 
acquisition and data processing is continuous and therefore the definition of acquisition and 
run time is not applicable. 

  
# Module Maximum 

Acquisition 
Time 

Maximum
Run Time 

P4 EEG baseline biometric based module for 
Authentication 

1min 5 sec 

P5 EEG baseline biometric based module for Validation 2 min 5 sec 
P6 ERP baseline biometric based module for Validation 2 min 5 sec 
P7 ECG biometric based module for Authentication 1min 5sec 
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# Module Maximum 
Acquisition 

Time 

Maximum
Run Time 

P8 ECG biometric based module for Validation 1 min 5 sec 
P9 EOG biometric based module for Validation 30sec 5 sec 
P10 Body Sway for Validation 2min 5 sec 
P11 Face biometric based module for Authentication 5sec 100msec 
P12 Voice biometric based module Authentication 5-10 sec 

(Time to 
read one 
sentence) 

1-2 sec 

P13 Gait biometric based module for Authentication 30sec 5 sec 
P14 Sensing seat based module for Authentication for 

each position 
3-5sec 1msec 

 
P15.All templates created during authentication, validation and monitoring must be 
accompanied by a reliability factor.  
 
P16.Initially, the reliability factor is set to be more than 75% for all modalities. 
 
Modalities with reliability factor less than 75% will be discarded by the HUMABIO system 
during authentication/validation/monitoring. However, depending on the outcomes of the 
experiments, the lower level of the reliability factor may be redefined (in the range of 75-
90%). 
 

8.6  Communication requirements 
 
C1.Use a standardized communication system (BAN, LAN and WAN transmission).  
 
C2.Secure mechanism of transmission. 
 
C3.The wearable sensors may be connected wired or wireless to the system, depending on 
the scenario of use. 
 
C4.The wireless connection of wearable sensors to the system will be based on IEEE 
802.15.4 communication protocol.  
 

8.7  Interoperability requirements 
 
I1.Common interfaces should be designed for the various sensors at the 
communication/physical layer, in order to be interoperable and be easily integrated within the 
different applications.  
 
I2.Interfaces to the various actuators (door, workstation, truck engine) should be provided.  
 
I3.HUMABIO application will be a BIOSEC API compliant platform. 
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8.8  Environmental requirements 
 
E1.The system must be capable of operating in a wide temperature and humidity range, for 
example -25oC to 45oC and 10% to 90% respectively.  
 
E2.The various system physical components may be subject to vibrations, depending on the 
application, for example driver monitoring. The system must not be affected by vibration 
stresses.  
 
E3.Variation in lighting conditions must not affect the performance of the system. This is 
highly applicable in the case of camera based sensors. The use of LED’s and/or the 
acquisition of images at a suitable wavelength (via filters) can ensure the stability of the 
above sensorial systems.  
 
E4.The recording technique must be protected against electric shock, biocompatibility and 
magnetic interference. 
 
E5.Human sweat must not affect the performance of wearable sensors, such as electrodes. 
 

8.9  Biometric Modules requirements 
 
This paragraph deals with the requirements of the biometric modules, that will be developed 
within HUMABIO. More specifically the following modules are presented: 

- EEG baseline biometric based module (for authentication). 
- ECG biometric based module (for authentication) 
- Physiological modules for validation and monitoring.  
- Face biometric based module. 
- Voice biometric based module. 
- Gait biometric based module. 
- Sensing seat based module. 

 
It must be commented that at the time of the Deliverable preparation, the use of  EEG, ECG, 
EOG and Body Sway for validation and monitoring is still under examination and no final 
decisions have been taken. However, preliminary requirements of potential modules related 
to the use of the above biometrics for the operation modes “validation of initial state” and 
“monitoring” are presented in section “Physiological modules for validation and 
monitoring”.  
 

8.9.1 Functional Requirements  
The functional requirements that all biometric modules should fulfil are the following. 
 

8.9.1.1 Generic Services 
 
M1.The biometric module, in terms of user enrolment and authentication scenario, shall be 
triggered via a user interface, for starting the procedure of enrolment for each subject. 
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M2.The biometric module, in terms of user enrolment, shall be able to provide a simple user 
interface to begin the user enrolment (e.g. a Start Enrolment button). 
 
M3.The biometric module, in terms of initial user authentication, shall be triggered to acquire 
biometric data, when a subject provides his/her identity through its RFID card.  
 
M4.The biometric module shall be able to receive a message from a RFID card, to start the 
authentication procedure. 
 
M5.The biometric module, in terms of continuous authentication, shall be triggered to 
acquire biometric data, whenever its triggering event detector module will require it, for 
example when the reception signal is interrupted. 
 
M6.The biometric module, in terms of user enrolment, authentication, continuous 
authentication, validation and monitoring scenario, shall be able to connect to the relevant 
acquisition system for data recording.   
 
M7.The biometric module shall be able to manipulate (load, process, save) biometric data 
from a storage device (e.g. hard disk). 
 
M8.The biometric module shall be able to provide a procedure that will process multiple 
sessions of recorded data and, subsequently, extract the biometric signatures in real time. 
 
M9.The monitoring module shall be able to provide a procedure that will process the 
subject’s physiological and subsequently shall extract his/her state. 
 
M10.The biometric module shall be able to store the biometric signature to a distributed 
database. 
 
M11.The biometric module shall be able to store the biometric data to a token card, when this 
is applicable. 
 
M12.The biometric module shall be able to retrieve the stored biometric signature of the user 
either from a distributed database or from a token card. 
 
M13.The biometric module shall be able to compare the calculated biometric signature with 
the stored one, using template-matching techniques. 
 
M14.The biometric module, in terms of initial authentication, continuous authentication, 
validation of initial state and monitoring, shall be able to provide a biometric score, in order 
to be used for multimodal initial authentication, continuous authentication, validation of 
initial state or monitoring. 
 
M15.The biometric module, in terms of initial authentication, continuous authentication, 
validation of initial state and monitoring shall be able to provide initial authentication, 
continuous authentication, validation of initial state and monitoring to the controlled area as 
single modality.  
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8.9.1.2 Network Connection 
 
M16.The biometric module shall be able to connect, via a secure network protocol, with a 
database or a token, in order to store/retrieve  biometric data. 
 
M17.The gait biometric module shall be able to communicate with an RFID card, through a 
well-defined protocol. 
 

8.9.2 EEG baseline biometric based module 

8.9.2.1 Applicability 
 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Enrolment     
Initial Authentication     
Continuous Authentication     
Validation of initial state ( ) ( ) ( ) ( ) 
Monitoring ( ) ( )  ( ) 
 
Research on the potential of the use of EEG for continuous authentication has shown that 
EEG is not one of the preferred modalities for this application. The main reason is that in 
order to do continuous authentication, the subject should be relaxed, seated and eyes-closed 
during one minute each time his/her identity wants to be authenticated. 
 
Furthermore, the delivery of the data needed to study the potential application of EEG for 
initial state validation and monitoring has been postponed. Therefore this EEG recognition 
problem remains ill-posed till the data is supplied and analyzed. However, preliminary 
requirements of potential modules related to the use of EEG for “validation of initial state” 
and “monitoring” are presented in section “Physiological modules for validation and 
monitoring”.  
 

8.9.2.2 Module(s) Functional description  
 

a. Enrolment 
 

Functional 
description 

EEG recognition module will be applied for the user enrolment in the 
aforementioned restricted areas. Four takes of three minutes of EEG 
will be recorded for each subject. Those takes should be taken on 
different days. Only two electrodes will record data. Those electrodes 
will be placed in the forehead of the subject, plus a third one in the left 
ear lobe, as a reference. 
This data will be used as the training set for the authentication module. 
During enrolment, the EEG recognition module will extract the 
features from the EEG of the subjects and will send the subject’s EEG 
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signature to a local database for storage or will store it to a token card. 
In the following, the functional requirements of this module as well as 
the input and output parameters of the EEG system for user enrolment 
are presented. 

Input, 
Calculated and 
Output 
parameters 

Inputs: 
Parameter Unit Format 
Subject ID Data acquisition module ASCII 
Raw EEG data Data acquisition module Two double vectors 

 
Calculated Parameters: 

Parameter Unit Format 
Fourier Transform Signature extraction 

module 
Cell array with 15 cells 
containing double 
vectors 

Autoregression 
coefficients 

Signature extraction 
module 

Cell array with 15 
cells containing 
double vectors 

Cross-correlation Signature extraction 
module 

Cell array with 15 
cells containing 
double vectors 

Coherence Signature extraction 
module 

Cell array with 15 
cells containing 
double vectors 

Mutual Information Signature extraction 
module 

Cell array with 15 
cells containing 
double vectors 

 
Outputs: 

Parameter Unit Format 
Best classifier Signature extraction 

module 
Integer vector 
(dimension 5) 

Trained classifiers Signature extraction 
module 

Four cell arrays: 
-Cell array with 5 cells 
containing double 
matrices 
-Cell array with 5 cells 
containing vectors, 
matrices or cells 
-Cell array with 5 cells 
containing double 
numbers. 
-Cell array with 5 cells 
containing double 
numbers or vectors  

Sensor(s) to be 
used  

Type: Enobio wireless electrodes 
     
Number: 2 plus 1 reference 

Sensor(s) 
Location 

Two sensors placed in the forehead. 
Reference sensor in the left ear lobe. 
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HW 
requirements 

 

 Minimum Requirements Recommended 
Requirements 

Processor 1.66 GHz 2 GHz 

Operating 
System 

Windows XP Service 
Pack 2 

Windows XP Service 
Pack 2 

RAM 512 GB 1 GB 

Hard Disk 40GB 60 GB 

Power supply 

220V for desktop 
computer (can work with 
a laptop computer too) 
Battery for ENOBIO 

HW. 

220V for desktop 
computer (can work 

with a laptop computer 
too) 

Battery for ENOBIO 
HW.  

S/W 
requirements 

EEG AUTHENTICATION MODULE WILL INTERFACE WITH 
THE BIOSEC WITH A C++ SOFTWARE. 

Communication 
requirements 

AN USB CONNECTION IS NEEDED BETWEEN THE ENOBIO 
ACQUISITION HARDWARE AND THE COMPUTER. 
A network protocol (e.g. TCP/IP) should be supported for storing the 
extracted EEG signatures to a distributed HUMABIO database. 

 
b. Initial Authentication  
 

Functional 
description 

EEG recognition module will be applied for the initial authentication 
in the different scenarios of use. EEG authentication system shall be 
able to extract the EEG signature from the subject that wants to enter a 
controlled. Furthermore, the system will communicate with a database 
and will retrieve the stored EEG biometric signature of the subject. 
Then, a classification algorithm will be used to calculate a match score 
between the signatures in order to perform the authentication. 
In the following, the functional requirements of the authentication 
module as well as the input and output parameters of such a system 
are reported. 

Input, 
Calculated and 
Output 
parameters  

Inputs: 
Parameter Unit Format 
Subject ID Data acquisition module ASCII 
Raw EEG data Data acquisition module Two double vectors 
Best classifiers Data retrieval module Integer vector 

(dimension 5) 
Trained classifiers Data retrieval module Four cell arrays: 

-Cell array with 5 cells 
containing double 
matrices 
-Cell array with 5 cells 
containing vectors, 
matrices or cells 
-Cell array with 5 cells 
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containing double 
numbers. 
-Cell array with 5 cells 
containing double 
numbers or vectors 

 
Calculated Parameters: 
Same table with the user enrolment scenario. 
 
Outputs: 

Parameter Unit Format 
EEG binary decision Authentication Module Integer (0 or 1) 
EEG Biometric 
Authentication Score 

Authentication Module Percentage (double 
number)  

Sensor(s) to be 
used  

Same sensors with the user enrolment scenario. 

Sensor(s) 
Location 

Same locations with the user enrolment scenario. 

HW 
requirements 

Same table with the user enrolment scenario. 

S/W 
requirements 

Same requirements with the user enrolment scenario. 

Communication 
requirements 

Same requirements with the user enrolment scenario. 

 

8.9.2.3 Requirements imposed on the selection of sensors 
 
In the frame of HUMABIO project, a wireless and dry system should be used for EEG 
recording. The ENOBIO system, currently under development, will be used, if available. The 
requirements for the electrodes of such system derive directly from the EEG (and ECG) 
signal characteristics and are met by ENOBIO electrodes as by any other off-the-shelf active 
EEG electrodes, without special characteristics, apart from being dry electrodes. Conductive 
gel will be used in case dry electrodes were not ready within the timeframe of HUMABIO 
project. 
 
ENOBIO system 
 

Parameter Yes No Required 
Value Justification 

No of 
Channels 

  2 Heart beat from the wrist plus a 
reference 

Noise level    32 nV/√Hz For a good EEG/ECG recording, 
noise level should be less than 1 
μV/√Hz 

Frequency 
range 

  100 kSPS Imposed by the ECG/EEG signal 
characteristics. 
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Parameter Yes No Required 
Value Justification 

A->D 
Sampling 
Frequency  

  Up to 
100kSPS per 
electrode 

A->D 
Resolution 

  64 nV 

A->D 
Sensitivity 

  86 dB SNR at 
10 kHz input 
frequency 

Data rate    Up to 250000 
bits/sec  

 

  

8.9.2.4 Environmental conditions, limitations 
 

Exogenous factors Yes No Justification 

Light – Variable 
illumination conditions 

  DNA 

Wind     DNA 
Moisture   High level of moisture could 

affect the sensors 
Vibrations   Vibrations can cause artefacts to 

the EEG recordings. 
Temperature   Very low or very high 

temperatures can affect the EEG 
recordings. 

Illumination   DNA 
Sound levels-Noise   High level of noise can affect the 

EEG recordings. 
  

8.9.2.5 Other Factors that affect the performance of the system-Limitations 
 

Factor  Yes No Justification  

User behaviour 
Eye gaze and facial 
direction 

  DNA 

Persons mobility on 
monitoring space 

  Person should not move. 
Movements cause artefacts to the 

EEG recording. 
Facial Expression   DNA 
Native language   DNA 
Accent   DNA 
Voice Intonation   DNA 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 102          CERTH/HIT 
 

Factor  Yes No Justification  

Emotional state/mood   Extreme emotional states affect 
the EEG recordings. 

User demographics 
Age   DNA 
Ethnic origin   DNA 
Gender   DNA 

User appearance 
Skin tone   DNA 
Eye colour   DNA 
Beard   DNA 
Moustache   DNA 
Glasses   DNA 
Clothing   DNA 
Shoes   DNA 
Carrying bag   DNA 
Wearing a hat   Would be difficult to put the 

electrodes 
Wearing big earrings on 
the left ear 

  Would be difficult to put the 
electrodes 
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8.9.3  ECG biometric based module 
 

8.9.3.1 Applicability 
 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Enrolment     
Initial Authentication     
Continuous Authentication     
Validation of initial state ( ) ( ) ( ) ( ) 
Monitoring ( ) ( )  ( ) 
 
Research on the potential of the use of ECG for continuous authentication has shown that 
ECG is not one of the preferred modalities for this application. The main reason is that, in 
order to do continuous authentication, the subject should be relaxed and seated during one 
minute each time his/her identity wants to be authenticated.  
 
Furthermore, the delivery of the data needed to study the potential application of ECG for 
initial state validation and monitoring has been postponed. Therefore this ECG recognition 
problem remains ill-posed till the data is supplied and analyzed. However, preliminary 
requirements of potential modules related to the use of ECG for “validation of initial state” 
and “monitoring” are presented in section “Physiological modules for validation and 
monitoring”.  

8.9.3.2 Module(s) Functional description  
 

a. Enrolment 
 

Functional 
description 

ECG recognition module will be applied for the user enrolment in the 
aforementioned restricted areas. Four takes of three minutes of ECG 
will be recorded for each subject. Those takes should be taken on 
different days. Only one electrode will record data. This electrode will 
be placed in the left wrist of the subject. A second one will be placed 
on the left ear lobe, as signal reference. This data will be used as the 
training set for the authentication module. 
 
During enrolment, the ECG recognition module will extract the 
features from the ECG of the subjects and will send the subject’s ECG 
signature to a local database for storage or will store it to a token card. 
Following the functional requirements of this module as well as the 
input and output parameters of the ECG system for user enrolment are 
presented. 

Input, 
Calculated and 
Output 

Inputs: 
Parameter Unit Format 

Subject ID Data acquisition module ASCII 
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parameters Raw ECG data Data acquisition module One double vectors 

 

Calculated Parameters: 
Parameter Unit Format 

Heart Beat Shape Signature extraction 
module 

Cell array with 60 to 90 
cells containing double 
vectors 

 
Outputs: 

Parameter Unit Format 

Best classifier Signature extraction 
module 

Integer vector 
(dimension 1) 

Trained classifiers Signature extraction 
module 

Four cell arrays: 

-Cell array with 1 cell 
containing double 
matrices 

-Cell array with 1 cell 
containing vectors, 
matrices or cells 

-Cell array with 1 cell 
containing double 
numbers. 

-Cell array with 1 cell 
containing double 
numbers or vectors 

 

Sensor(s) to be 
used  

Type: Enobio wireless electrodes 
Number: 1 plus 1 reference 

Sensor(s) 
Location 

One sensor placed in the left wrist. 
Reference sensor in the left ear lobe. 

HW 
requirements 

 

 
Minimum 

Requirements 
Recommended 
Requirements 

Processor 1.66 GHz 2 GHz 

Operating 
System 

Windows XP Service 
Pack 2 

Windows XP Service 
Pack 2 

RAM 512 GB 1 GB 

Hard 
Disk 

40GB 60 GB 

Power 
supply 

220V for desktop 
computer (can work 

with a laptop computer 
too) 

Battery for ENOBIO 

220V for desktop 
computer (can work 

with a laptop 
computer too) 

Battery for ENOBIO 
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HW. HW.  

S/W 
requirements 

ECG AUTHENTICATION MODULE WILL INTERFACE WITH 
THE BIOSEC WITH A C++ SOFTWARE. 

Communication 
requirements 

ENOBIO measures are sent with a wireless connection from the 
ENOBIO Wireless unit to the ENOBIO PDPU (PERSONAL DATA 
PROCESSING UNIT) using IEEE 802.15.4 protocol. The ENOBIO 
PDPU is connected via a USB1.1 port to the PC. 

 
b. Initial Authentication  
 

Functional 
description 

ECG recognition module will be applied for the initial authentication 
in the different scenarios of use. ECG authentication system shall be 
able to extract the ECG signature from the subject that wants to enter a 
controlled. The ECG biometric module shall be triggered to acquire 1 
minute of ECG recording data, when a subject provides his/her 
identity and the 2 electrodes are correctly placed Furthermore, the 
system will communicate either with a database or with a token card 
and will retrieve the stored ECG biometric signature of the subject. 
Then, a classification algorithm will be used to calculate a match score 
between the signatures in order to perform the authentication. 
 
In the following, the functional requirements of the authentication 
module as well as the input and output parameters of such a system 
are reported. 

Input, 
Calculated and 
Output 
parameters  

 

Inputs: 
Parameter Unit Format 

Subject ID Data acquisition module ASCII 

Raw ECG data Data acquisition module One double vectors 

Best classifiers Data retrieval module Integer vector 
(dimension 1) 

Trained classifiers Data retrieval module Four cell arrays: 

-Cell array with 1 cell 
containing double 
matrices 

-Cell array with 1 cell 
containing vectors, 
matrices or cells 

-Cell array with 1 cell 
containing double 
numbers. 

-Cell array with 1 cell 
containing double 
numbers or vectors 

 
Calculated Parameters: 
Same table with the user enrolment scenario. 
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Outputs: 
Parameter Unit Format 

ECG binary decision Authentication Module Integer (0 or 1) 

ECG Biometric 
Authentication Score 

Authentication Module Percentage (double 
number) 

 

Sensor(s) to be 
used  

Same sensors with the user enrolment scenario. 

Sensor(s) 
Location 

Same locations with the user enrolment scenario. 

HW 
requirements 

Same table with the user enrolment scenario. 

S/W 
requirements 

Same requirements with the user enrolment scenario. 

Communication 
requirements 

Same requirements with the user enrolment scenario. 

 
c. Continuous Authentication 
 

Functional 
description 

The ECG biometric module, in terms of continuous authentication, 
shall be triggered to acquire ECG data, whenever its triggering event 
detector module will require it. This will happen basically when the 
subject’s ECG signal suffers an interruption or when required 
explicitly. This data take will happen while the subject is seated, has 
been supposedly successfully authenticated and when the relevant 
electrodes are correctly placed. 
The subject should be relaxed and seated during one minute each time 
his identity wants to be authenticated. The research on continuous 
authentication with ECG is currently ongoing. The content of this 
table may vary in the next future. 

Input, 
Calculated and 
Output 
parameters  

 

Inputs: 
Same as for the user enrolment scenario. 
Calculated Parameters: 
Same as for the user enrolment scenario. 
 
Outputs: 

Parameter Unit Format 

ECG Biometric 
Authentication Score 

none TBD 

 

Sensor(s) to be 
used  

Same sensors with the user enrolment scenario. 

Sensor(s) 
Location 

Same locations with the user enrolment scenario. 
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HW 
requirements 

Same table with the user enrolment scenario. 

S/W 
requirements 

Same requirements with the user enrolment scenario. 

Communication 
requirements 

Same requirements with the user enrolment scenario. 

 

8.9.3.3 Requirements imposed on the selection of sensors 
 
In the frame of HUMABIO project, a wireless and dry system should be used for ECG 
recording. The ENOBIO system, currently under development, will be used, if available. The 
requirements for the electrodes of such system derive directly from the ECG (and EEG) 
signal characteristics and are met by ENOBIO electrodes as by any other off-the-shelf active 
ECG electrodes, without special characteristics, apart from being dry electrodes. Conductive 
gel will be used in case dry electrodes were not ready within the timeframe of HUMABIO 
project. 
 
ENOBIO system 
 

Parameter Required 
Value Justification 

No of 
Channels 

2 Heart beat from the wrist plus a 
reference 

Noise level  
32 nV/√Hz For a good EEG/ECG recording, 

noise level should be less than 1 
μV/√Hz 

Frequency 
range 

100 kSPS 

A->D 
Sampling 
Frequency  

Up to 
100kSPS per 
electrode 

A->D 
Resolution 

64 nV 

A->D 
Sensitivity 

86 dB SNR at 
10 kHz input 
frequency 

Imposed by the ECG/EEG signal 
characteristics. 

Data rate  Up to 250000 
bits/sec  

 

 

8.9.3.4 Environmental conditions, limitations 
 

Exogenous factors Yes No Justification 

Light – Variable   DNA 
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Exogenous factors Yes No Justification 

illumination conditions 
Wind     DNA 

Moisture   High level of moisture could 
affect the sensors 

Vibrations   Vibrations can cause artefacts to 
the ECG recordings. 

Temperature   Low or high uncomfortable 
temperatures can affect the ECG 

recordings. 
Illumination   DNA 

Sound levels-Noise   DNA 
 

8.9.3.5 Other Factors that affect the performance of the system-Limitations 
 

Factor  Yes No Justification  

User behaviour 
Eye gaze and facial 
direction 

  DNA 

Persons mobility on 
monitoring space 

  Person should not move. 
Movements cause artefacts to the 

ECG recording. 
Facial Expression   DNA 
Native language   DNA 
Accent   DNA 
Voice Intonation   DNA 
Emotional state/mood   Extreme emotional states affect 

the ECG recordings. 
User demographics 

Age   DNA 
Ethnic origin   DNA 
Gender   DNA 

User appearance 
Skin tone   DNA 
Eye colour   DNA 
Beard   DNA 
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Factor  Yes No Justification  

Moustache   DNA 
Glasses   DNA 
Clothing   DNA 
Shoes   DNA 
Carrying bag   DNA 
Wearing a hat   DNA 

Wearing big earrings on 
the left ear 

  DNA 

Wearing big wristwatch 
on the left harm. 

  DNA 

Wearing big or many 
bracelets on the left harm 

  DNA 

 
 

8.9.4 Physiological modules for validation and monitoring 

8.9.4.1 Applicability 
 
This section presents preliminary requirements for the physiological modules for validation 
of the initial state and monitoring. It has not been decided yet which physiological 
parameters will be used for validation of the initial state and the monitoring. At the present 
time five physiological parameters are tested in the HUMABIO protocol: EEG, ERP, ECG, 
EOG and body sway. Their potential applicability for validation and monitoring is depicted 
in the following tables. 

 
EEG 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Validation of initial state ( ) ( ) ( ) ( ) 
Monitoring ( ) ( )  ( ) 

 
ERP 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Validation of initial state ( ) ( ) ( ) ( ) 
Monitoring     
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ECG 
              Application Environment

 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Validation of initial state ( ) ( ) ( ) ( ) 
Monitoring ( ) ( )  ( ) 
 
EOG 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Validation of initial state ( ) ( ) ( ) ( ) 
Monitoring ( ) ( )  ( ) 

 
Body Sway 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Validation of initial state ( ) ( ) ( ) ( ) 
Monitoring     
 

8.9.4.2 Module(s) Functional description  
 

a. Validation of initial state 
 

Functional 
description 

 
Physiological validation of initial state module will be applied for the 
validation of initial state in the different scenarios of use. 
Physiological validation of initial state system shall be able to extract 
from the physiological data of the user some features that will 
characterise his initial state (drowsiness, fatigue, alcohol or drug 
intake…). Then, a classification algorithm will be used in order to 
validate his initial state. 
In the following, the functional requirements of the validation of 
initial state module as well as the input and output parameters of such 
a system are reported. 
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Input, 
Calculated and 
Output 
parameters 

Inputs: 
Same table with the user enrolment scenario. 

 

Calculated Parameters: 
Parameter Unit Format 

NA NA NA 

 
Outputs: 

Parameter Unit Format 

PHYSIOLOGICAL 
Initial State Validation 
Score 

none TBD 

 

Sensor(s) to be 
used 

Electrodes such as ENOBIO or silver/gold electrodes 
Body sway sensor 

Sensor(s) 
Location 

TBD 

HW 
requirements 

 
Minimum 

Requirements 
Recommended 
Requirements 

Processor 
2Ghz or better (Intel or 

AMD) 
 

Operating  
System 

Windows 2000 or 
better. 

Windows 2000 is 
recommended. 

RAM 
512-2GB. 1 GB of RAM is 

recommended. 

Hard Disk 
100-200GB. A hard disk of 200 GB 

is recommended, 
when a number of 100 
subjects will be used 
for user registration. 

VGA Card 
Any videocard with a 

resolution of  
1 600 x 1 200 pixels 

- 
 

Acquisition 
card  

NI 6033 E  

 

S/W 
requirements 

TBD 

Communication 
requirements 

TBD 

 
 
 
 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 112          CERTH/HIT 
 

b. Monitoring 
 

Functional 
description 

Physiological monitoring module will be applied for monitoring the 
state of the user in the different scenarios of use. Physiological 
monitoring system shall be able to extract continuously from the 
physiological baseline of the user some features that will characterise 
his state (drowsiness, fatigue, alcohol or drug intake…). Then, a 
classification algorithm will be used in order to determine his state. 
 
In the following, the functional requirements of the monitoring 
module as well as the input and output parameters of such a system 
are reported. 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

 
Same table with the user enrolment scenario. 

 

Calculated Parameters: 
Parameter Unit Format 

NA NA NA 

 
Outputs: 

Parameter Unit Format 

physiological Monitoring 
Score 

none TBD 

 

Sensor(s) to be 
used  

Electrodes such as ENOBIO or silver/gold electrodes 
Body sway sensor 

Sensor(s) 
Location 

TBD 

HW 
requirements 

 
Minimum 

Requirements 
Recommended 
Requirements 

Processor 
2Ghz or better (Intel or 

AMD) 
 

Operating  
System 

Windows 2000 or 
better. 

Windows 2000 is 
recommended. 

RAM 
512-2GB. 1 GB of RAM is 

recommended. 

Hard Disk 
100-200GB. A hard disk of 200 GB 

is recommended, 
when a number of 100 
subjects will be used 
for user registration. 

VGA Card 
Any videocard with a 

resolution of  
1 600 x 1 200 pixels 

- 
 

Acquisition 
NI 6033 E  
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card   

S/W 
requirements 

TBD 

Communication 
requirements 

TBD 

 

8.9.4.3 Requirements imposed on the selection of sensors 
 
Electrode for ERP  
 

Parameter Recommended 
Value Comment 

Sampling 
frequency  

1000Hz Sampling range should be large 
enough to have a more precise pattern 
of ERP, otherwise the usual sampling 
rate of 250-512Hz is enough. 
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8.9.5 Face biometric based module 
 

8.9.5.1 Applicability 
 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Enrolment     
Initial Authentication     
Continuous Authentication     
Validation of initial state     
Monitoring     
 
Continuous Authentication should only be possible under some conditions. The problem is 
the needed processing power and the interference with the monitoring. Furthermore due to 
the complexity of the analysis the current resolution of the camera environmental settings 
and processing needed doesn’t allow to process the validation of the initial state. 
 

8.9.5.2 Module(s) Functional description  
   

a. Enrolment 
 

Functional 
description 

The software application will ask the human subject to look in the 
direction of the camera, to do some head rotation and change facial 
expressions and different environmental conditions only for truck 
applications. When the procedure will finish, the recorded data will be 
processed to extract the subject’s signatures that will be stored in a 
database as well as the human subject information (person id, name, 
surname, date, time, it is assumed that the face enrolment will not take 
care of the human subject information collection).. 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

 

Inputs: 
Parameter Unit Format 

Video of Human subject 
face 

 748*400 Pixels  

Name of the subject   Text 

 

Calculated Parameters: 
Parameter Unit Format 

Signature of the 
corresponding subject 

NA Eigen value vector  

   

 
 
Output Parameters: 
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Parameter Unit Format 

Signature of the 
corresponding subject 

NA Eigen value vector  

   
 

Sensor(s) to be 
used  

(type, number) 

Type : Video Camera CMOS technology (with a set of pulsed NIR LEDs) 
     
Number :  1 

Sensor(s) 
Location 

 

The camera sensor is placed onto the vehicle dash board. The same 
configuration must be respected for office and airport applications.  . 

IP point
x= 2368
y= -360
z=  859

23°
16°

24°
17°

24°
Camera

++
+

Midpoint Eyellipse

73 cm

22 cm

Steering Wheel

 

HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
AMD / Intel @ 2 GHz AMD/Intel @ 2 GHz 

Dual core 

Operating  
System 

Microsoft Windows XP Microsoft Windows XP 

RAM 
1 GBytes 1 GBytes 

Hard Disk 
20 GByte 20 GBytes 

Acquisition 
board 

 Frame Link 

VGA Card 
Standard VGA  

Power 
220 V @ 50 Hz 220 V @ 50 Hz 
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supply  

S/W 
requirements 

(C++, java etc) 

THE HIGH-LEVEL USER INTERFACE IS DEVELOPED UNDER 
MICROSOFT VISUAL C++ ENVIRONMENT 
 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

The video  camera sensing communicate with the face authentication  
processing unit through a camera link (LVDS+Serial)  
The face authentication communicates with the Humabio application 
through TCP-IP  
A network protocol (e.g. TCP/IP) should be supported for storing the face 
signatures data to a distributed HUMABIO database. 
The face authentication module is controlling in real time and in closed 
loop the camera and light modules  
 
 

 
 

b. Initial Authentication  
 

Functional 
description 

The software application will ask the human subject to look in the 
direction of the camera,  
The face authentication system will process the images currently 
recorded to  extract the subject’s signatures  
The software application downloads from the Humabio data base the 
face signatures that corresponds with the subject Id (it is assumed that 
the subject has provided is Id by the beginning of the authentication 
process, this task is not managed by the face authentication module) 
The current face signature is then compared with those downloaded 
from the Humabio database. 
If the current signatures and those downloaded doesn’t match then the 
subject is rejected  
 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
Parameter Unit Format 

Video of Human subject 
face 

NA 748*400 Pixels  

Signature of the 
corresponding  Subject 
from the Humabio data 
base 

NA Eigen value vector 

Subject  NA Text 

 

Calculated Parameters: 
Parameter Unit Format 

Eigen value vector of the 
current face image 

NA Eigen value vector 
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Outputs: 

Parameter Unit Format 

Authentication 
confirmation via user 
interface 

 Analogical value 
between 0 and 1 or 
Boolean 

 
 

Sensor(s) to be 
used  

(type, number) 

See sensors that will be used in the user enrolment use case. 

Sensor(s) 
Location 

(position, 
Camera angle) 

See sensors location that will be used in the user enrolment use case. 

HW 
requirements 

(PC, power 
supply etc.) 

Same table with the user enrolment scenario. 
 
 

S/W 
requirements 

(C++, java etc) 

Same requirements with the user enrolment scenario. 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

Same requirements with the user enrolment scenario. 

 
 

c. Continuous Authentication  
 

Functional 
description 

In this running state, the face continuous authentication module is 
used to give access and then to confirm this access to a user to vehicle 
or an office desk . Initially, a subject presents a new face signature to 
the system (face data acquisition and signature extractor modules) and 
claims to be an identity that exists in the system. Then, the face 
recognition system compares its signature with the corresponding ID 
face signature downloaded from the data base. Using the recognition 
module, the subject is accepted/rejected using an operating threshold. 
Then during  the running time the user face signature is  continuously 
compared with the  corresponding signature initially claimed. In case 
if vehicle application this process is only active when some events 
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occur (start of the engine, open the door, vehicle speed equal to zero 
etc). 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
Parameter Unit Format 

Video of Human subject 
face 

NA 748*400 Pixels  

Signature of the 
corresponding  Subject 
from the Humabio data 
base 

NA Eigen value vector 

Subject  NA Text 

 

Calculated Parameters: 
Parameter Unit Format 

Eigen value vector of the 
current face image 

NA Eigen value vector 

   

 
 
Outputs: 

Parameter Unit Format 

Authentication 
confirmation via user 
interface 

 Analogical value 
between 0 and 1 or 
Boolean 

 
 

Sensor(s) to be 
used  
(type, number) 

See sensors that will be used in the user enrolment use case. 

Sensor(s) 
Location 
(position, 
Camera angle) 

See sensors location that will be used in the user enrolment use case. 

HW 
requirements 
(PC, power 
supply etc.) 

Same table with the user enrolment scenario. 
 
 

S/W 
requirements 
(C++, java etc) 

Same requirements with the user enrolment scenario. 

Communication 
requirements 
(interfaces, 
output data rate 
etc) 

Same requirements with the user enrolment scenario. 
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d.  Monitoring 
 

Functional 
description 

During the normal work activities the authentication protocol is not 
applicable (as it is described above). However the face sensing module 
monitors in real time the subject state of hypovigilance.  
The main functionalities are: 

o Face tracking 
o Eyelid measurement 
o On-line diagnostic 

The monitoring function is only concerned with Truck and office 
applications 
The driver monitoring module is automatically activated when 
authentication phase is achieved.  
The driver state is displayed onto a dedicated HMI 
 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
Parameter Unit Format 

Video of Human subject 
face 

NA 748*400 Pixels  

 

Calculated Parameters: 
Parameter Unit Format 

Eyelid aperture mm float 

Eyelid closure duration Sec float 

Drowsiness diagnostic NA 4 levels 0 to 3 

 
 
Outputs: 

Parameter Unit Format 

Drowsiness diagnostic NA 4 levels 0 to 3 

 
 

Sensor(s) to be 
used  
(type, number) 

See sensors that will be used in the user enrolment use case. 

Sensor(s) 
Location 
(position, 
Camera angle) 

See sensors location that will be used in the user enrolment use case,  

HW 
requirements 
(PC, power 
supply etc.) 

Same table with the user enrolment scenario. A diagnostic is delivered 
each 30 sec  
 
 
 

S/W 
requirements Same requirements with the user enrolment scenario. 
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(C++, java etc) 
Communication 
requirements 
(interfaces, 
output data rate 
etc) 

A specific interface for displaying subject state of hypovigilance is 
needed. 
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8.9.5.3 Requirements imposed on the selection of sensors 
 
Camera 
 

Parameter Required Value Comment 
Horizontal FoV 32° The field of view of the camera must 

include the driver's face from the chin 
to the eyebrows. 

Vertical FoV 24° The field of view of the camera must 
include the driver's face from the chin 
to the eyebrows. 

DoV 0.6 to 1m Normal in-vehicle configuration 
 

Lens focal 
length 

11.5 mm 
 

Determined by the field of View and 
the distance of he camera. 

Shutter Speed Shutter, gain, 
dynamic 

Controlled in closed loop by SW 

Type of Shutter Global Needed for synchronisation with 
pulsed light unit 

Resolution  750X 400 A good vertical and horizontal 
resolution is required. 400 is the 
minimal for vertical. 

Dynamic range ≥60 db Programmable. It is important in 
order to cope with variation in 
illumination and limit saturation 
effect. 

Lens aperture 
 
(f/stop number) 

F1.4  It derives from DoV and FoV and 
Lens focal length.  

 

8.9.5.4 Environmental conditions, limitations 
 

Exogenous factors Yes No Justification 

Light – Variable 
illumination conditions 

  The image of the driver's face is 
captured in the NIR region with 
the use of a set of pulsed NIR 

LEDs and therefore is not 
affected by the variation of light. 

Wind     DNA 

Moisture   DNA 

Vibrations   DNA 
Temperature   DNA 

Sound levels-Noise   DNA 
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8.9.5.5 Other Factors that affect the performance of the system-Limitations 
 

Factor  Yes No Justification  

User behaviour 
Eye gaze and facial 
direction 

   

Persons mobility on 
monitoring space 

  The face must be in the field of 
the camera for a certain time 

Facial Expression    
Native language   DNA 
Accent   DNA 
Voice Intonation   DNA 
Emotional state/mood   DNA 

User demographics 
Age   ripple 
Ethnic origin   Low opening of the eyelid for 

Asiatic 
Gender   Make up 

User appearance 
Skin tone   DNA 
Eye colour   DNA 
Beard   With and without for the same Id 
Moustache   With and without for the same Id 
Glasses   Reflexions on glasses can 

degrade the performances 
Clothing   DNA 
Shoes   DNA 
Carrying bag   DNA 
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8.9.6 Gait biometric based module(s) 
 

8.9.6.1 Applicability 
 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Enrolment     
Initial Authentication     
Continuous Authentication     
Validation of initial state     
Monitoring     
 
Research on the potential of the use of gait for this operation mode has shown that gait is not 
one of the preferred modalities for truck environment as well as validation and monitoring of 
the initial state. 
 

8.9.6.2 Module(s) Functional description  
   

a. Enrolment 
 

Functional 
description 

Gait recognition module will be applied for the user enrolment in the 
restricted area pilot. In particularly each subject will be asked to walk 
in a controlled area (probably corridor) under different conditions 
(different clothes, carrying objects etc). A stereoscopic camera will 
capture the walking of the subject and will send the relevant image 
sequences to the gait recognition module. During enrolment, the gait 
recognition module will extract the gait of the subjects walking and 
will send the subject’s gait signature to a local database for storage or 
will store it to a token card. Following the functional requirements of 
this module as well as the input and output parameters of the gait 
system for user enrolment are presented.  

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

INPUTS: 
Input to the gait biometric module, in terms of the enrolment, consists of several 
sessions of gait sequences that will be processed in next stages from the module. 

 

Parameter Unit Format 

Subject 
movement/walking 

Data acquisition module Image sequences in png 
format 

   

 

Calculated Parameters: 
During the enrolment state of the gait biometric module, image-processing 
techniques are applied to the video sequences in order to extract the silhouette image 
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sequences. Also a set of feature descriptor extraction techniques are applied to the 
silhouette image sequences thus resulting in the extraction of a gait signature for 
each user. 

Outputs: 
Gait biometric signature data.  
 

Parameter Unit Format 

Gait signature Database, Token Card NF x Fsize double vector, 
where NF denotes 
number of frames in the 
sequence, and Fsize 
denote the size of 
signature vector. Each  

   

 
 

Sensor(s) to be 
used  

(type, number) 

Type     : A stereoscopic camera, namely Bumblebee, from Point Grey 
(technical characteristics are provided in the Annex 6). 
Number :  1  

Sensor(s) 
Location 

(position, 
Camera angle) 

User enrolment will take place in a place with environmental 
conditions similar to the restricted area pilot. The overall setting of the 
user enrolment is illustrated in Figure 70. As seen, each user will walk 
for at least five meters in a front-parallel view with the camera and in 
maximum six or seven meters far away from the camera. Also, the 
maximum distance of the subject from the camera is restricted to 
seven meters. This distance refers to the maximum operating distance 
of the stereo camera, in which accurate depth images can be captured. 
Height of camera from the ground will be in the range from 1.5 to 2 
meters.   

 
Figure 70 Graphical representation of user enrolment scenario in the restricted area pilot 
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HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum 

Requirements 
Recommended 
Requirements 

Processor 
1Ghz or better (Intel or 

AMD) 
 

Operating  
System 

Windows 2000 or 
better. 

Windows XP is 
recommended. 

RAM 
512-2GB. 1 GB of RAM is 

recommended. 

Hard 
Disk 

200-400GB. A hard disk of 200 GB 
is recommended, when 

a number of 100 
subjects will be used 
for user registration. 

VGA 
Card 

ANY AGP 8x graphic 
device unit 

- 

 

S/W 
requirements 

(C++, java etc) 

GAIT SYSTEM WILL BE IMPLEMENTED IN A VISUAL C++ 
ENVIRONMENT. 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

IEEE-1394 FIREWIRE CONNECTION BETWEEN THE CAMERA 
AND THE PERSONAL COMPUTER IS NEEDED FOR 
ACQUIRING THE GAIT SEQUENCES. 
A network protocol (e.g. TCP/IP) should be supported for storing the 
extracted gait signatures to a distributed HUMABIO database. 
 

  
 

b. Initial Authentication  

Functional 
description 

Gait recognition module will be applied for the initial authentication 
scenario in the restricted area pilot. Gait authentication system shall be 
able to extract the gait signature from the subject that wants to enter a 
controlled area in the airport pilot. Furthermore, the system will 
communicate either with a database or with a token card and will 
retrieve the stored gait biometric signature of the subject. Then, a 
template-matching algorithm will be used to calculate a match score 
between the signatures in order to perform the authentication. 
Following the functional requirements of the authentication module as 
well as the input and output parameters of the gait system for 
authentication are reported. 

Input and 
Output 
parameters – 
format 

(face image, 

Inputs: 
Input to the gait system, in terms of the user authentication, consists of an acquired 
gait sequence that will be processed in next stages from the gait authentication 
module.  

 

Parameter Unit Format 
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blink rate, 
drowsiness 
level etc) 

Subject 
movement/walking 

Data acquisition module Image sequences in png 
format 

Gait stored signature Storage module NF x Fsize double vector, 
where NF denotes the 
number of frames in the 
stored sequence, and Fsize 
denote the size of 
signature vector. 

 

Calculated Parameters: 
Gait authentication system shall be able to extract the gait signature 
from the subject that wants to enter a controlled area in the airport 
pilot. Furthermore, the system will communicate either with a 
database or with a token card and will retrieve the stored gait 
biometric signature of the subject. Then, a template-matching 
algorithm will be used to calculate a match score between the 
signatures in order to perform the authentication. 

Outputs: 
Output of the gait system, in terms of the user authentication, is a 
boolean decision (true or false). A true value indicates that user 
authentication succeeded and a false value indicates that user entrance 
to a secure area was denied. When a multimodal scenario is used, 
output of the gait module consists of a biometric score that will be 
used for authentication based on fusing several modalities scores.  
 

Parameter Unit Format 

Gait biometric Score Gait recognition module Double value 

Gait authentication  Gait recognition module Boolean, when module is 
used as a single 
modality. 

 

Sensor(s) to be 
used  

(type, number) 

See sensors that will be used in the user enrolment use case. 

Sensor(s) 
Location 

(position, 
Camera angle) 

The gait authentication system that will be implemented will be 
evaluated in the airport pilot setup. Main purpose of this pilot will be 
to authenticate airport employees in a controlled area. Figure 71 
illustrates a possible setting that could be used for acquiring the gait 
signals of the persons. As seen, human movement will be captured in 
an indoor environment and probably in an airport corridor, which can 
already be used for other security issues (e.g. bags checking). As in 
the user enrolment, a stereo camera will be used for acquiring the 
human locomotion. Moreover, human movement will be captured in a 
front-parallel view, so the controlled area must be wide enough to 
capture the gait signal, as depicted in Figure 71. Height of camera 
from the ground will be in the range from 1.5 to 2 meters.   
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Figure 71 Airport Pilot: Environment settings for gait authentication on a controlled 

environment  
 

HW 
requirements 
(PC, power 
supply etc.) 

Same table with the user enrolment scenario. 

S/W 
requirements 
(C++, java etc) 

Same requirements with the user enrolment scenario. 

Communication 
requirements 
(interfaces, 
output data rate 
etc) 

Same requirements with the user enrolment scenario. 

 

8.9.6.3 Requirements imposed on the selection of camera sensor 
 

Parameter Required 
Value Justification 

Horizontal 
FoV 

700   A horizontal FOV value of 700 is preferred in order to 
acquire human movement. Using this HFOV, gait of 
the target subject, can be captured in a range of 3-6 
meters from the camera. 

Dynamic 
range  

6-7 meters The target object shall not be more than 7 meters far 
away from the camera during the gait recording 
procedure. As of today, above this distance the current 
sensor cannot calculate accurate 3D depth data. 

Lens focal 
length 

 

Image 
sensor 

Max 
Focal 
length

1/4inch  
1/3inch 4mm 
1/2inch  
2/3inch  
1inch  

The maximum focal length F, to achieve the required 
FOV depends on the size D of the image sensor, 
according to the following equation: 

2
tan2 FOV

DF =  

 For typical image sensor dimensions, the maximum 
focal length is given in the table in mm. 
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Parameter Required 
Value Justification 

Shutter 
Speed 

1/8000s to 
1/30s @ 30Hz 
at 640x480 
Image 
Resolution 
 

 
Typical Values are applied here. The only requirement 
is to have at least images resolution at 640x480. 
 

Resolution 640x480 will be 
used for gait 
sequences 

This resolution (640x480) is applicable for online 
applications that demand good representation of gait 
sequences and provide medium memory requirements. 

Frame rate 25 fps are 
needed for 
capturing the 
gait sequences. 

It is essential to acquire gait data with a high frame 
rate, in order to capture gait sequences with appropriate 
Level of Detail (LOD). 

Range and 
Depth 
Data 

At least 12 fps 
are needed for 
acquiring depth 
data 
information 

Utilization of range data are twofold: 
1. Pre-processing of Gait Sequences 
2. Evaluating the Height of the Person. This 

parameter will be used in the Airport Pilot to 
facilitate the face recognition module. 

For this reason, a stereoscopic camera is needed in 
order to the Gait Module to operate properly. 

 

8.9.6.4 Environmental conditions, limitations 
 

Exogenous factors Yes No Justification 

Light – Variable 
illumination conditions 

  Gait data acquisition under 
variable illuminations introduces 

noise in the gait silhouette 
sequences. Gait recognition 

module will be tested only in the 
airport indoors scenario. Thus, a 

typical indoors illumination 
environment will be used for the 

gait recognition system. 
Wind     DNA 

Moisture   DNA 

Vibrations   DNA 
Temperature   Camera sensor operates in the 

range 0-45 oC 
Sound levels-Noise   DNA 

Surface Type   The performance of the gait 
recognition module has shown to 
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Exogenous factors Yes No Justification 

be affected to a certain extend by 
the surface type (reduces with 
grass, increases with marble, 

etc.). In the restricted area pilot, 
a typical indoors surface type 

will be used for all pilot 
scenarios, and thus we do not 

expect significant affection to the 
performance. 

 

8.9.6.5 Other Factors that affect the performance of the system-Limitations 
 

Factor  Yes No Justification  

User behaviour 
Eye gaze and facial 
direction 

  DNA 

Persons mobility on 
monitoring space 

  DNA 

Facial Expression   DNA 
Native language   DNA 
Accent   DNA 
Voice Intonation   DNA 
Emotional state/mood   Emotional state of the subject 

influences the human movement 
speed and as a result it could 

affect the gait recognition 
system. 

User demographics 
Age   Ageing potentially affect the gait 

recognition system. This has to 
be further investigated in the 

project. 
Ethnic origin   DNA 
Gender   DNA 

User appearance 
Skin tone   DNA 
Eye colour   DNA 
Beard   DNA 
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Factor  Yes No Justification  

Moustache   DNA 
Glasses   DNA 
Clothing   Clothing in combination with 

other factors as shoes or carrying 
objects can drastically effect the 

performance of the gait 
recognition system. 

Shoes   Shoe changes influence the 
human movement speed and as a 
result the performance of the gait 
recognition system could also be 

affected.  
Carrying bag   Carrying bag can affect the gait 

recognition system, as objects 
like a bag usually alter the shape 

characteristics of the moving 
object. 

 

8.9.7 Voice biometric based module 

8.9.7.1 Applicability 
 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Enrolment     
Initial Authentication     
Continuous Authentication     
Validation of initial state     
Monitoring     
 
In the case of truck, continuous voice authentication is not recommended, because 
spontaneous speech is unlikely while driving. Moreover, the voice modality cannot be used 
in the truck application while the engine is running (noise), whereas confusion with the radio 
sound is possible.  
 
Furthermore, the actual potential of voice for detection of abnormal states is still questionable 
and will or will not be used for validation and monitoring. 
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8.9.7.2 Module(s) Functional description  
   

a.  Enrolment 
 

Functional 
description 

The enrolment of the speakers will be held in the three pilot 
environments, namely, the truck simulator, the office and the restricted 
area. Speakers will be asked to pronounce short texts covering the 
language phonemes and to answer freely to open questions 
(spontaneous speech). 
Two microphones will be simultaneously recorded and related GMM 
speaker models will be built from these data. The format of the output 
models will follow the Humabio guidelines. 
The recordings will be performed through a graphical interface 
specifically adapted for speaker enrolment. This tool will prompt the 
speaker with the sentences he has to pronounce and activate the voice 
recordings. Moreover, it includes extra features such as multiple 
microphone support, silence calibration, VU meters, and, of course, 
building of the speaker GMM models. Eventually, this tool will also 
build a template corresponding to the “normal” status of the subject 
(for validation and monitoring). 
So far, we do not consider adapting the enrolment procedure to the 
Biosec API except concerning the file format of the speaker profiles 
(of course) and its storage in a distributed database or eventually on a 
token card.  
 
In case the potential of the voice signal for detection of abnormal 
emotional state could be demonstrated, the enrolment procedure will 
be extended for building the “normal” status template of the speaker 
regarding the relevant parameters. 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
 
The enrolment procedure takes the sampled voice signal and the 
universal background model (UBM) as input. The procedure consists 
in adapting the UBM with speaker specific data. 
 

Parameter Unit Format 

Voice sampled signal – 
16 kHz 

Enrolment GUI PCM 16 bits linear 

Universal background 
model 

Enrolment GUI Matrix float 32 bits 

 

Calculated Parameters: 
 
The feature parameters are standard MFCC, possibly with noise and 
channel robust processing. We do not plan to store those internal 
parameters. 
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Parameter Unit Format 

13 Mel cepstrum 
coefficients - 100 Hz 

Enrolment GUI Float 32 bits 

 
Outputs: 
 
The enrolment procedure is creating two GMM models. The first one 
is the speaker model, the second one is a specific background model, 
adapted on the operating “silence”. 
 

Parameter Unit Format 

GMM speaker model Database, token card Matrix float 32 bits 

GMM background model Database, token card Matrix float 32 bits 

“Normal” status 
template 1 

Database, token card Vector float 32 bits 

 

1 in case potential of voice for validation and monitoring is 
demonstrated. 
 

Sensor(s) to be 
used  

(type, number) 

Type : microphones 
     
Number :  2 

Sensor(s) 
Location 

(position, 
Camera angle) 

1. headset microphone (wearable). The mic should be placed no 
farther than 2.5 cm from the corner of the mouth. 

2. far-field microphone – max. 50 cm in front of the speaker – to 
avoid interferences, the microphone should not be place too 
close from a PC monitor. 

HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum 

Requirements 
Recommended 
Requirements 

Processor 
As required by 
Windows 2000 

As required by 
Windows XP 

Operating  
System 

Windows 2000 Windows XP 

RAM 
As required by 
Windows 2000 

As required by 
Windows XP 

Hard 
Disk 

50 Mb NA 

VGA 
Card 

DNA DNA 

Power 
supply 

Supplied by the PC DNA 
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Other? 
On-board sound 

acquisition card + 1 
USB ports 

Soundblaster 
compatible sound 

acquisition card + 2 
USB ports  

S/W 
requirements 

(C++, java etc) 
C++ 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

The Enrolment interface is able to drive multiple microphones through 
the generic Window Multi Media DLL. These microphones can be 
connected to a PC either through a sound board or through the USB 
port. 
 
A network protocol (e.g. TCP/IP) should be supported for storing the 
extracted speaker profiles to a distributed HUMABIO database. 
 

 
 
  
 

b. Initial Authentication  
 

Functional 
description 

During  the initial authentication, the subject will be asked to 
pronounce a short sentence (< 10 s). Depending on the pilot 
configuration, the microphone could be a headset or a far-field mic. 
The system will extract the voice parameters and match them with the 
speaker model loaded from the Humabio database. The system will 
provide an authentication decision together with a matching score. 
This score will be normalize between -1 and 1 (-1 : reject, 1 accept). 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
 
The authentication module will process sampled voice signals and 
load two profiles. The first one is the voice speaker model, the second 
one is the “silence” adapted background model. 
 

Parameter Unit Format 

Voice sampled signal – 
16 kHz 

Data acquisition module PCM – 16 bits linear 

GMM speaker model Storage module Matrix float 32 bits 

GMM background model Storage module Matrix float 32 bits 

 

Calculated Parameters: 
 
The feature parameters are standard MFCC, possibly with noise and 
channel robust processing. We do not plan to store those internal 
parameters. 
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Parameter Unit Format 

13 Mel cepstrum 
coefficients - 100 Hz 

DNA Float 32 bits 

 
 
Outputs: 
 
The authentication module will provide a accept/reject decision based 
on the voice modality only and a matching score ranging between -1 
(reject) and 1 (accept). 
 

Parameter Unit Format 

1 decision Decision module Integer 16 bit 

1 decision score Decision module Float 32 bits 

 
 

Sensor(s) to be 
used  

(type, number) 

Type : microphone 
     
Number :  1 

Sensor(s) 
Location 

(position, 
Camera angle) 

Either a headset microphone (wearable) - the mic should be placed no 
farther than 2.5 cm from the corner of the mouth. 
Or a far-field microphone – max. 50 cm in front of the speaker – to 
avoid interferences, the microphone should not be place too close 
from a PC monitor. 

HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum 

Requirements 
Recommended 
Requirements 

Processor 
As required by 
Windows 2000 

As required by 
Windows XP 

Operating  
System 

Windows 2000 Windows XP 

RAM 
As required by 
Windows 2000 

As required by 
Windows XP 

Hard 
Disk 

50 Mb NA 

VGA 
Card 

DNA DNA 

Power 
supply 

Supplied by the PC DNA 

Other? 
On-board sound 

acquisition card + 1 
USB ports 

Soundblaster 
compatible sound 

acquisition card + 2 
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USB ports  

S/W 
requirements 

(C++, java etc) 
C++ 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

A network protocol (e.g. TCP/IP) should be supported for storing the 
extracted speaker profiles to a distributed HUMABIO database. 

 
c.  Continuous Authentication  
 

Functional 
description 

Speaker authentication can be performed in a continuous way as well. 
For practical reason, this functionality is available in the office 
environment only. Indeed, while driving a truck, the engine noise and 
the radio will prevent from achieving accurate voice authentication. 
And in the controlled area, people are excepting to move freely which 
is hard to handle with unobtrusive microphones. 
In that framework, the voice module will be able to scan continuously 
the output of the microphone and detect useful speech (using a Voice 
Activity Detector (VAD)). If the amount of speech signal is sufficient, 
online authentication will be performed. The system will therefore be 
robust to spontaneous speech thanks to a specific enrolment for this 
task (see above). 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
Parameter Unit Format 

Voice sampled signal – 
16 kHz 

Data acquisition module PCM – 16 bits linear 

GMM speaker model Storage module Matrix float 32 bits 

GMM background model Storage module Matrix float 32 bits 

 

Calculated Parameters: 
Parameter Unit Format 

13 Mel cepstrum 
coefficients - 100 Hz 

DNA Float 32 bits 

 
 
Outputs: 

Parameter Unit Format 

1 decision Decision module Integer 16 bit 

1 decision score Decision module Float 32 bits 
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Sensor(s) to be 
used  

(type, number) 

Type : microphone 
     
Number :  1 

Sensor(s) 
Location 

(position, 
Camera angle) 

Either a headset microphone (wearable) - the mic should be placed no 
farther than 2.5 cm from the corner of the mouth. 
Or a far-field microphone – max. 50 cm in front of the speaker – to 
avoid interferences, the microphone should not be place too close 
from a PC monitor. 

HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
As required by Windows 

2000 
As required by 
Windows XP 

Operating  
System 

Windows 2000 Windows XP 

RAM 
As required by Windows 

2000 
As required by 
Windows XP 

Hard Disk 
50 Mb NA 

VGA Card 
DNA DNA 

Power supply 
Supplied by the PC DNA 

Other? 
On-board sound 

acquisition card + 1 USB 
ports 

Soundblaster 
compatible sound 

acquisition card + 2 
USB ports  

S/W 
requirements 

(C++, java etc) 
C++ 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

A network protocol (e.g. TCP/IP) should be supported for storing the 
extracted speaker profiles to a distributed HUMABIO database. 

 
 

d.  Validation of initial state 
 

Functional 
description 

Validation of initial state using the voice signal is still highly 
questionable. So far, no definitive conclusion could be drawn. In case, 
potential of voice to detect abnormal state of a subject could be 
demonstrated, the voice system will contain a specific module to 
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extract relevant information from the speech signal and take a 
validation decision. Those parameters will be compared to a speaker 
specific template representative of its “normal” status in order to 
detect abnormality. 
The voice acquisition module for the validation task is exactly the 
same as for authentication. 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
 

Parameter Unit Format 

Voice sampled signal – 
16 kHz 

Data acquisition module PCM – 16 bits linear 

Speaker “normal” status 
template 

Storage module Vector float 32 bits 

 

Calculated Parameters: 
 

Parameter Unit Format 

Relevant parameters – 
not defined yet. 

DNA Float 32 bits 

 
 
Outputs: 
 

Parameter Unit Format 

1 decision Decision module Integer 16 bit 

1 decision score Decision module Float 32 bits 

 
 

Sensor(s) to be 
used  

(type, number) 

Type : microphone 
     
Number :  1 

Sensor(s) 
Location 

(position, 
Camera angle) 

Either a headset microphone (wearable) - the mic should be placed no 
farther than 2.5 cm from the corner of the mouth. 
Or a far-field microphone – max. 50 cm in front of the speaker – to 
avoid interferences, the microphone should not be place too close 
from a PC monitor. 
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HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
As required by Windows 

2000 
As required by 
Windows XP 

Operating  
System 

Windows 2000 Windows XP 

RAM 
As required by Windows 

2000 
As required by 
Windows XP 

Hard Disk 
50 Mb NA 

VGA Card 
DNA DNA 

Power supply 
Supplied by the PC DNA 

Other? 
On-board sound 
acquisition card + 1 USB 
ports 

Soundblaster 
compatible sound 
acquisition card + 2 
USB ports  

S/W 
requirements 

(C++, java etc) 
C++ 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

A network protocol (e.g. TCP/IP) should be supported for storing the 
extracted speaker profiles to a distributed HUMABIO database. 

 
e. Monitoring 

 

Functional 
description 

Monitoring using the voice signal is still highly questionable. So far, 
no definitive conclusion could be drawn. In case, potential of voice to 
detect abnormal state of a subject could be demonstrated, the voice 
system will contain a specific module to extract relevant information 
from the speech signal and apply on-line monitoring. In this 
framework, the system will scan continuously the output of the 
microphone and detect useful speech signal. In case, enough samples 
could be processed, specific parameters will be extracted and 
compared to a speaker specific template representative of its “normal” 
status in order to detect abnormality. 
The voice acquisition module for the monitoring task is exactly the 
same as for continuous authentication. 

Input, 
Calculated and 
Output 

Inputs: 
Parameter Unit Format 

Voice sampled signal – Data acquisition module PCM – 16 bits linear 
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parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

16 kHz 

Speaker “normal” status 
template 

Storage module Vector float 32 bits 

 

Calculated Parameters: 
 

Parameter Unit Format 

Relevant parameters – 
not defined yet. 

DNA Float 32 bits 

 
 
Outputs: 
 

Parameter Unit Format 

1 decision Decision module Integer 16 bit 

1 decision score Decision module Float 32 bits 

 
 

Sensor(s) to be 
used  

(type, number) 

Type : microphone 
     
Number :  1 

Sensor(s) 
Location 

(position, 
Camera angle) 

Either a headset microphone (wearable) - the mic should be placed no 
farther than 2.5 cm from the corner of the mouth. 
Or a far-field microphone – max. 50 cm in front of the speaker – to 
avoid interferences, the microphone should not be place too close 
from a PC monitor. 

HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
As required by Windows 

2000 
As required by 
Windows XP 

Operating  
System 

Windows 2000 Windows XP 

RAM 
As required by Windows 

2000 
As required by 
Windows XP 

Hard Disk 
50 Mb NA 

VGA Card 
DNA DNA 

Power supply 
Supplied by the PC DNA 

Other? 
On-board sound 

acquisition card + 1 USB 
ports 

Soundblaster 
compatible sound 

acquisition card + 2 
USB ports  
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S/W 
requirements 

(C++, java etc) 
C++ 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

A network protocol (e.g. TCP/IP) should be supported for storing the 
extracted speaker profiles to a distributed HUMABIO database. 

 

8.9.7.3 Requirements imposed on the selection of sensors 
 
Microphone 
 

Parameter Required 
Value Comments 

Frequency 
Response 

50 Hz – 8000 
Hz 

50 Hz : no useful voice signal below 50 Hz 
8000 Hz : we need full signal up to Nyquist 
frequency (see sampling rate below). 

Signal-to-Noise 
Ratio 

25 dB Signal SNR strongly depends on the 
recording environment. Overall SNR greater 
than 25 dB can be considered as noise free. 

Quantization 
16 bits linear Other codings such as A-law, Mu-law, 

ADPCM are somewhat reducing the system 
performance 

Sampling rate 16000 kHz 8000 kHz could be enough. Anyway, must be 
the same during enrolment and operation 

Interface Mini-jack or 
USB 

Most sound board have mini-jack entries. 
Otherwise a USB adapter is also a solution. 

 

8.9.7.4 Environmental conditions, limitations 
 

Exogenous factors Yes No Justification 

Light – Variable 
illumination conditions 

  DNA 

Wind     Wind noise can be capture by the 
microphone 

Moisture   DNA 

Vibrations   Strong vibrations could affect the 
quality of the voice signal. 

Temperature   DNA 

Illumination   DNA 
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Exogenous factors Yes No Justification 

Sound levels-Noise   SNR below 20 dB have a strong 
impact on the speaker 
verification performance. Also, 
background conversations are 
just killing the system. 

  

8.9.7.5 Other Factors that affect the performance of the system-Limitations 
 

Factor  Yes No Justification  

User behaviour 
Eye gaze and facial 
direction 

  The speaker should face the 
microphone, except if a headset 
microphone is chosen. 

Persons mobility on 
monitoring space 

  Distance between the speaker 
and the microphone should not 
change in a large range 

Facial Expression   DNA 
Native language   The speaker should have the 

same native language as for the 
universal background model 
otherwise adaptation of UBM 
could fail. 

Accent   Normally not, except in case of 
very strong accent, for the same 
reason as the native language 

Voice Intonation   Normally not, except if it differs 
significantly from the enrolment 
conditions (e.g. mimic, singing, 
…) 

Emotional state/mood   Normally not, except if it differs 
significantly from the enrolment 
conditions (e.g. panic, …) 

User demographics 
Age   Age is a speaker characteristic 

handled by the speaker profile. 
Ethnic origin   See “accent” 
Gender   Gender is a speaker characteristic 

handled by the speaker profile. 
User appearance 

Skin tone   DNA 
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Factor  Yes No Justification  

Eye colour   DNA 
Beard   DNA 
Moustache   DNA 
Glasses   DNA 
Clothing   DNA 
Shoes   DNA 
Carrying bag   DNA 

Miscellaneous  
Disease   Diseases affecting the larynx or 

the lungs may modify the voice 
characteristics. 

Physical effort   Breathlessness caused by 
physical efforts may affect the 
voice characteristics. 

    
 
 

8.9.8 Sensing seat based module 

8.9.8.1 Applicability 
 

              Application Environment
 
Operation  Mode 

Truck 
simulator 

Truck Airport Office 

Enrolment     
Initial Authentication     
Continuous Authentication ( ) ( )  ( ) 
Validation of initial state     
Monitoring ( ) ( )  ( ) 
 
The authentication procedure is based on predefined poses to be assumed by the human 
subject on the sensing seat. During the normal work activities the subject is free to change 
his/her position on the seat and the authentication procedure is not applicable. However the 
Sensing Seat module is able to continuously detect if the subject is not seated (i.e. nobody is 
placed on the sensing seat) and trigger the authentication procedure after the subject has 
raised and seated again. 
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8.9.8.2 Module(s) Functional description  
   

a. Enrolment 
 

Functional 
description 

The software application will ask the human subject to perform some 
initial operations. For each of the standard poses to be assumed by the 
human subject, the system will perform a self-calibration task and then 
will ask the subject to seat on the sensing seat. Data will be recorded 
and an acknowledgment of the subject is required in order to go to the 
next step. All the required information will be displayed using an 
high-level user interface. When the procedure will finish, the recorded 
data will be stored in a database as well as the human subject 
information (person id, name, surname, date, time). The artificial 
neural network will be trained again in order to take into account the 
new user. 

Functional 
Requirements 

Generic – Services: 
1. The sensing seat module, in terms of user enrolment scenario, 
shall be triggered via a user interface for starting the procedure of 
enrolment for each subject. 
2. The sensing seat module shall be able to provide a simple user 
interface to begin the user enrolment. 
3. The sensing seat module, in terms of user enrolment scenario, 
shall be able to connect to the UNIPI sensory system and subsequently 
acquire the data coming from each strain sensor.   
4. The sensing seat module shall be able to manipulate (load, 
process, save) the acquired data from a storage device (e.g. hard disk). 
5. The sensing seat module shall be able to store the acquired 
data to the central database. 
6.  The sensing seat module shall be able to train again the 
artificial neural network on the basis of the new user using the new 
acquired data. 
 
Network Connection: 
1. The sensing seat module shall be able to communicate with the 
UNIPI sensory system via a data acquisition card for analogue input 
signals (i.e. UNIPI DAQ_USB_16_Channels (USB) or General 
Purpose National Instruments DAQ Boards (PCI or PCMCIA)) 
2. The sensing seat module shall be able to connect via a secure 
network protocol with a database or a token in order to store/retrieve 
the sensing seat data. 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

 

Inputs: 
Parameter Unit Format 

Human subject profile A strain information for 
each of the sensing seat 
sensor (Volts [0; 2]) 

A floating point value 
(double) for each strain 
sensor 

New human subject 
identifier 

An integer identifier that 
uniquely identifies the 
new human subject 

An unsigned integer 
value (unsigned int) 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 144          CERTH/HIT 
 

 

Calculated Parameters: 
Parameter Unit Format 

Artificial neural network 
internal status 

Synaptic weights 
strength 

A floating point array 
(double *) 

Activation pattern of the 
artificial neural network 

Spiking neuron 
identifiers and timing of 
the spiking neurons 

An unsigned integer 
array (unsigned int *) 
and a floating point array 
(double *) 

 
Outputs: 

Parameter Unit Format 

Enrolment confirmation 
via user interface 

The system enrolment 
confirmation 

A boolean value (bool) 

 
 

Sensor(s) to be 
used  

(type, number) 

Type : UNIPI strain sensors ( 
http://biomech.iet.unipi.it/research/ce_sensors ) 
     
Number :  36 

Sensor(s) 
Location 

 

The strain sensors are placed between the seat and the sensing cover. 
Sensors are positioned both in the upper side and in the bottom side of 

the seat. 
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HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
AMD / Intel @ 500 MHz AMD / Intel @ 1 GHz 

Operating  
System 

Microsoft Windows 2000 Microsoft Windows XP 
SP2 

RAM 
256 MBytes 512 MBytes 

Hard Disk 
1 GByte 2 GBytes 

VGA Card 
Standard VGA AGP Video Card with 

OpenGL support 

Power supply 
220 V @ 50 Hz 220 V @ 50 Hz 

 

S/W 
requirements 

(C++, java etc) 

THE HIGH-LEVEL USER INTERFACE IS DEVELOPED UNDER 
MICROSOFT VISUAL C++ ENVIRONMENT 
If a National instrument DAQ is used, than the NI-DAQ environment 
is required 
The OpenGL support is required for artificial neural network visual 
debugging 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

UNIPI DAQ_USB_16_Channels (USB) or General Purpose National 
Instruments DAQ Boards (PCI or PCMCIA)) connection between the 
sensing seat and the personal computer is needed for acquiring the 
strain sensor data. 
A network protocol (e.g. TCP/IP) should be supported for storing the 
sensing seat data to a distributed HUMABIO database. 
 

 
 

b. Initial Authentication  
 

Functional 
description 

The software application will ask the human subject to perform some 
initial operations. The human subject information (person id, name, 
surname, date, time) will be asked and stored. For each of the standard 
poses to be assumed by the human subject, the system will perform a 
self-calibration task and then will ask the subject to seat on the sensing 
seat. Data will be recorded and an acknowledgment of the subject is 
required in order to go to the next step. All the required information 
will be displayed using an high-level user interface. When the 
procedure will finish, the recorded data will be compared with the data 
stored in a database and a test will be performed by the artificial 
neural network. The test will produce an output indicating the 
recognised user and a confidence error. If the recognised user 
corresponds to the user under test with a confidence error less than a 
predefined threshold, then the user will be authenticated. Otherwise 
the user request will be rejected. All session data will be stored into 
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the central database. 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
Parameter Unit Format 

Human subject profile A strain information for 
each of the sensing seat 
sensor (Volts [0; 2]) 

A floating point value 
(double) for each strain 
sensor 

Actual human subject 
identifier (inserted by the 
user) 

An integer identifier that 
uniquely identifies the 
actual human subject 

An unsigned integer 
value (unsigned int) 

 

Calculated Parameters: 
Parameter Unit Format 

Activation pattern of the 
artificial neural network 

Spiking neuron 
identifiers and timing of 
the spiking neurons 

An unsigned integer 
array (unsigned int *) 
and a floating point array 
(double *) 

Actual human subject 
identifier (calculated by 
the system) 

An integer identifier that 
uniquely identifies the 
actual human subject 

An unsigned integer 
value (unsigned int) 

 
 
Outputs: 

Parameter Unit Format 

Authentication 
confirmation via user 
interface 

The system 
authentication 
confirmation 

A boolean value (bool) 

 
 

Sensor(s) to be 
used  
(type, number) 

See sensors that will be used in the user enrolment use case. 

Sensor(s) 
Location 
(position, 
Camera angle) 

See sensors location that will be used in the user enrolment use case. 

HW 
requirements 
(PC, power 
supply etc.) 

Same table with the user enrolment scenario. 
 
 

S/W 
requirements 
(C++, java etc) 

Same requirements with the user enrolment scenario. 

Communication 
requirements Same requirements with the user enrolment scenario. 
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(interfaces, 
output data rate 
etc) 
 
 

c. Continuous Authentication 
 

Functional 
description 

The Sensing Seat module is able to continuously detect if the subject 
is or is not seated (i.e. nobody is or is not placed on the sensing seat).  
The Sensing Seat module, in terms of continuous authentication, could 
be triggered whenever the subject sits again after a non detection 
event. 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
Parameter Unit Format 

Human subject profile A strain information for 
each of the sensing seat 
sensor (Volts [0; 2]) 

A floating point value 
(double) for each strain 
sensor 

 

Calculated Parameters: 
Parameter Unit Format 

Activation pattern of the 
artificial neural network 

Spiking neuron 
identifiers and timing of 
the spiking neurons 

An unsigned integer 
array (unsigned int *) 
and a floating point array 
(double *) 

Actual human subject 
identifier (calculated by 
the system) 

An integer identifier that 
uniquely identifies the 
actual human subject 

An unsigned integer 
value (unsigned int) 

 
 

Parameter Unit Format 

The compare result 
between the last user 
logged into the system 
and the user identifier 
corresponding to the 
‘nobody’; confirmation 
via user interface 

The system ‘nobody’ 
check confirmation 

A boolean value (bool) 

 
Outputs: 

Parameter Unit Format 

Authentication 
confirmation via user 
interface 

The system 
authentication 
confirmation 

A boolean value (bool) 

 
 

Sensor(s) to be 
used  
(type, number) 

See sensors that will be used in the user enrolment use case. 
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Sensor(s) 
Location 
(position, 
Camera angle) 

See sensors location that will be used in the user enrolment use case,  

HW 
requirements 
(PC, power 
supply etc.) 

Same table with the user enrolment scenario, plus: 
 
7. The sensing seat module shall be able to check every 10 seconds if 
nobody is placed on the sensing seat. 
 
 

S/W 
requirements 
(C++, java etc) 

Same requirements with the user enrolment scenario. 

Communication 
requirements 
(interfaces, 
output data rate 
etc) 

Same requirements with the user enrolment scenario. 

 

8.9.8.3 Requirements imposed on the selection of sensors 
 
Seat sensor 
 

Parameter Required 
Value Comments 

Sampling rate 
[Hz] 

> 1Hz For each sensor we need one sample per second 
at least, in order to not slow down the 
enrolment/authentication/monitoring procedure 
and to obtain good classification results. A 
sampling rate of 100 Hz is recommended. The 
system was tested with a sampling rate up to 
1000Hz. 

Quantisation 
[bits] 

12 to 64 bits The data acquisition board performs a 12 bit 
quantisation. Lower values lead to a loss of 
information that affects the classification results. 
However the high-level software modules were 
implemented in order to handle up to 64 bits. 

Dynamic 
Range [V] 

[0 ; 2] for 
each strain 
sensor 

This strategy is imposed by the data acquisition 
board front-end in order to convert the acquired 
signals (high-impedance measurement) into a 
domain that compliant with the data acquisition 
board (DAQ) connected to the PC. 

Resolution 
0.01 V This resolution value is linked to the Dynamic 

Range (see above) supplied by the data 
acquisition board front-end. 

Pressure 
Range 

30 to 300 Kg The sensing seat system has been successfully 
tested within the weight domain of a typical 
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Parameter Required 
Value Comments 

human subject. The weight domain was over 
dimensioned in order to let the system work 
correctly around the central operating point. 

Sensel Density 

36 per 
squared meter 

The sensing cover has an area of approximately 
one squared meter. The classification modules 
(authentication task) gains good results with this 
level of sensel density. Lower values lead to 
worst classification results. 

Number of 
sensels 

36 The sensing cover prototype was realised using 
36 strain sensors. A lower number of sensel lead 
to worst classification results (see Sensel Density 
above). 

Interface:   Analogue front-end for high-impedance 
measurement with 36 channels 

 

8.9.8.4 Environmental conditions, limitations 
 

Exogenous factors Yes No Justification 

Light – Variable 
illumination conditions 

   

Wind      

Moisture    

Vibrations    
Temperature    

Illumination    
Sound levels-Noise    
  
 

8.9.8.5 Other Factors that affect the performance of the system-Limitations 
 

Factor  Yes No Justification  

User behaviour 
Eye gaze and facial 
direction 

   

Persons mobility on 
monitoring space 

  The enrolment/authentication 
procedure requires the human 
subject to strictly follow the 

information given by the system 
via the user interface. The 
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Factor  Yes No Justification  

subject must keep still for a few 
seconds during each 

measurement . 
Facial Expression    
Native language    
Accent    
Voice Intonation    
Emotional state/mood    

User demographics 
Age    
Ethnic origin    
Gender    

User appearance 
Skin tone    
Eye colour    
Beard    
Moustache    
Glasses    
Clothing   The clothes of the human subject 

may interfere with the 
measurement. 

Shoes    
Carrying bag   When seated, the human subject 

have to leave the bag on the 
floor. 

Objects in pockets   The objects in the pockets of the 
clothes of the human subject may 
interfere with the measurement 
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8.10  UI Requirements 

8.10.1  Introduction 
 
The HUMABIO system provides User Interfaces for each one of the applications and the 
different users of the system. The users of the HUMABIO system are the following and User 
Interfaces will be developed for all of them.  
 

1. The HUMABIO System Administrator, that has administrative privileges on the 
HUMABIO system. The main responsibilities of the System Administrator are: 

 Register a new system user to the system, namely the enrolment procedure.  
 Unregister a system user from the system.  
 Administrative operations (e.g. database backup, messages monitoring) 

 
2. The HUMABIO System Operator, that operates on the HUMABIO application in 

each pilot of the project. The system operator is a power user of the HUMABIO 
application. Main responsibility of this user is to monitor the continuous functionality 
of the system, as well as to supervise the messages of the HUMABIO system. As an 
operator, he/she could change dynamically the available biometric modules that are 
utilized for an authentication, validation or monitoring scenario according to the 
responses from the system. 

 
3. The HUMABIO System user, whose identity and state are controlled by the 

HUMABIO system. A system user initially claims his/her identity to the system, by 
using an RFID card and subsequently he/she is permitted to do a specific job, if 
successfully authenticated by the system. This authentication is, in most cases, the 
result of a fusion of multiple biometric modalities, that are present in each 
HUMABIO pilot.  

 
All User interfaces were defined, based on the User Requirements and the Use Cases 
captured as part of the work performed for WP1 and presented within the current 
Deliverable.  
 
In this chapter, a list of the functionalities of the different users within the different pilot 
applications are mapped together with their requirements for specific Uses Interfaces.  
 

8.10.2 General Requirements 
 
U1.A dedicated User Interface will be designed and implemented for each pilot application.  
 
U2.The dedicated User Interface will be designed and implemented for each operation mode 
(enrolment, authentication, validation of initial state and monitoring of the emotional state), 
taking into consideration the different functions that characterise each mode. Common 
functionalities will be implemented in a uniform way.  
 
U3.The User Interface must be user friendly, that means that the uses must locate the 
required information on the screen easily and must be appealing as far as concerning graphic, 
colours, fonts, etc.  
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U4.Robustness is required for the in-car environment, which is characterised by noise, heat 
and vibration. 
 
The User interface will provide: 

U5.clear instruction, before and during interaction,  
 
U6.Feedback: biometric performance may depend on the feedback users receive. For 
example, pictures of their submitted face enable users to adjust their presentation, to 
achieve a better quality biometric sample. 

 
U7.It will also include clear instructions to correct an error. The error message should stay 
until the error has been corrected. 
 
U8.In case of truck application, the system should be designed in such a way, so that the 
allocation of driver attention to the system displays or controls remain compatible with the 
attentional demands of the driving situation. 
 
In the following table, we are presenting the functionalities of the each one of the Use Cases 
through the use of the different modalities from the different users and the steps of each 
demonstrator.  

 

8.10.3 Mapping of functionalities for each one of the users in each 
one of the pilot applications and their initial User Interfaces 
requirements.   

8.10.3.1 System administration use cases 
 
Table 6: System administration use cases 
 System 

Administration 
Enrolment of a 
new System 

Unregistration of 
an existing 
System User 

Transfer/Backup of 
one or more 
biometric 
templates 

User  
Updating of a 
biometric 
template 

Administrator  1. Request 
enrolment of a 
system user 
2. Initiate  
identification 
process 
3. Provision of 
information  
about the status 
of enrolment 

1. Request 
unregistration of a 
system user 
1. Initiate 
identification 
process 
3. Notification 
about the success 
of the process 

1. Request to 
transfer/backup 
one or more 
biometric 
templates 
2. Initiation of 
identification 
process 
3. Notification 
about the success 
of the process 

1. Request of 
user’s biometric 
template 
2. Initiation of 
identification 
process 
3. Notification 
about the success 
of the process 

 
User  1. Initiate feature 

extraction 
process 
2. Enrolment 
completed 

   

Identification Unit      
Face Verification 
Unit  Initiation of the 

face data 
acquisition 

  Initiation of the 
face data 
acquisition 

Gait 
Verification Unit  1. Initiation of 

data acquisition 
process 
2. Initiation of the 

  1. Initiation of 
data acquisition 
process 
2. Initiation of the 
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 System 
Administration 

Enrolment of a 
new System 

Unregistration of 
an existing 
System User 

Transfer/Backup of 
one or more 
biometric 
templates 

User  
Updating of a 
biometric 
template 

pre-processing 
process 

pre-processing 
process 

 
Voice 
Verification Unit  1. Initiation of the 

speech 
acquisition 
module through 
the  microphone  
2. Initiation of the 
features 
extraction 
process.   
3. Initiation of the 
statistical 
modelling 
process. 

  1. Initiation of the 
speech 
acquisition 
module through 
the  microphone  
2. Initiation of the 
features 
extraction 
process.   
3. Initiation of the 
statistical 
modelling 
process. 

Anthropometric 
Verification Unit  1. Insert login 

information data 
2. Storage of data 
together with the 
biometric data  
3. Seating to a 
predefined 
position 
4. Acquisition of 
data  
5. Storage of data

  1. Insert login 
information data 
2. Storage of data 
together with the 
biometric data  
3. Seating to a 
predefined 
position 
4. Acquisition of 
data  
5. Storage of data

Physiological 
Verification Unit  1. Initiation of 

data acquisition  
2. Initiation of 
physiological 
features 
extraction  
3. Storage of data 

 

  1. Initiation of 
data acquisition  
2. Initiation of 
physiological 
features 
extraction  
3. Storage of data

Central Unit  Generate 
biometric 
template 

1. Ask for 
confirmation for 
deleting data 
2. Unregistered 
User 

 Generate 
biometric 
template 

Biometric 
database  Store biometric 

template 
Permanently 
delete biometric 
template 

Cut/copy biometric 
templates 

Replace previous 
biometric 
template 

Smart card  Store biometric 
template 

Permanently 
delete biometric 
template 

Cut/copy biometric 
templates 

Replace previous 
biometric 
template 

 

8.10.3.2 User identification use cases 
 
Table 7: User identification use cases 
 User 

Identification 
General User 
identification 

Truck driver 
identification 

Office/Laboratory 
operator 
identification 

Authorized 
employee 
identification 

Administrator  1. Not identified 
2. Request 
entrance to the 
controlled area 
3. Identified / not 
identified 

   

User      
Identification Unit  1. Start 

identification 
process through 
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 User 
Identification 

General User 
identification 

Truck driver 
identification 

Office/Laboratory 
operator 
identification 

Authorized 
employee 
identification 

smart card or 
RFID 
2. Successful/ 
unsuccessful 
identification 

Face Verification 
Unit      
Gait 
Verification Unit      
Voice 
Verification Unit      
Anthropometric 
Verification Unit      
Physiological 
Verification Unit      
Central Unit  Notify authorities    
Biometric 
database      
Smart card      
 

8.10.3.3 User authentication use cases 
Table 8: User authentication use cases 
 User 

Authentication 
General User 
authentication 

Truck driver 
authentication 

Office/ Laboratory 
operator 
authentication 

Authorized 
employee 
unobtrusive 
authentication 

Administrator  1. Not 
authenticated 
2. Start 
authentication 
process 

   

User   1. Not 
authenticated 
2. Start 
authentication 
process 

1. Not 
authenticated 
2. Start 
authentication 
process 

1. Not 
authenticated 
2. Walk towards 
the entrance of 
the restricted area

Identification Unit      
Face Verification 
Unit  1.Preparation of 

the camera and 
light   
2.Initiation of the 
Image acquisition 
process 
3. Initiation of 
Face features.  
4. Presentation of 
results 

1.Preparation of 
the camera and 
light   
2.Initiation of the 
Image acquisition 
process 
3. Initiation of 
Face features.  
4. Presentation of 
results 

1.Preparation of 
the camera and 
light   
2.Initiation of the 
Image acquisition 
process 
3. Initiation of 
Face features.  
4. Presentation of 
results 

1.Preparation of 
the camera and 
light   
2.Initiation of the 
Image acquisition 
process 
3. Initiation of 
Face features.  
4. Presentation of 
results 

Gait 
Verification Unit  1. Initiation of 

data acquisition 
process 
2. Pre-processing 
of data 
3. Initiation of 
feature  
extraction process 
4. Storage of data 
5. Presentation of 
results 

  1. Initiation of 
data acquisition 
process 
2. Pre-processing 
of data 
3. Initiation of 
feature  
extraction process 
4. Storage of data 
5. Presentation of 
results 

Voice 
Verification Unit  1. Initiation of the 

speech acquisition 
process 
2. Initiation of the 
features 
extraction process 

1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features extraction 
process 

1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features 
extraction process 

1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features 
extraction process 
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 User 
Authentication 

General User 
authentication 

Truck driver 
authentication 

Office/ Laboratory 
operator 
authentication 

Authorized 
employee 
unobtrusive 
authentication 

3. Initiation of 
matching process  
4.Presentation of 
authentication 
results 

3. Initiation of 
matching process  
4.Presentation of 
authentication 
results 

3. Initiation of 
matching process  
4.Presentation of 
authentication 
results 

3. Initiation of 
matching process  
4.Presentation of 
authentication 
results 

Anthropometric 
Verification Unit  1. Enter login 

information data 
of existing users 
2. Data 
acquisition for all 
predefined 
positions 
3. Creation of the 
biometric profile 
4. Matching of 
data  
5. Presentation of 
authentication 
results 

1. Initiation of the 
anthropometric 
acquisition process 
2. Initiation of the 
features extraction 
process 
3. Initiation of 
matching process  
4.Presentation of 
authentication 
results 

1. Initiation of 
data acquisition 
process 
2. Pre-processing 
of data 
3. Initiation of 
feature  
extraction process 
4. Storage of data 
5. Presentation of 
results 

 

Physiological 
Verification Unit  1. Initiation of 

data acquisition 
process 
2. Pre-processing 
of data 
3. EEG, ECG and 
other 
physiological 
parameters’ 
feature extraction 
process  
4. Storage of data 

1. Initiation of 
data acquisition 
process 
2. Pre-processing 
of data 
3. EEG, ECG and 
other physiological 
parameters’ 
feature extraction 
process  
4. Storage of data 

1. Initiation of 
data acquisition 
process 
2. Pre-processing 
of data 
3. EEG, ECG and 
other 
physiological 
parameters’ 
feature extraction 
process  
4. Storage of data 

1. Initiation of 
data acquisition 
process 
2. Pre-processing 
of data 
3. EEG, ECG and 
other 
physiological 
parameters’ 
feature extraction 
process  
4. Storage of data 

Central Unit  1.Perform fusion 
process 
2. Successful 
/unsuccessful 
authentication 
3. Presentation of 
results 
4. Notification of  
authorities in case 
of unsuccessful 
authentication 

1.Perform fusion 
process 
2. Successful 
/unsuccessful 
authentication 
3. Open door of 
office/laboratory 
4. Notification of  
authorities in case 
of unsuccessful 
authentication 

1.Perform fusion 
process 
2. Successful 
/unsuccessful 
authentication 
3. Open door of 
track  
4. Notification of  
authorities in case 
of unsuccessful 
authentication 

1.Perform fusion 
process 
2. Successful 
/unsuccessful 
authentication 
3. Open entrance 
4. Notification of  
authorities in case 
of unsuccessful 
authentication 

Biometric 
database      
Smart card      
 

8.10.3.4    Continuous User Authentication Use cases 
 
Table 9: Continuous user authentication Use cases 
 Continuous User 

Authentication 
General User 
Continuous 
authentication 

Truck driver 
Continuous 
authentication 

Office/ Laboratory 
operator Continuous 
authentication 

Administrator     
User  1. Authenticated 

2. Start continuous 
authentication process 

1. Authenticated 
2. Start continuous 
authentication process 

1. Authenticated 
2. Start continuous 
authentication process 

Identification Unit     
Face Verification Unit  1.Preparation of the 

camera and light   
2.Initiation of the 
Image acquisition 
process 
3. Initiation of Face 

1.Preparation of the 
camera and light   
2.Initiation of the 
Image acquisition 
process 
3. Initiation of Face 

1.Preparation of the 
camera and light   
2.Initiation of the 
Image acquisition 
process 
3. Initiation of Face 
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 Continuous User 
Authentication 

General User 
Continuous 
authentication 

Truck driver 
Continuous 
authentication 

Office/ Laboratory 
operator Continuous 
authentication 

features.  
4. Presentation of 
results 

features.  
4. Presentation of 
results 

features.  
4. Presentation of 
results 

Gait 
Verification Unit     
Voice 
Verification Unit  1. Initiation of the 

speech acquisition 
process 
2. Initiation of the 
features extraction 
process 
3. Matching process 

1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features extraction 
process 
3. Matching process 

1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features extraction 
process 
3. Matching process 

Anthropometric 
Verification Unit     
Physiological 
Verification Unit  1. Initiation of data 

acquisition process 
2. Initiation of the pre-
processing process 
3. Initiation of feature 
extraction process 
4. Storage of data 
5.Recognition process 

1. Initiation of data 
acquisition process 
2. Initiation of the pre-
processing process 
3. Initiation of feature 
extraction process 
4. Storage of data 
5.Recognition process 

1. Initiation of data 
acquisition process 
2. Initiation of the pre-
processing process 
3. Initiation of feature 
extraction process 
4. Storage of data 
5.Recognition process 

Central Unit  1. Perform Fusion 
process 
2. Successful 
/unsuccessful 
authentication 
3. Presentation of 
results 
4. Notification of  
authorities in case of 
unsuccessful 
authentication 

1. Perform Fusion 
process 
2. Successful 
/unsuccessful 
authentication 
3. Presentation of 
results 
4. Notification of  
authorities in case of 
unsuccessful 
authentication 

1. Perform Fusion 
process 
2. Successful 
/unsuccessful 
authentication 
3. Presentation of 
results 
4. Notification of  
authorities in case of 
unsuccessful 
authentication 

Biometric database     
Smart card     
 

8.10.3.5 User validation of initial state use cases 
 
Table 10: User validation of initial state use cases 
 User 

Validation 
of initial 
state 

General User validation 
of initial state 

Truck driver validation 
of initial state 

Office/ Laboratory 
operator validation of 
initial state 

Authorized 
employee 
validation of 
initial state 

Administrator      
User  1. Authenticated  

2. Start Validation 
process 

1. Authenticated  
2. Start Validation 
process 

1. Authenticated  
2. Start Validation 
process 

 

Identification 
Unit      
Face 
Verification 
Unit 

     

Gait 
Verification 
Unit 

    1. Initiation 
of data 
acquisition 
process 
2. Pre-
processing 
of data 
3. Initiation 
of feature  
extraction 
process 
4. Storage 
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 User 
Validation 
of initial 
state 

General User validation 
of initial state 

Truck driver validation 
of initial state 

Office/ Laboratory 
operator validation of 
initial state 

Authorized 
employee 
validation of 
initial state 
of data 
5. 
Presentation 
of results 

Voice 
Verification 
Unit 

 1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features extraction 
process 
3. Emotion detector 
process 

1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features extraction 
process 
3. Emotion detector 
process 

1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features extraction 
process 
3. Emotion detector 
process 

1. Initiation 
of the 
speech 
acquisition 
process 
2. Initiation 
of the 
features 
extraction 
process 
3. Emotion 
detector 
process 

Anthropometric 
Verification 
Unit 

     

Physiological 
Verification 
Unit 

 1. Initiation of data 
acquisition process 
2. Initiation of Pre-
processing process 
3. Physiological features 
extraction process 
4. Physiological features 
fusion process 
5. Storage of data 
6. Verification process 

1. Initiation of data 
acquisition process 
2. Initiation of Pre-
processing process 
3. Physiological features 
extraction process 
4. Physiological features 
fusion process 
5. Storage of data 
6. Verification process 

1. Initiation of data 
acquisition process 
2. Initiation of Pre-
processing process 
3. Physiological features 
extraction process 
4. Physiological features 
fusion process 
5. Storage of data 
6. Verification process 

1. Initiation 
of data 
acquisition 
process 
2. Initiation 
of Pre-
processing 
process 
3. 
Physiological 
features 
extraction 
process 
4. 
Physiological 
features 
fusion 
process 
5. Storage 
of data 
6. 
Verification 
process 

Central Unit  1. Perform fusion 
process 
2. Validation 
succeeded/unsucceeded 
3. Presentation of 
results 
4. Notification of  
authorities in case of 
unsuccessful 
authentication 

1. Perform fusion 
process 
2. Validation 
succeeded/unsucceeded 
3. Presentation of 
results 
4. Notification of  
authorities in case of 
unsuccessful 
authentication 

1. Perform fusion 
process 
2. Validation 
succeeded/unsucceeded 
3. Presentation of 
results 
4. Notification of  
authorities in case of 
unsuccessful 
authentication 

 

Biometric 
database      
Smart card      
 

8.10.3.6 User monitoring use cases 
 
Table 11: User monitoring use cases 
 User Monitoring General User 

Monitoring 
Truck driver Monitoring Office/ Laboratory 

operator Monitoring 
Administrator     
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 User Monitoring General User 
Monitoring 

Truck driver Monitoring Office/ Laboratory 
operator Monitoring 

User  1. Validated 
2. Start Monitoring 
Process 

1. Authenticated 
2. The user is 
authenticated and 
starts the monitoring 
process 

1. Validated 
2. Start Monitoring 
Process 

Identification Unit     
Face Verification Unit   1.Preparation of the 

camera and light   
 2.Initiation of 

the Image acquisition 
process 
3. Initiation of Face 
features.  
4. Presentation of 
results 

1.Preparation of the 
camera and light   

 2.Initiation of 
the Image acquisition 
process 
3. Initiation of Face 
features.  
4. Presentation of 
results 

Gait 
Verification Unit     
Voice 
Verification Unit  1. Initiation of the 

speech acquisition 
process 
2. Initiation of the 
features extraction 
process 
3. Emotion detector 
process 

1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features extraction 
process 
3. Emotion detector 
process 

1. Initiation of the 
speech acquisition 
process 
2. Initiation of the 
features extraction 
process 
3. Emotion detector 
process 

Anthropometric 
Verification Unit  1. Enter login 

information data of 
existing users 
2. Initiation of data 
acquisition for all 
predefined positions 
3. Creation of the 
biometric profile in 
real time 
4. Matching of data  
5. Monitoring results 

  

Physiological 
Verification Unit  1. Initiation of data 

acquisition process 
2. Pre-processing 
process 
3. Physiological 
features extraction 
process 
4. Physiological 
features fusion 
process 
5. Storage of data 
6. Verification process 

1. Initiation of data 
acquisition process 
2. Pre-processing 
process 
3. Physiological 
features extraction 
process 
4. Physiological 
features fusion process 
5. Storage of data 
6. Verification process 

1. Initiation of data 
acquisition process 
2. Pre-processing 
process 
3. Physiological 
features extraction 
process 
4. Physiological 
features fusion process 
5. Storage of data 
6. Verification process 
validation 

Central Unit  1. Perform fusion 
process 
2. Successful / 
unsuccessful 
validation 
3. Presentation of 
results 
4. Notification of  
authorities in case of 
unsuccessful 
authentication 

1. Perform fusion 
process 
2. Successful / 
unsuccessful validation 
3. Presentation of 
results 
4. Notification of  
authorities in case of 
unsuccessful 
authentication 

1. Perform fusion 
process 
2. Successful / 
unsuccessful validation 
3. Presentation of 
results 
4. Notification of  
authorities in case of 
unsuccessful 
authentication 

Biometric database     
Smart card     



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 159          CERTH/HIT 
 

 

8.10.4  Steps within the Voice modality 
In the following paragraphs, the different functions of the Voice modality within the different 
modules are listed. 
 
Voice enrolment 

1. Initiation of the speech acquisition process. The  raw data are acquired from the 
microphone.  

2. Initiation of the Features Extraction process. 
3. Processing of raw data through the Statistical modelling module. 
4. Storage of the acquired data in the database. 

 
Voice initial authentication 

1. Initiation of the speech acquisition process. 
2. Initiation of the features extraction process. 
3. Matching process . 
4. Presentation of the authentication results. 

 
Voice continuous authentication 

1. Initiation of the speech acquisition process. 
2. Initiation of the features extraction process. 
3. Matching process. 

 
Voice initial nominal state validation 

1. Initiation of the speech acquisition process. 
2. Initiation of the features extraction process. 
3. Emotion detector process. 

 
Voice monitoring 

1. Initiation of the speech acquisition process. 
2. Initiation of the features extraction process. 
3. Emotion detector process. 

 
 

8.10.5 Steps with the Anthropometric modality 
In the following paragraphs, the different functions of the Anthropometric modality within 
the different modules are listed. 
 
Anthropometric enrolment 

1. Insert login information data. 
2. Storage of data together with the biometric data. 
3. Seating to a predefined position. 
4. Acquisition of data. 
5. Storage of data in the HUMABIO database and the smart card. 
 

Anthropometric authentication 
1. Enter login information data of existing users. 
2. Data acquisition for all predefined positions. 
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3. Creation of the biometric profile. 
4. Matching of data. 
5. Authentication results. 

 
Anthropometric monitoring  

1. Enter login information data of existing users. 
2. Data acquisition for all predefined positions. 
3. Creation of the biometric profile in real time. 
4. Matching of data.  
5. Monitoring results. 

 

8.10.6 Steps with the Physiological modality 
In the following paragraphs, the different functions of the Physiological modality within the 
different modules are listed. 
 
Physiological enrolment 
1. Data acquisition modules. 
2. Pre-processing modules. 
3. Physiological features extraction modules. 
4. Physiological features fusion module. 
5. Storage module. 
 
Physiological initial authentication 
1. Data acquisition module. 
2. Pre-processing module. 
3. EEG, ECG and other physiological parameters’ feature extraction module. 
4. Storage module. 
 
Physiological continuous authentication 
1. Data acquisition module. 
2. Pre-processing module. 
3. Feature extraction module. 
4. Storage module. 
5. Recognition module. 
 
Physiological initial state validation 
1. Data acquisition modules. 
2. Pre-processing modules. 
3. Physiological features extraction modules. 
4. Physiological features fusion module. 
5. Storage module. 
6. Verification module. 
 
Physiological monitoring 
1. Data acquisition module. 
2. Pre-processing module. 
3. Physiological features extraction module. 
4. Physiological features fusion module. 
5. Storage module. 
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6. Verification module. 
 

8.10.7 Steps within the GAIT modality 
In the following paragraphs, the different functions of the Gait modality within the different 
modules are listed. 
 
GAIT enrolment 
1. Data acquisition module. 
2. Pre-processing module. 
3. Gait signature extraction module. 
4. Storage module. 
 
GAIT initial authentication 
1. Data acquisition module. 
2. Pre-processing module. 
3. Signature extraction module. 
4. Storage module. 
5. Recognition module. 
 

8.10.8  Steps within the FACE modality 
In the following paragraphs, the different functions of the Face modality within the different 
modules are listed. 
 
Face enrolment 
1. The Face component extraction, that is extracting from the image specific features, like 

left and right eyes and mouth; this face component module is including some specific 
features detectors. 

2. The face signature module, that is extracting the face templates, taking into account 
multiple scales (scale invariance), rotated face detection, (loose geometry between 
components) and, at last, normalization of the face. 

3. Finally, the storage module of the face system is utilized for saving the subject face 
signature in a database. 

 
Face Authentication 
1. Camera and light unit control module. 
2. Image acquisition module. 
3. Face component extraction module. 
4. Face signature extraction module. 
5. Recognition module. The Face recognition module is evaluating the distance of the on-

line recorded signatures with those downloaded from the database. 
 
Face monitoring 
1. The Camera and light unit control module. 
2. The Image acquisition module. 
3. The Initialization module that is a fully automatic modules, that looks in the image to a 

user face and detects the related specific features, like, eye corners, mouth corners, 
nostrils, eyebrows. 
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4. The Face tracking module, including both face tracking, which objective is to track in 
real time the various features detected in the initialization phase, and the face recovery, 
that is activated when some of the features are lost.  

5. The facial measurement layer, that is calculating the eye opening and detects the blinks. 
6. The Diagnostic layer, that is estimating the state of drowsiness of the user, depending on 

blink duration over a given time period. The output of the diagnostic layer is a four level 
diagnostic.  

 

8.11  Database Requirements 

8.11.1 Functional Requirements 
 
DF1.Each pilot site will have its own database. 
 
DF2.All pilot databases will have the same structure.  
 
DF3.Pattern matching modules and database should always reside on the same or "nearby" 
host (e.g. a DB-server with a fast local link), in order to minimise traffic and to optimise 
performance. 
 
DF4.In the case of the truck pilot, the database will be located in the truck. 
 
DF5.The database will have a simple implementation. 
 
DF6.The possibility of storing templates in a smart-card will be considered. In this case the 
smart-card will play the role of the database.  
 
DF7.The database will be seamlessly integrated into the existing BioSEC API. 
 
DF8.The database and database operations must be easily monitored and debugged, e.g. 
human readable data packaging, generic protocol with persistent data structure (content-
independent). 
 
DF9.All operations will be logged, in order to provide auditing of access to the database.  
 
DF10.The logs will include the type of access (match, query or write) and the kind of client 
(operators, system administrator, authentication application, etc.). 
 
DF11.The database will be updateable, i.e. will be automatically updated, when incremental 
differences between the stored and the newly collected data are detected, or when the identity 
of the person is assured and one modality presents significant changes (e.g. the person has an 
accident and gait is drastically modified).  
 
DF12. No foreseeable update module in case of smartcard database implementation. 

 

8.11.2 Ethical Requirements 
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DE1.HUMABIO will follow the unlinked anonymised data policy.  
o Once anonymised, the data will not allow tracking back the participant in any 

way. 
o Anonymised data must not contain any of the following, or codes for the 

following: 
 Name, address, phone/fax. Number, e-mail address, full postcode. 
 Any identifying reference numbers. 
 Photograph or names of relatives. 
 The age, if a small sample size is taken; in this case there has to be 

compromised between scientific precision and the protection of the 
individual privacy.  

 Rare disease or treatment, especially if an easily noticed illness is 
involved. 

 Partial post-code, or partial address. 
 Place of treatment. 
 Combinations of birth date, ethnicity and place of birth. 

 
DE2.Biometric data must not be used outside the specified purpose (i.e. for diagnosis of 
illnesses). 
 
DE3.Unnecessary personal data must not be collected. 
 
DE4.Biometric raw data will only be used for the extraction of features to form the biometric 
templates for the matching. 
 

8.11.3 Data storage/Format 
 
DSF1.The database application will consist of at least the following tables: 

 Subject's personal data table. 
 Biometric data table for authentication. 
 Biometric data table for validation. 
 Biometric data table for monitoring. 
 Parameters table for fusion modules (optionally it could contain the parameters 

for the authentication, validation and monitoring modules). 
 Authentication table. 

 
DSF2.The subject's data table must contain personal information about the subjects 
corresponding to the stored biometric data, in accordance to the anonymised data policy. It 
may include age, gender or nationality. 
 
DSF3.Every entry in the subject's data table will have a unique numerical ID.  
 
DSF4.The Biometric data table will store the biometric template data for authentication.  
 
DSF5.The Biometric data table will store the biometric template data for validation.  
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DSF6.The Biometric data table will store the biometric template data for monitoring. 
 
DSF7.The Parameters table for fusion modules will store the parameters for the fusion 
algorithm, which will be set after the training of the algorithm. At this moment these 
parameters cannot be specified, because the fusion algorithm is not selected. 
 
DSF8.The Biometric data table will store the biometric data.  
 
DSF9.Biometric raw data must not be stored in the database. 
 
DSF10.Every entry in Biometric data table will consist of an ID, referring to a corresponding 
entry in the subject's personal data table, a tag identifying the type of biometric data stored 
(face, voice sample, …) and the data itself, which will be an opaque binary object.  
 
DSF11.The final biometric templates should follow the ISO guidelines. 
 
DSF12.Optionally, every entry might include an expiry date, allowing for administrative 
notifications of biometric data, that might have become invalid over time. 
 
DSF13.An additional field for each biometric data entry will include the sequence number of 
the updates recorded of the biometric feature. 
 
DSF14.The authentication table will store the data required for access control and privileges.  
 
DSF15.The entries of the authentication table will be comprised of groups and clients/users.  

 

8.11.4 Data access 
 
DA1.The database cannot be randomly accessed, in order to ensure data protection according 
to national laws. 
 
DA2.The data should be accessed only by authorized persons.  
 
DA3.Any client (person or device), requesting information or sending updated data to the 
database, will need to be identified and classified (client authentication).  
 
DA4.The transaction gateway will manage all client’s requests. 
 
DA5.Three privilege categories will exist: 

1. Match privilege (lowest). 
The client is allowed to query whether or not a biometric match can be 
made ? (example: door opener). 
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2. Query privilege (medium). 
The client may also retrieve personal data of the subjects matched (sys 
admin, all modules). 

3. Write privilege (highest). 
The client can modify/add/delete data (system administrator, DB update 
module, enrolment modules). 

 
DA6.Client entries can optionally inherit privileges from groups to simplify administration. 

8.11.5 Security Requirements 
DS1.The database will not be accessed directly. 
 
DS2.The host, providing the DBMS and any participating hosts (such as transaction gateway 
as matching modules), that access the database directly, must be in a secure area.  
 
DS3.The secure area will be detached from the LAN though a firewall. 
 
DS4.The access to this secured part of the LAN will be made through the transaction 
gateway. 
 
DS5.Access of the database through the TG would be done only for enrolment, 
authentication, validation and monitoring. 
 
DS6.Updating would take place without accessing the TG by the internal modules of the 
system, due to security reasons. 
 
DS7.Standard and well tested encryption protocols and algorithms will be used to prevent 
intrusion/tapping. 
 
DS8.To prevent man-in-the-middle attacks, the Transaction Gate will provide a server-side 
SSL authentication. 
 
DS9.Appropriate authentication and encryption methods will be also required, if Transaction 
Gateway, Matching and Update Modules and the Database are placed on different hosts. 
 
DS10.To ensure data integrity, host-to-host communication has to use SSL-secured TCP/IP. 
The use of ASN.1 will be also considered. 
 

8.11.6 Communication Requirements 
DC1.The database implementation will have two fields of application: 

 local access (e.g. handheld application with database held on the device itself) 
or  

 remote access (with central database).  
 
DC2.Host-to-host communication has to use SSL-secured TCP/IP. The use of ASN.1 will be 
also considered. 
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8.11.7 Interfaces 
 
DI1.An abstract database interface will provide low-level access to any underlying physical 
database, to allow a flexible use of different DB-systems (e.g. local storage or 
MySQL/MSSQL/Oracle).  
 
DI2.The implementation should not rely on any DB-specific access control mechanisms, but 
has to use only basic DB-features, that can be expected to be supported by any (future) DB-
implementation.  
 
DI3.An enrolment tool will be designed, that submits the biometric data of the subjects at the 
pilot sites to the central database.  

 

8.12  Pilot Requirements 

8.12.1 Truck Pilot 
 

8.12.1.1 Applicability 
 

Operation mode Yes No Justification 

Authentication   AUTHORIZED DRIVER (right driver, and right 
permission): Anti-theft, ADR, Driver’s license 

Continuous 
Authentication 

  UNAUTHORIZED CHANGE OF DRIVER: Hi-
Jacking, change of driver 

Validation of initial 
state 

  Initially not tired, not drugged 

Monitoring   Monitor drowsiness & drug influence 

8.12.1.2 Environmental conditions-limitations 
 

Exogenous factors Yes No Description 

Light – Variable 
illumination conditions 

  Sunlight, Day, Night 

Wind     Only applicable if voice recognition is 
used 

Moisture   Sweat (otherwise only on component 
level) 

Vibrations   From highway, gravel 

Temperature   DNA (Only on component level) 

Sound levels- Noise   Only applicable if voice recognition is 
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Exogenous factors Yes No Description 

used 
Ex. Radio, wind, talk, traffic, road 

sounds 
 
 

8.12.1.3 Technical requirements-restrictions imposed on sensors/PCs 
 

Requirements Yes No Description 

Device (PC, Sensor) Size   DNA for prototype level 

Device Weight   DNA for prototype level 

Power supply   24 V only in truck (unstable, unregulated: 
up to 28V during driving & voltage drops 

– use UPS?) 
Communication 
requirements   

  Wireless 

Electromagnetic 
compatibility 

  Components should be shielded 

Integration requirements   Must not interfere with daily usage 
(driving), block view, etc. 

Standards   DNA for prototype level 
 

8.12.1.4 User behaviour 
 

Factor  Yes No Description  

Persons mobility on monitored space 
sitting tightly on a fixed 
seat 

   

sitting tightly on a 
rotating seat 

   

sitting on a movable seat   Cannot be fixed (moves up/down 
for comfort). Can be moved 
manually forward/backward, 

tilted, up/down 
may stand up and walk    
may operate from several 
seats 

   

Several persons in room 
changing positions 
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Factor  Yes No Description  

Eye gaze and facial direction 
Mainly for the one fixed 
direction 

   

Mainly for few fixed 
directions (several 
monitors etc.) 

   

No fixed direction    

Usability – User Friendliness  
Intended for public use 
without training facilities 

   

Easy to wear    

Obtrusiveness level     

Miscellaneous  
Continuity and break 
frequency of the working 
environment 

  Depending on work type 
(Distribution: many in/out. Long-

haul: few in/out) 
 

8.12.1.5 Other Requirements 
 

• Electromagnetic interference must be taken into consideration (between HUMABIO 
modules and between prototype and truck components). 

• Component level performance will not be tested. That is, the components’ 
durability/performance will not be tested when applying harsh temperatures 
(automotive spec.~ -50 deg C to +80 deg C), vibrations, moisture, sound. 

• The requirements depend on ambition level of total project. For prototype level (not a 
product) the requirements are few, whereas for a fully functional product the 
requirements are many and tough.  
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8.12.2 Truck Simulator Pilot 
 

8.12.2.1 Applicability 
 

Operation mode Yes No Justification 

Authentication   AUTHORIZED DRIVER (right driver, and right 
permission): Anti-theft, ADR, Driver’s license 

Continuous 
Authentication 

  UNAUTHORIZED CHANGE OF DRIVER: Hi-
Jacking, change of driver 

Validation of initial 
state 

  Initially not tired, not drugged  

Monitoring   Monitor drowsiness, & drug influence 
 

8.12.2.2 Environmental conditions-limitations 
 

Exogenous factors Yes No Description 

Light – Variable 
illumination conditions 

  Not initially, but can be created if 
needed by modules 

Wind      

Moisture    

Vibrations    

Temperature    

Sound levels- Noise    
 

8.12.2.3 Technical requirements-restrictions imposed on sensors/PCs 
 

Requirements Yes No Description 

Device (PC, Sensor) Size    

Device Weight    

Power supply    

Communication 
requirements   

   

Electromagnetic 
compatibility 

   

Integration requirements    
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Requirements Yes No Description 

Standards    
 

8.12.2.4 User behaviour 
 

Factor  Yes No Description  

Persons mobility on monitored space 
sitting tightly on a fixed 
seat 

   But should be able to move 

sitting tightly on a 
rotating seat 

   

sitting on a movable seat    
may stand up and walk    
may operate from several 
seats 

   

Several persons in room 
changing positions 

   

Eye gaze and facial direction 
Mainly for the one fixed 
direction 

   

Mainly for few fixed 
directions (several 
monitors etc.) 

   

No fixed direction    

Usability – User Friendliness  
Intended for public use 
without training facilities 

   

Easy to wear    

Obtrusiveness level     

Miscellaneous  
Continuity and break 
frequency of the working 
environment 

  Depending on work type 
(Distribution: many in/out. Long-

haul: few in/out) 
 

8.12.2.5 Other Requirements 
 
• Can be restricted to simulate real trucking environment conditions, depending on 

requirements from other partners’ modules. 
• Simulator at VTEC Göteborg is used mainly for HMI projects. Not movable/dynamic. 
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8.12.3 Airport Pilot 
 

8.12.3.1 Applicability 

Operation mode Yes No Justification 

Authentication    

Continuous 
Authentication 

  Not possible during flying 

Validation of initial 
state 

   

Monitoring   Not possible during flying 

 

8.12.3.2 Environmental conditions-limitations 

Exogenous factors Yes No Description 

Light – Variable 
illumination conditions 

  constant 

Wind     no 

Moisture   no 

Vibrations   no 

Temperature   constant 

Sound levels- Noise   slightly 
 

8.12.3.3 Technical requirements-restrictions imposed on sensors/PCs 

Requirements Yes No Description 

Device (PC, Sensor) Size   No limits 

Device Weight   No limits 

Power supply   No limits 

Communication 
requirements   

  No limits 

Electromagnetic 
compatibility 

  No limits 

Integration requirements   No limits 
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Requirements Yes No Description 

Standards   Normal technical standards (220V, etc.) 
 

8.12.3.4 User behaviour 

Factor  Yes No Description  

Persons mobility on monitored space 
sitting tightly on a fixed 
seat 

   

sitting tightly on a 
rotating seat 

   

sitting on a movable seat    
may stand up and walk   Before entering the plane the 

authentication should take place 
may operate from several 
seats 

   

Several persons in room 
changing positions 

   

Eye gaze and facial direction 
Mainly for the one fixed 
direction 

   

Mainly for few fixed 
directions (several 
monitors etc.) 

   

No fixed direction    

Usability – User Friendliness  
Intended for public use 
without training facilities 

   

Easy to wear    

Obtrusiveness level    If possible dry electrodes 
/unobtrusive 

Miscellaneous  
Continuity and break 
frequency of the working 
environment 

   

 

8.12.3.5 Other Requirements 
 
• As the testing will be performed before the flight (subject passing through a corridor 

without stopping; validation stage before letting the pilot to the plane), the technical 
requirements for the pilot are not considered as being critical.  



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 173          CERTH/HIT 
 

8.12.4  Office/Lab Pilot 
 

8.12.4.1 Applicability 
 

Operation mode Yes No Justification 

Authentication   authorized Person (right person with right 
permission), anti-theft, misuse or manipulation of 

lab data 

Continuous 
Authentication 

  not really, difficult as personal/workers moves 
between workplaces, > possible only for special 

tasks 

Validation of initial 
state 

  tiredness, not drugged, to guarantee high 
performance in critical and difficult tasks 

Monitoring   monitor drowsiness, lack of drug influence 

 

8.12.4.2 Environmental conditions-limitations 
 

Exogenous factors Yes No Description 

Light – Variable 
illumination conditions 

  No, but can be adapted if required by 
the systems 

Wind      

Moisture    

Vibrations    

Temperature    

Sound levels- Noise    
 

8.12.4.3 Technical requirements-restrictions imposed on sensors/PCs 
 

Requirements Yes No Description 

Device (PC, Sensor) Size    

Device Weight    

Power supply    

Communication 
requirements   

  Wireless preferably 
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Requirements Yes No Description 

Electromagnetic 
compatibility 

  Components should be shielded 

Integration requirements   Sensor and systems must not affect daily 
work as the lab is permanent in operation 

Standards    
 

8.12.4.4 User behaviour 
 

Factor  Yes No Description  

Persons mobility on monitored space 
sitting tightly on a fixed 
seat 

   

sitting tightly on a 
rotating seat 

   

sitting on a movable seat   Can be moved manually 
forward/backward, tilted, 

up/down 
may stand up and walk    
may operate from several 
seats 

   

Several persons in room 
changing positions 

   

Eye gaze and facial direction 
Mainly for the one fixed 
direction 

   

Mainly for few fixed 
directions (several 
monitors etc.) 

    

No fixed direction    

Usability – User Friendliness  
Intended for public use 
without training facilities 

   

Easy to wear    

Obtrusiveness level    Cabling of subjects could be 
difficult, due to the fact that the 
lab is continuously in operation, 
use of electrodes and obtrusive 

measurements should be limited 
to special applications, e.g. 

microscope 
Miscellaneous  
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Factor  Yes No Description  

Continuity and break 
frequency of the working 
environment 

  Depending on work type 
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9 Conclusions  
 

This Deliverable defines in a systematic and holistic way the basis for the development of 
HUMABIO system and applications, based upon: 

 

- Use Cases categories 

- individual Use Cases or sub Use Cases 

-  generic sensor requirements 

- device status and recording requirements 

- access control requirements 

-  performance requirements 

- communication requirements 

- interoperability requirements 

- environmental requirements 

- requirements for the biometrics modules 

- user interface requirements 

- database requirements 

- A concise Use Cases analysis and parameters template 

- A concise checklist for monitoring the developed sensors, modules applications and 
systems against initial requirements. 

 

Thus, this document provides a required and sufficient platform upon which the HUMABIO 
system architecture and development may be based. 
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Annex 1: User Acceptance Questionnaire 
 

1. Type of job 
 
Are you:  

 A truck driver 
 A dangerous goods truck driver (ADR) 
 An airplane pilot 
 An air traffic controller 
 Airport security personnel 
 Security personnel (in general) 
 A mass transportation operator (i.e. train, bus, metro, etc. driver) 
 A worker in an installation with strong security demands (i.e. Nuclear or Chemical Power 
Plants, Defensive or Aerospace Agency, etc.) 
 Other (please specify your current job):…………………………………………….. 

 
2. Are you currently undergoing a security check related to your job permit/entry? 

 
 Yes  
 No 

  
 If ‘Yes’, what is the current procedure and why is it being performed?  
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 

2a. Are there any biometric signals being monitored? 
 

 Yes  
 No 

  
  If ‘Yes’, which are they?  
 

 Finger Print  
 Iris of the eye 
 Voice recognition 
 Gesture recognition 
 Gait recognition 
 Face recognition 
 Other (please specify): …………………………………………….. 

 
 
 

3. If the privacy of your personal data was guaranteed, would you accept to 
alternatively/in addition monitor the following biometric signals?  

 
 Physiological signals  

    (EEG, ECG,…) 
  Yes 
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  No 
  Why not (if no):……………………………………... 
 Comments:………………………………………….. 

 
 Face recognition 

  Yes 
  No 
  Why not (if no):……………………………………... 
 Comments:………………………………………….. 

 
 Gait recognition 

  Yes 
  No 
  Why not (if no):……………………………………... 
 Comments:………………………………………….. 
 

 Voice recognition 
  Yes 
  No 
  Why not (if no):……………………………………... 
 Comments:………………………………………….. 
 

 Sensing seat related anthropometrics 
  Yes 
  No 
  Why not (if no):……………………………………... 
 Comments:………………………………………….. 

 
4. Do you consider the HUMABIO system, as having any security related risk? 
 

 
 Yes  
 No 

 
If Yes’, which?.......................................................................................................... 
……………………………………………………………………………………… 
 
5. Do you consider the HUMABIO system as having any personal data protection 

related risk? 
 

 Yes  
 No 

 
If Yes’, which?.......................................................................................................... 
………………………………………………………………………………………………
……………………………………………………………………………… 
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6. If you had to go through biometrics authentication procedures, how much time 
would you consider “too long” and “obtrusive”? 

 
 10sec,   30sec,    1min,     5min. 

Other (please specify):………………………………………………….. 
 

7. Are you involved in critical operations while at work? 
 

 Yes  
 No 

 
If yes :  

7a. Would you accept to go through a phase that validates your nominal or 
near nominal physiological state before you commence your task in order to 
minimize safety risks related to operator inattention, fatigue or other 
causes? 

 
 Yes  
 No 

 
If no, why not? (please explain) 
……………………………………………………………………………………
……………………………………………………………………………………
…………………………………………………………… 

 
7b. How long should the “validation of initial state” phase be in order to be 

acceptable by you? 
 

 10sec,    30sec,    1min,     5min. 
 
 Other (please specify):.…………………………………………. 
 

7c. Would you accept an electrode based sensor attached on you while at work, 
if this would minimize the risks within your everyday working 
environment? 

 
 Yes  
 No 

 
7d. Would you accept to wear or do you currently have to wear a special 

uniform? 
 

 Yes  
 No 

 
7e. Would you accept to be monitored while at work for safety reasons if the 

privacy of your personal data was guaranteed? 
 

 Yes  
 No 
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Annex 2: Organisation Representative Interview Form 
 
1. Type of organisation  
 

 Transportation company. 
 Industrial facility (i.e. Nuclear Chemical factory, Space or Defence Agency, etc.). 
 Airport or other transportation link (i.e. Railway Station). 
 Other (please specify): ………………………………………………………….. 

 
 
2. Type of job considered (for security check). Whom are you authenticating? 
   
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 

2a. Why do you believe authentication is needed for this kind of job? 
 

…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 
3. Type of authentication procedure currently used. 
   
 3a. Please describe briefly how the authentication is currently being performed.  
 
.…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
  
 3b. What is the mean overall time per person required for authentication? 
 
.…………………………………………minutes. 
 

 3c. Does the person have to pass through a static control point (i.e. to stop) to be    
authenticated? 

 Yes  
 No 

 
 If ‘Yes’, what is the average time of static control?  
 
  10sec,   30sec,    1min,     5min. 
 
Other (please specify): .…………………………………………. 
 
 3d. Are you currently using any biometrics for this authentication? 
 

 Yes  
 No 
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 If ‘Yes’, which?  
 Finger print  
 Iris of the eye 
 Voice recognition 
 Gesture recognition 
 Gait recognition 
 Face recognition 
 Other (please specify): ………………………………………………………….. 

 
 3e. Are there problems with the current security level? 
              What could go wrong? 
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 
 3f. Are there problems with the cost/time of the authentication? 
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 
 3g. Are there other problems? 
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 
 
4. Is there any kind of validation of initial state procedure currently used in your 

organisation? 
 
  Yes  
  No 
 
If yes: 
 

4a.  Please describe briefly how the validation of initial state is currently being 
implemented. 

 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 

4b. What is the mean overall time required per person for the validation procedure? 
 
.…………………………………………minutes. 
 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 183          CERTH/HIT 
 

4c.   Does the person have to pass through a static control point (i.e. to stop) to be    
validated? 

 
 Yes  
 No 

 
 If ‘Yes’, what is the average time of static control?  
 
  10sec,   30sec,    1min,     5min. 
 
Other (please specify): .…………………………………………. 
 

4d. Are you currently using any biometrics for this validation? 
 

 Yes  
 No 

  
 If ‘Yes’, which?  

 Finger print  
 Iris of the eye 
 Voice recognition 
 Gesture recognition 
 Gait recognition 
 Face recognition 
 Other (please specify): ………………………………………………………….. 

 
4e.  Are there problems with the current security level? 

           What could go wrong? 
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 

4f.  Are there problems with the cost/time of the validation?  
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 

4g. Are there other problems? 
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 
5. Do you currently use any monitoring procedures in your organisation? 
 

 Yes  
 No 

 
If yes: 
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5a. Please describe briefly how the validation of initial state is currently being implemented. 

 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 

5b. Are you currently using any biometrics for this monitoring? 
 

 Yes  
 No 

 
If ‘Yes’, which?  

 Finger print  
 Iris of the eye 
 Voice recognition 
 Gesture recognition 
 Gait recognition 
 Face recognition 
 Other (please specify): ………………………………………………………….. 

 
5c.   Are there problems with the current security level? 

            What could go wrong? 
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 

5d. Are there problems with the cost of the monitoring procedure? 
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 

5e. Are there other problems? 
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………………………….. 
 
 
6. HUMABIO Metrics acceptance 
 

6a. Would you accept to measure the following biometrics alternatively/in addition?  
 
  

 Physiological signals  
    (EEG, ECG,…) 
 
   Yes  
    No     
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  Why not (if no):……………………………………... 
   Comments: ………………………………………………. 
 

 Face recognition 
 
   Yes  
    No    
  Why not (if no):……………………………………...  
   Comments: ………………………………………………. 
 

 Gait recognition 
 
   Yes  
    No 
  Why not (if no):……………………………………...     
   Comments: ………………………………………………. 
 

 Voice recognition 
    Yes  
    No  
  Why not (if no):……………………………………...    
  Comments: ………………………………………………. 

 
6b. What would you consider as maximum time of the measurement per person: 

 
In total: 

 10sec,   30sec,    1min,     5min. 
 
Other (please specify): .…………………………………………. 
 
While the person is standing/queuing (static): 

 10sec,   30sec,    1min,     5min. 
 
Other (please specify): .…………………………………………. 

 
6c. Does the person currently have to go through a long corridor before reaching the check-

points in which his/her signals can be monitored on-line? 
 

 Yes  
 No 

 
If ‘Yes’, how long is it approximately? 
............................................minutes. 
 
If ‘No’, would it be feasible to add it?  
   

Yes  
No     
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6d. Would you purchase such a new biometric security system, which would combine the 
above mentioned functionalities? 

 
 Yes  
 No 

 
If ‘Yes’, what would be the maximum price you would accept to pay to install and 
maintain it? 
Installation..............................................................................................................€ 
Maintenance cost (per annum): ………………………………………………...€ 
 
6e. Do you consider the HUMABIO system as having any security related risk? 

 Yes  
 No 

 
If Yes’, which?.......................................................................................................... 
………………………………………………………………………………………………
……………………………………………………………………………… 
 
6f. Do you consider the HUMABIO system as having any personal data protection related 

risk? 
 

 Yes  
 No 

 
If Yes’, which?.......................................................................................................... 
………………………………………………………………………………………………
……………………………………………………………………………… 

 
7. Would you consider the “validation of initial state” procedure essential/helpful for 

your organisation? 
 

 Yes  
 No 

 
 

7a. Which means of “validation of initial state” would you accept? 
 

 Physiological signals  
    (EEG, ECG, …) 
 
   Yes  
    No     
  Why not (if no): ……………………………………... 
   Comments: ………………………………………………. 
 

 Face recognition 
 
   Yes  
    No    
  Why not (if no): ……………………………………...  
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   Comments: ………………………………………………. 
 

 Gait recognition 
 
   Yes  
    No 
  Why not (if no): ……………………………………...     
   Comments: ………………………………………………. 
 

 Voice recognition 
 
    Yes  
    No  
  Why not (if no): ……………………………………...    
  Comments: ………………………………………………. 
 
 
8. Would you consider the “monitoring” procedure essential/helpful for your 

organisation? 
 

 Yes  
 No 

 
8a. Which means of “monitoring” would you accept? 

 
 Physiological signals  

    (EEG, ECG …) 
 
   Yes  
    No     
  Why not (if no): ……………………………………... 
   Comments: ………………………………………………. 
 

 Face recognition 
 
   Yes  
    No    
  Why not (if no): ……………………………………...  
   Comments: ………………………………………………. 
 

 Gait recognition 
 
   Yes  
    No 
  Why not (if no): ……………………………………...     
   Comments: ………………………………………………. 
 

 Voice recognition 
    
   Yes  
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    No  
  Why not (if no): ……………………………………...    
  Comments: ………………………………………………. 
 
 
9. Do you have a policy at your organisation for the protection of the employees’ 

personal data and the safeguarding of their privacy? 
 

 Yes  
 No 

 
 
10. Do you know any other applications where biometrics are already used or could be 

used? 
 

 Yes  
 No 

 
If Yes’, which? ……………………………………………………………………. 
………………………………………………………………………………………………
……………………………………………………………………………… 

 
11. Are there any critical operations in your organisation? 
 

 Yes  
 No 

 
If Yes’, which are the additional security procedures followed in your company (e.g. 
keeping log files, visual monitoring, etc)?  
…………………….………………………………………………………………………
………………………………………………………………………………………………
……………………………………………………………………… 
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Annex 3: Templates for Use Cases definition 
 
 
Pilot site: 
Responsible person: 
e-mail: 
 
Developer: 
Responsible person : 
e- mail : 
 

Authentication 
 

Authentication of airport personnel 
 

Type of crew  
 

  Pilots 
  Security personnel 
  Air traffic controllers 
  Cabin crew 
 Other (please specify):………………………………………………….. 

 

Parameters that can be monitored 
 

 Gait recognition 
 Moving freely 
 Using wearable sensors 

 Voice recognition 
  Dictated – Text Depended 
  Free speech 

  Physiological signals 
  EEG 

 ECG  
 Blood pressure 
 Other (please specify):………………………………………………….. 

 Face recognition  
  Camera based 

 
If you do not consider one of these as possible to be monitored, please give the reason: 
…………………………………………………………………………….. 
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Critical pilot site parameters 
 

 
 Ambient noise level ………………dB (max),  ……………..dB (min) 
 Ambient illumination ……………..lux (max), ……………...lux (min) 
 Ambient temperature ……………...oC (max), ……………… oC (min) 
 Shift working hours     From:………………… To:………………… 
 Period of day  

 Dusk 
 Morning  
 Dawn 
 Night 

 Type of weather 
 Sunny 
 Rain 
 Fog 
 Ice 
 Snow 
 Other (please specify) ………………………………………….. 

 Maximum accepted overall duration of authentication ……………….sec/min 
 Maximum duration of static operation of authentication (i.e. users not 

moving)………………………………………………sec/min. 
 Previous activity (relaxation time needed before going through the procedure, if 

any)……………………………………………………………………… 
 Distance from microphone ………………………cm 
 Distance from camera or other optical device ………………………cm 
 Number of people wished to be authenticated at the same time………………………. 
 Other (please specify)…………………………………………………………. 

 
 

Authentication of driver 

Type of driver 
 

   ADR Truck Driver 
 Non ADR Truck Driver 
 Passenger Car Driver 
 Other (please specify)…………………………………………………………. 

 
 

Parameters to be monitored 
 

 Gait recognition 
 Moving freely 
 Using wearable sensors 

 Voice recognition 
  Dictated – Text Depended 
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  Free speech 
  Physiological signals 

  EEG 
 ECG  
 Blood pressure 
 Other (please specify):………………………………………………….. 

 Face recognition  
  Camera based 

 
If you do not consider one of these as essential/possible to be monitored, please give the 
reason: …………………………………………………………………………….. 
 

Critical pilot site parameters 
 

 Ambient noise level ………………dB (max),  ……………..dB (min) 
 Ambient illumination …………..lux (max), ……………...lux (min) 
 Ambient temperature …………...oC (max), ……………… oC (min) 
 Shift working hours     From:………………… To:………………… 
 Period of day  

 Dusk 
 Morning  
 Dawn 
 Night 

 Type of weather 
 Sunny 
 Rain 
 Fog 
 Ice 
 Snow 
 Other (please specify) ………………………………………….. 

 Maximum accepted overall duration of authentication ……………….sec/min 
 Maximum duration of static operation of authentication (i.e. users not 

moving)………………………………………………sec/min. 
 Previous activity (relaxation time needed before going through the procedure, if 

any)……………………………………………………………………… 
 Distance from microphone ………………………cm 
 Distance from camera or other optical device ………………………cm 
 Number of people wished to be authenticated at the same time………………………. 
 Other (please specify)…………………………………………………………. 
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Authentication of fixed seat worker/employee 

Type of worker/employee 
 Office employee 
 Critical process supervisor 
 Other (please specify)…………………………………………….. 

Parameters to be monitored 
 

 Gait recognition 
 Moving freely 
 Using wearable sensors 

 Voice recognition 
  Dictated – Text Depended 
  Free speech 

  Physiological signals 
  EEG 

 ECG  
 Blood pressure 
 Other (please specify):………………………………………………….. 

 Face recognition  
  Camera based 

 
If you do not consider one of these as possible to be monitored, please give the reason: 
…………………………………………………………………………….. 

Critical pilot site parameters 
 

 Ambient noise level ………………dB (max),  ……………..dB (min) 
 Ambient illumination …………..lux (max), ……………...lux (min) 
 Ambient temperature …………...oC (max), ……………… oC (min) 
 Shift working hours     From:………………… To:………………… 
 Period of day  

 Dusk 
 Morning  
 Dawn 
 Night 

 Type of weather 
 Sunny 
 Rain 
 Fog 
 Ice 
 Snow 
 Other (please specify) ………………………………………….. 

 Maximum accepted overall duration of authentication ……………….sec/min 
 Maximum duration of static operation of authentication (i.e. users not 

moving)………………………………………………sec/min. 
 Previous activity (relaxation time needed before going through the procedure, if 

any)……………………………………………………………………… 
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 Distance from microphone ………………………cm 
 Distance from camera or other optical device ………………………cm 
 Number of people wished to be authenticated at the same time………………………. 
 Other (please specify)…………………………………………………………. 

 

Validation of initial state 

Validation of initial state of airport personnel 

Type of personnel 
 

  Pilots 
  Security personnel 
  Air traffic controllers 
  Cabin crew 
 Other (please specify):………………………………………………….. 

 

Parameters to be monitored 
 

 Gait recognition 
 Moving freely 
 Using wearable sensors 

 Voice recognition 
  Dictated – Text Depended 
  Free speech 

  Physiological signals 
  EEG 

 ECG  
 Blood pressure 
 Other (please specify):………………………………………………….. 

 Face recognition  
  Camera based 

 
If you do not consider one of these as possible to be monitored, please give the reason: 
…………………………………………………………………………….. 
 

Critical pilot site parameters 
 

 Ambient noise level ………………dB (max),  ……………..dB (min) 
 Ambient illumination …………..lux (max), ……………...lux (min) 
 Ambient temperature …………...oC (max), ……………… oC (min) 
 Shift working hours     From:………………… To:………………… 
 Period of day  

 Dusk 
 Morning  
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 Dawn 
 Night 

 Type of weather 
 Sunny 
 Rain 
 Fog 
 Ice 
 Snow 
 Other (please specify) ………………………………………….. 

 Maximum accepted overall duration of validation ……………….sec/min 
 Maximum duration of static operation of validation (i.e. users not 

moving)………………………………………………sec/min. 
 Previous activity (relaxation time needed before going through the procedure, if 

any)……………………………………………………………………… 
 Distance from microphone ………………………cm 
 Distance from camera or other optical device ………………………cm 
 Number of people wished to be validated at the same time…………………. 
 Other (please specify)…………………………………………………………. 

 

Validation of initial state of driver 

Type of driver 
 

   ADR Truck Driver 
 Non ADR Truck Driver 
 Passenger Car Driver 
 Other (please specify)…………………………………………………………. 

 

Parameters to be monitored 
 

 Gait recognition 
 Moving freely 
 Using wearable sensors 

 Voice recognition 
  Dictated – Text Depended 
  Free speech 

  Physiological signals 
  EEG 

 ECG  
 Blood pressure 
 Other (please specify):………………………………………………….. 

 Face recognition  
  Camera based 

 
If you do not consider one of these as possible to be monitored, please give the reason: 
…………………………………………………………………………….. 
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Critical pilot site parameters 
 

 Ambient noise level ………………dB (max),  ……………..dB (min) 
 Ambient illumination …………..lux (max), ……………...lux (min) 
 Ambient temperature …………...oC (max), ……………… oC (min) 
 Shift working hours     From:………………… To:………………… 
 Period of day  

 Dusk 
 Morning  
 Dawn 
 Night 

 Type of weather 
 Sunny 
 Rain 
 Fog 
 Ice 
 Snow 
 Other (please specify) ………………………………………….. 

 Maximum accepted overall duration of validation ……………….sec/min 
 Maximum duration of static operation of validation (i.e. users not 

moving)………………………………………………sec/min. 
 Previous activity (relaxation time needed before going through the procedure, if 

any)……………………………………………………………………… 
 Distance from microphone ………………………cm 
 Distance from camera or other optical device ………………………cm 
 Number of people wished to be validated at the same time…………………. 
 Other (please specify)…………………………………………………………. 

Validation of initial state of fixed seat worker/employee 
 

Type of worker/employee 
 Office employee 
 Critical process supervisor 
 Other (please specify)…………………………………………….. 

Parameters to be monitored 
 

 Gait recognition 
 Moving freely 
 Using wearable sensors 

 Voice recognition 
  Dictated – Text Depended 
  Free speech 

  Physiological signals 
  EEG 

 ECG  
 Blood pressure 
 Other (please specify):………………………………………………….. 
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 Face recognition  
  Camera based 

 
If you do not consider one of these as possible to be monitored, please give the reason: 
…………………………………………………………………………….. 
 

Critical pilot site parameters 
 

 Ambient noise level ………………dB (max),  ……………..dB (min) 
 Ambient illumination …………..lux (max), ……………...lux (min) 
 Ambient temperature …………...oC (max), ……………… oC (min) 
 Shift working hours     From:………………… To:………………… 
 Period of day  

 Dusk 
 Morning  
 Dawn 
 Night 

 Type of weather 
 Sunny 
 Rain 
 Fog 
 Ice 
 Snow 
 Other (please specify) ………………………………………….. 

 Maximum accepted overall duration of validation ……………….sec/min 
 Maximum duration of static operation of validation (i.e. users not 

moving)………………………………………………sec/min. 
 Previous activity (relaxation time needed before going through the procedure, if 

any)……………………………………………………………………… 
 Distance from microphone ………………………cm 
 Distance from camera or other optical device ………………………cm 
 Number of people wished to be validated at the same time…………………. 
 Other (please specify)…………………………………………………………. 

Monitoring 

Monitoring of airport personnel 

Type of personnel 
 

  Pilots 
  Security personnel 
  Air traffic controllers 
  Cabin crew 
 Other (please specify):………………………………………………….. 
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Parameters to be monitored 
 

 Gait recognition 
 Moving freely 
 Using wearable sensors 

 Voice recognition 
  Dictated – Text Depended 
  Free speech 

  Physiological signals 
  EEG 

 ECG  
 Blood pressure 
 Other (please specify):………………………………………………….. 

 Face recognition  
  Camera based 

 
If you do not consider one of these as possible to be monitored, please give the reason: 
…………………………………………………………………………….. 
 

Critical pilot site parameters 
 

 Ambient noise level ………………dB (max),  ……………..dB (min) 
 Ambient illumination …………..lux (max), ……………...lux (min) 
 Ambient temperature …………...oC (max), ……………… oC (min) 
 Shift working hours     From:………………… To:………………… 
 Period of day  

 Dusk 
 Morning  
 Dawn 
 Night 

 Type of weather 
 Sunny 
 Rain 
 Fog 
 Ice 
 Snow 
 Other (please specify) ………………………………………….. 

 Maximum accepted overall duration of monitoring ……………….sec/min 
 Maximum duration of static operation of monitoring (i.e. users not 

moving)………………………………………………sec/min. 
 Previous activity (relaxation time needed before going through the procedure, if 

any)……………………………………………………………………… 
 Distance from microphone ………………………cm 
 Distance from camera or other optical device ………………………cm 
 Number of people wished to be monitored at the same time………………… 
 Other (please specify)…………………………………………………………. 
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Monitoring of driver 

Type of driver 
 

   ADR Truck Driver 
 Non ADR Truck Driver 
 Passenger Car Driver 
 Other (please specify)…………………………………………………………. 

 

Parameters to be monitored 
 

 Gait recognition 
 Moving freely 
 Using wearable sensors 

 Voice recognition 
  Dictated – Text Depended 
  Free speech 

  Physiological signals 
  EEG 

 ECG  
 Blood pressure 
 Other (please specify):………………………………………………….. 

 Face recognition  
  Camera based 

 
If you do not consider one of these as possible to be monitored, please give the reason: 
…………………………………………………………………………….. 
 
 

Critical pilot site parameters 
 

 Ambient noise level ………………dB (max),  ……………..dB (min) 
 Ambient illumination …………..lux (max), ……………...lux (min) 
 Ambient temperature …………...oC (max), ……………… oC (min) 
 Shift working hours     From:………………… To:………………… 
 Period of day  

 Dusk 
 Morning  
 Dawn 
 Night 

 Type of weather 
 Sunny 
 Rain 
 Fog 
 Ice 
 Snow 
 Other (please specify) ………………………………………….. 
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 Maximum accepted overall duration of monitoring ……………….sec/min 
 Maximum duration of static operation of monitoring (i.e. users not 

moving)………………………………………………sec/min. 
 Previous activity (relaxation time needed before going through the procedure, if 

any)……………………………………………………………………… 
 Distance from microphone ………………………cm 
 Distance from camera or other optical device ………………………cm 
 Number of people wished to be monitored at the same time………………… 
 Other (please specify)…………………………………………………………. 

Monitoring of fixed seat worker/employee 

Type of worker/employee 
 Office employee 
 Critical process supervisor 
 Other (please specify)…………………………………………….. 

Parameters to be monitored 
 

 Gait recognition 
 Moving freely 
 Using wearable sensors 

 Voice recognition 
  Dictated – Text Depended 
  Free speech 

  Physiological signals 
  EEG 

 ECG  
 Blood pressure 
 Other (please specify):………………………………………………….. 

 Face recognition  
  Camera based 

 
If you do not consider one of these as possible to be monitored, please give the reason: 
…………………………………………………………………………….. 

Critical pilot site parameters 
 

 Ambient noise level ………………dB (max),  ……………..dB (min) 
 Ambient illumination …………..lux (max), ……………...lux (min) 
 Ambient temperature …………...oC (max), ……………… oC (min) 
 Shift working hours     From:………………… To:………………… 
 Period of day  

 Dusk 
 Morning  
 Dawn 
 Night 

 Type of weather 
 Sunny 
 Rain 
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 Fog 
 Ice 
 Snow 
 Other (please specify) ………………………………………….. 

 Maximum accepted overall duration of monitoring ……………….sec/min 
 Maximum duration of static operation of monitoring (i.e. users not 

moving)………………………………………………sec/min. 
 Previous activity (relaxation time needed before going through the procedure, if 

any)……………………………………………………………………… 
 Distance from microphone ………………………cm 
 Distance from camera or other optical device ………………………cm 
 Number of people wished to be monitored at the same time………………… 
 Other (please specify)…………………………………………………………. 
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Annex 4: Templates for collecting input for system and sensor 
requirements 
 

1. Modules Requirements 

1.1  Module template 
Choose your module: 
 

 EEG baseline biometric based module 
 ECG biometric based module 
 EPR biometric based module 
 EEG baseline biometric based module 
 ECG biometric based module 
 Body Sway biometric based module 
 Face biometric based module 
 Voice biometric based module 
 Gait biometric based module 
 Sensing seat based module 

 

1.1.1 Applicability 
 
             
Application 
             
Environment 
 
Operation  
   Mode 

Truck simulator Truck 

Enrolment Yes   No 
 
If No explain why: 
…………………………….. 

Yes   No 
 
If No explain why: 
………………………………… 

Initial 
Authentication 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Continuous 
Authentication 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Validation of 
initial state 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 
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Monitoring Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 
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Application 
             
Environment 
 
Operation  
   Mode 

Airport Office 

Enrolment Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Initial 
Authentication 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Continuous 
Authentication 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Validation of 
initial state 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Monitoring Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

 

1.1.2 Module(s) Functional description  
   

d. Enrolment 
 

Functional 
description 

 

Functional 
Requirements 

Generic – Services: 
 
 
Network Connection: 
 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 

Inputs: 
Parameter Unit Format 
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unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Calculated Parameters: 
Parameter Unit Format 

   

   

 
 
Outputs: 

Parameter Unit Format 

   

   

 
 

Sensor(s) to be 
used  

(type, number) 

Type : 
     
Number :   

Sensor(s) 
Location 

(position, 
Camera angle) 

 

HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
  

Operating  
System 

  

RAM 
  

Hard Disk 
  

VGA Card 
  

Power supply 
  

Other? 
  

 

S/W 
requirements 

(C++, java etc) 
 

Communication 
requirements 

(interfaces, 
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output data rate 
etc) 
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e. Initial Authentication  
 

Functional 
description 

 

Functional 
Requirements 

Generic – Services: 
 
 
Network Connection: 
 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
Parameter Unit Format 

   

   

 

Calculated Parameters: 
Parameter Unit Format 

   

   

 
 
Outputs: 

Parameter Unit Format 

   

   

 
 

Sensor(s) to be 
used  

(type, number) 

Type : 
     
Number :   

Sensor(s) 
Location 

(position, 
Camera angle) 
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HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
  

Operating  
System 

  

RAM 
  

Hard Disk 
  

VGA Card 
  

Power supply 
  

Other? 
  

 

S/W 
requirements 

(C++, java etc) 
 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

 

 
f. Continuous Authentication  
 

Functional 
description 

 

Functional 
Requirements 

Generic – Services: 
 
 
Network Connection: 
 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 

Inputs: 
Parameter Unit Format 

   

   

 

Calculated Parameters: 
Parameter Unit Format 
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drowsiness 
level etc) 

   

   

 
 
Outputs: 

Parameter Unit Format 

   

   

 
 

Sensor(s) to be 
used  

(type, number) 

Type : 
     
Number :   

Sensor(s) 
Location 

(position, 
Camera angle) 

 

HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
  

Operating  
System 

  

RAM 
  

Hard Disk 
  

VGA Card 
  

Power supply 
  

Other? 
  

 

S/W 
requirements 

(C++, java etc) 
 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 
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d. Validation of initial state 
 

Functional 
description 

 

Functional 
Requirements 

Generic – Services: 
 
 
Network Connection: 
 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
Parameter Unit Format 

   

   

 

Calculated Parameters: 
Parameter Unit Format 

   

   

 
 
Outputs: 

Parameter Unit Format 

   

   

 
 

Sensor(s) to be 
used  

(type, number) 

Type : 
     
Number :   

Sensor(s) 
Location 

(position, 
Camera angle) 
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HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
  

Operating  
System 

  

RAM 
  

Hard Disk 
  

VGA Card 
  

Power supply 
  

Other? 
  

 

S/W 
requirements 

(C++, java etc) 
 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

 

 
e. Monitoring 
 

Functional 
description 

 

Functional 
Requirements 

Generic – Services: 
 
 
Network Connection: 
 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 

Inputs: 
Parameter Unit Format 

   

   

 

Calculated Parameters: 
Parameter Unit Format 
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drowsiness 
level etc) 

   

   

 
 
Outputs: 

Parameter Unit Format 

   

   

 
 

Sensor(s) to be 
used  

(type, number) 

Type : 
     
Number :   

Sensor(s) 
Location 

(position, 
Camera angle) 

 

HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
  

Operating  
System 

  

RAM 
  

Hard Disk 
  

VGA Card 
  

Power supply 
  

Other? 
  

 

S/W 
requirements 

(C++, java etc) 
 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 
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1.1.3 Requirements imposed on the selection of sensors 
 
Electrodes 

Parameter Yes No Required 
Value Justification 

No of 
Channels 

    

Channel 
gain 

    

Input 
impedance 

    

Noise     

Amplitude 
range 

    

Frequency 
range 

    

A->D 
Sampling 
Frequency  

    

A->D 
Resolution 

    

A->D 
Sensitivity 

    

CMRR     

Trigger 
input 

    

Trigger 
output 

    

Anti-
aliasing 
filter 

    

3dB 
bandwidth 

    

Notch 
Interference 
Filter: 

    

Low Pass 
Filter: 

    

High Pass 
Filter: 

    

Input 
Voltage 
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Range 

Output 
Range: 

    

Connection 
to PC 

    

Other?     

     

 
Body sway sensor 

Parameter Yes No Required 
Value Justification 

Number of 
Axis 

    

Resolution     

Sampling 
rate 

    

Fx, Fy 
Capacity, N 

    

Fz Capacity, 
N  

    

Mx, My 
Capacity Nm 

    

Mz 
Capacity, 
Nm 

    

Fx, Fy 
Natural 
Frequency, 
Hz 

    

Fz Natural 
Frequency, 
Hz 

    

Fx, Fy 
Sensitivity, 
(μV/[V*N]) 

    

Fz 
Sensitivity, 
(μV/[V*N]) 

    

Mx, My 
Sensitivity, 
(μV/[V*Nm]) 

    

Mz 
Sensitivity, 
(μV/[V*Nm]) 

    

Interface:      
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External 
Trigger:  
 

    

Crosstalk:  
 

    

Sensitivity 
Change with 
Temperature 

    

Fx, Fy, Fz 
hysteresis 

    

Fx, Fy, Fz 
non-linearity 

    

Other?     

     

 
Camera 

Parameter Yes No Required 
Value Justification 

Horizontal 
FoV 

   
 
 
 
 

   

 

Comment: Define the distance 
between camera and the target object 
f, and the horizontal dimension of the 
object /scene that must be imaged. 
The minimum FoV is then 
determined based on the following 
equation:  
FOV = 2 arctan(d/2f)  
 
 

 

Vertical 
FoV 

   

 
Comment: Define the distance 
between camera and the target object 
f, and the vertical dimension of the 
object /scene that must be imaged. 
The minimum FoV is then 
determined based on the following 
equation:  
FOV = 2 arctan(d/2f) 
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DoV    

Comment: DOV is determined from 
the min and max distance of the 
object from the camera 

Lens focal 
length 

    

 
 
 

Shutter 
Speed 

   

Comment: According to the speed of 
the phenomena that we want to 
capture, for example blinks, a 
minimum threshold of shutter speed 
(sec-1) may need to be determined.  
 
 
 

Type of 
Shutter 

   

Comment: Higher shutter speeds 
may require global shutter 
 
 
 

Resolution    

Comment: Depending on the degree 
of texture details that must be 
imaged, increased resolution may be 
required.   

Pixel size     

Colour 
depth 

    

Dynamic 
range 

    

 Frame rate    

Comment: According to the speed of 
the phenomena that we want to 
capture, for example blinks, a 
minimum threshold of frame rate 
(sec-1) may need to be determined. 

Lens 
aperture 
 
(f/stop 
number) 
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Comment: for a given focal length 
and circle of confusion of the 
camera, the f/stop number 
determines the DOV. Higher values 
of f/stop number results in an 
increase of DOV.  

Other?     

     

 
Microphone 

Parameter Yes No Required 
Value Justification 

Frequency 
Response 

    

Sensitivity at 
1 kHz 

    

Output 
Impedance 
at 1 kHz 

    

Signal-to-
Noise Ratio 

    

Operating 
Voltage 

    

Operating 
Current 

    

Ambient 
noise 
suppression: 

    

Quantization     

Sampling 
rate 

    

Max SPL 
Input @ 1 
KHz 
 

    

Max Output 
(THD <3% 
@ 1 KHz) 

    

Interface     

Other?     
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Seat sensor 

Parameter Yes No Required 
Value Justification 

Data rate-
Bandwidth  

    

Sampling 
rate [Hz] 

    

Quantisation 
[bits] 

    

Dynamic 
Range [dB] 

    

Resolution     

Noise level     

Pressure 
Range 

    

Sensel 
Density 

    

Number of 
sensels 

    

Matrix 
width 

    

Matrix 
height 

    

Column 
width 

    

Column 
spacing 

    

Number of 
Columns  

    

Row width     

Row spacing     

Number of 
rows 

    

Overall 
length 

    

Overall 
width 

    

Tab length     

Interface:      

Other?     
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Other Sensor? 
 

Parameter Yes No Required 
Value Justification 

Data rate-
Bandwidth  

    

Sampling 
rate [Hz] 

    

Quantisation 
[bits] 

    

Dynamic 
Range [dB] 

    

Resolution     

Frequency 
range 

    

Amplitude 
range 

    

Noise level     

Other?     

     

     

     

 

1.1.4 Environmental conditions, limitations 

Exogenous factors Yes No Justification 

Light – Variable 
illumination conditions 

   

Wind      

Moisture    

Vibrations    
Temperature    

Illumination    
Sound levels-Noise    

Other?     
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1.1.5 Other Factors that affect the performance of the system-Limitations 
 

Factor  Yes No Justification  

User behaviour 
Eye gaze and facial 
direction 

   

Persons mobility on 
monitoring space 

   

Facial Expression    
Native language    
Accent    
Voice Intonation    
Emotional state/mood    

User demographics 
Age    
Ethnic origin    
Gender    

User appearance 
Skin tone    
Eye colour    
Beard    
Moustache    
Glasses    
Clothing    
Shoes    
Carrying bag    
Other?    
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1.1.6 Other Requirements 
 
 
 
 
 

  

1.2  Gait biometric based module(s) 
 
             Application 
             Environment 
 
Operation  
   Mode 

Truck simulator Truck 

Enrolment Yes   No  
 
If No explain why: 
Research on the potential of the 
use of gait for this operation 
mode has shown that gait is not 
one of the preferred modalities. 

Yes   No 
 
If No explain why: 
………………………………… 

Initial 
Authentication 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Continuous 
Authentication 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Validation of 
initial state 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Monitoring Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

 
             Application 
             Environment 
 
Operation  
   Mode 

Airport Office 

Enrolment Yes   No 
 
If No explain why: 

Yes   No 
 
If No explain why: 
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………………………………… ………………………………… 

Initial 
Authentication 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Continuous 
Authentication 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Validation of 
initial state 

Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

Monitoring Yes   No 
 
If No explain why: 
…………………………………

Yes   No 
 
If No explain why: 
………………………………… 

 

1.2.1 Module(s) Functional description  
   

b. Enrolment 
 

Functional 
description 

Gait recognition module will be applied for the user enrolment in the 
restricted area pilot. In particularly each subject will be asked to walk 
in a controlled area (probably corridor) under different conditions 
(different clothes, carrying objects etc). A stereoscopic camera will 
capture the walking of the subject and will send the relevant image 
sequences to the gait recognition module. During enrolment, the gait 
recognition module will extract the gait of the subjects walking and 
will send the subject’s gait signature to a local database for storage or 
will store it to a token card. Following the functional requirements of 
this module as well as the input and output parameters of the gait 
system for user enrolment are presented.  

Functional 
Requirements 

The functional requirements for the gait system regarding the user 
enrolment in restricted area are the following: 

9.1.1.1.1 Generic - Services 
1. The gait biometric module, in terms of user enrolment 

scenario, shall be triggered via a user interface for starting the 
procedure of enrolment for each subject. 

2. The gait biometric module shall be able to provide a simple 
user interface to begin the user enrolment (e.g. a Start 
Enrolment button). 

3. The gait biometric module, in terms of user enrolment 
scenario, shall be able to connect to a stereo camera and 
subsequently acquire image sequences.   
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4. The gait biometric module shall be able to manipulate (load, 
process, save) image sequences from a storage device (e.g. 
hard disk). 

5. The gait biometric module shall be able to provide a procedure 
that will process multiple sessions of captured video sequences 
and subsequently extract the gait biometric signatures (in real 
time?). 

6. The gait biometric module shall be able to store the gait 
biometric signature to a distributed database. 

7. The gait biometric module shall be able to store the gait 
biometric data to a token card, when this is applicable. 

9.1.1.1.2 Network Connection 
1. The gait biometric module shall be able to communicate with a 

stereo camera via an IEEE-1394 firewire connection 
2. The gait biometric module shall be able to connect via a secure 

network protocol with a database or a token in order to 
store/retrieve gait biometric data. 

 

Input, 
Calculated and 
Output 
parameters – 
(parameter, 
unit, format) 

(face image, 
blink rate, 
drowsiness 
level etc) 

INPUTS: 
Input to the gait biometric module, in terms of the enrolment, consists of several 
sessions of gait sequences that will be processed in next stages from the module. 

 

Parameter Unit Format 

Subject 
movement/walking 

Data acquisition module Image sequences in png 
format 

   

 

Calculated Parameters: 
During the enrolment state of the gait biometric module, image-processing 
techniques are applied to the video sequences in order to extract the silhouette image 
sequences. Also a set of feature descriptor extraction techniques are applied to the 
silhouette image sequences thus resulting in the extraction of a gait signature for 
each user. 

Outputs: 
Gait biometric signature data.  
 

Parameter Unit Format 

Gait signature Database, Token Card NF x Fsize double vector, 
where NF denotes 
number of frames in the 
sequence, and Fsize 
denote the size of 
signature vector. Each  

   

 
 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 223          CERTH/HIT 
 

Sensor(s) to be 
used  

(type, number) 

Type     : A stereoscopic camera, namely Bumblebee, from Point Grey 
(technical characteristics are provided in the Sensor Requirements 
Section Fehler! Verweisquelle konnte nicht gefunden werden.). 
Number :  1  

Sensor(s) 
Location 

(position, 
Camera angle) 

User enrolment will take place in a place with environmental 
conditions similar to the restricted area pilot. The overall setting of the 
user enrolment is illustrated in Figure 70. As seen, each user will walk 
for at least five meters in a front-parallel view with the camera and in 
maximum six or seven meters far away from the camera. Also, the 
maximum distance of the subject from the camera is restricted to 
seven meters. This distance refers to the maximum operating distance 
of the stereo camera, in which accurate depth images can be captured. 
Height of camera from the ground will be in the range from 1.5 to 2 
meters.   

 
Figure 72 Graphical representation of user enrolment scenario in the restricted area pilot 

HW 
requirements 

(PC, power 
supply etc.) 

 

 
Minimum Requirements Recommended 

Requirements 

Processor 
1Ghz or better (Intel or 

AMD) 
 

Operating  
System 

Windows 2000 or better. Windows XP is 
recommended. 

RAM 
512-2GB. 1 GB of RAM is 

recommended. 

Hard Disk 
200-400GB. A hard disk of 200 GB 

is recommended, when 
a number of 100 

subjects will be used for 
user registration. 

VGA Card 
ANY AGP 8x graphic 

device unit 
- 

 

S/W 
requirements 

(C++, java etc) 

GAIT SYSTEM WILL BE IMPLEMENTED IN A VISUAL C++ 
ENVIRONMENT. 

Communication 
requirements 

IEEE-1394 FIREWIRE CONNECTION BETWEEN THE CAMERA 
AND THE PERSONAL COMPUTER IS NEEDED FOR 
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(interfaces, 
output data rate 
etc) 

ACQUIRING THE GAIT SEQUENCES. 
A network protocol (e.g. TCP/IP) should be supported for storing the 
extracted gait signatures to a distributed HUMABIO database. 
 

 
 
b.  Initial Authentication  

Functional 
description 

Gait recognition module will be applied for the initial authentication 
scenario in the restricted area pilot. Gait authentication system shall be 
able to extract the gait signature from the subject that wants to enter a 
controlled area in the airport pilot. Furthermore, the system will 
communicate either with a database or with a token card and will 
retrieve the stored gait biometric signature of the subject. Then, a 
template-matching algorithm will be used to calculate a match score 
between the signatures in order to perform the authentication. 
Following the functional requirements of the authentication module as 
well as the input and output parameters of the gait system for 
authentication are reported. 

Functional 
Requirements 

The functional requirements for the gait system regarding the initial user 
authentication in the restricted area pilot are the following: 

Generic - Services 
2. The gait biometric module, in terms of initial user 

authentication, shall be triggered to acquire gait video 
sequence, when a subject provides his/her identity through its 
RFID card.  

3. The gait biometric module shall be able to receive a message 
from a RFID card to start the authentication procedure. 

4. The gait biometric module, in terms of initial user 
authentication, shall be able to connect to a stereo camera and 
subsequently capture image sequences. 

5. The gait biometric module shall be able to manipulate (load, 
process, save) image sequences from a storage device (e.g. 
hard disk). 

6. The gait biometric module shall be able to provide a procedure 
that will process the subject movement and subsequently shall 
extract its gait biometric signature in real time.  

7. The gait biometric module shall be able to retrieve the stored 
gait biometric signature of the user either from a distributed 
database or from a smart card (token). 

8. The gait biometric module shall be able to compare the 
calculated gait biometric signature with the stored one, using 
template-matching techniques for user authentication. 

9. The gait biometric module, in terms of authentication, shall be 
able to provide a biometric score, in order to be used for 
multimodal authentication.  

10. The gait biometric module, in terms of authentication, shall be 
able to provide authentication to the controlled area as single 
modality.  
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Network Connection 
1. The gait system shall be able to communicate with a stereo 

camera via an IEEE-1394 firewire connection 
2. The gait biometric module shall be able to communicate with 

an RFID card through a well-defined protocol.  
3. The gait system shall be able to connect via a secure network 

protocol with a database or a token in order to retrieve the 
stored gait biometric data, which were acquired during user 
enrolment use case. 

 

Input and 
Output 
parameters – 
format 

(face image, 
blink rate, 
drowsiness 
level etc) 

Inputs: 
Input to the gait system, in terms of the user authentication, consists of an acquired 
gait sequence that will be processed in next stages from the gait authentication 
module.  

 

Parameter Unit Format 

Subject 
movement/walking 

Data acquisition module Image sequences in png 
format 

Gait stored signature Storage module NF x Fsize double vector, 
where NF denotes the 
number of frames in the 
stored sequence, and Fsize 
denote the size of 
signature vector. 

 

Calculated Parameters: 
Gait authentication system shall be able to extract the gait signature from the subject 
that wants to enter a controlled area in the airport pilot. Furthermore, the system will 
communicate either with a database or with a token card and will retrieve the stored 
gait biometric signature of the subject. Then, a template-matching algorithm will be 
used to calculate a match score between the signatures in order to perform the 
authentication. 

Outputs: 
Output of the gait system, in terms of the user authentication, is a 
boolean decision (true or false). A true value indicates that user 
authentication succeeded and a false value indicates that user entrance 
to a secure area was denied. When a multimodal scenario is used, 
output of the gait module consists of a biometric score that will be 
used for authentication based on fusing several modalities scores.  
 

Parameter Unit Format 

Gait biometric Score Gait recognition module Double value 

Gait authentication  Gait recognition module Boolean, when module is 
used as a single 
modality. 

 

Sensor(s) to be See sensors that will be used in the user enrolment use case. 
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used  

(type, number) 

Sensor(s) 
Location 

(position, 
Camera angle) 

The gait authentication system that will be implemented will be 
evaluated in the airport pilot setup. Main purpose of this pilot will be 
to authenticate airport employees in a controlled area. Figure 71 
illustrates a possible setting that could be used for acquiring the gait 
signals of the persons. As seen, human movement will be captured in 
an indoor environment and probably in an airport corridor, which can 
already be used for other security issues (e.g. bags checking). As in 
the user enrolment, a stereo camera will be used for acquiring the 
human locomotion. Moreover, human movement will be captured in a 
front-parallel view, so the controlled area must be wide enough to 
capture the gait signal, as depicted in Figure 71. Height of camera 
from the ground will be in the range from 1.5 to 2 meters.   
 

 
Figure 73 Airport Pilot: Environment settings for gait authentication on a controlled 

environment  
 

HW 
requirements 

(PC, power 
supply etc.) 

Same table with the user enrolment scenario. 

S/W 
requirements 

(C++, java etc) 

Same requirements with the user enrolment scenario. 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

Same requirements with the user enrolment scenario. 

 
c.  Continuous Authentication  

Module 
description DNA 

Calculated and  
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Output 
parameters – 
format 

(face image, 
blink rate, 
drowsiness 
level etc) 

Sensor(s) to be 
used  

(type, number) 

 

Sensor(s) 
Location 

(position, 
Camera angle) 

 

HW 
requirements 

(PC, power 
supply etc.) 

 

S/W 
requirements 

(C++, java etc) 
 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

 

 
 
d. Validation of initial state 
 

Module 
description DNA 

Calculated and 
Output 
parameters – 
format 

(face image, 
blink rate, 
drowsiness 
level etc) 
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Sensor(s) to be 
used  

(type, number) 

 

Sensor(s) 
Location 

(position, 
Camera angle) 

 

HW 
requirements 

(PC, power 
supply etc.) 

 

S/W 
requirements 

(C++, java etc) 
 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

 

 
e. Monitoring 
 

Module 
description DNA 

Calculated and 
Output 
parameters – 
format 

(face image, 
blink rate, 
drowsiness 
level etc) 

 

Sensor(s) to be 
used  

(type, number) 

 

Sensor(s) 
Location 

(position, 
Camera angle) 
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HW 
requirements 

(PC, power 
supply etc.) 

 

S/W 
requirements 

(C++, java etc) 
 

Communication 
requirements 

(interfaces, 
output data rate 
etc) 

 

 
 

1.2.2 Requirements imposed on the selection of sensors 
 

Parameter Yes No 
Value of 
commercial 
sensors 

Required 
Value Justification 

Horizontal 
FoV 

   
  A horizontal FOV value of 700 is 
preferred in order to acquire 
human movement. Using this 
HFOV, gait of the target subject, 
can be captured in a range of 3-6 
meters from the camera. 
 

   

DNA 700 

Comment: Define the distance 
between camera and the target 
object f, and the horizontal 
dimension of the object /scene 
that must be imaged. The 
minimum FoV is then determined 
based on the following equation:  
FOV = 2 arctan(d/2f)  

Vertical 
FoV 

  DNA   
 

 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 230          CERTH/HIT 
 

 
Comment: Define the distance 
between camera and the target 
object f, and the vertical 
dimension of the object /scene 
that must be imaged. The 
minimum FoV is then determined 
based on the following equation:  
FOV = 2 arctan(d/2f) 

 
 
 
 

DoV   DNA  

Comment: DOV is determined 
from the extent of a given scene 
that must be imaged onto the film 
or image sensor 
The target object shall not be 
more than 7 meters far away from 
the camera during the gait 
recording procedure. Above this 
distance the current sensor cannot 
calculate accurate 3D depth data. 

Dynamic 
range  

  DNA 6-7 meters 

Comment: DOV is determined 
from the min and max distance of 
the object from the camera 

Lens focal 
length 

  DNA 
 

Image 
sensor

Max 
Focal 
length

1/4inch  
1/3inch 4mm 
1/2inch  
2/3inch  
1inch  

The maximum focal length F, to 
achieve the required FOV 
depends on the size D of the 
image sensor, according to the 
following equation: 

2
tan2 FOV

DF =  

 For typical image sensor 
dimensions, the maximum focal 
length is given in the table in mm. 
 
 
 

Shutter 
Speed 

  1/25s to 
1/15000s 

1/8000s to 
1/30s @ 30Hz 
at 640x480 
Image 
Resolution 
 

Comment: According to the speed 
of the phenomena that we want to 
capture, for example blinks, a 
minimum threshold of shutter 
speed (sec-1) may need to be 
determined.  
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Type of 
Shutter 

   Global 
 Rolling 

 

Comment: Higher shutter speeds 
may require global shutter 
 
 
 

Resolution   640x480  
1024x768 
1936x1288 
2816x2112 
3032 x 2008
3888x2592 

640x480 will be 
used for gait 
sequences 

Comment: Depending on the 
degree of texture details that must 
be imaged, increased resolution 
may be required.   
 Frame rate   12fps 

24fps 
30fps 
etc 
 

25 fps are 
needed for 
capturing the 
gait sequences. 

Comment: According to the speed 
of the phenomena that we want to 
capture, for example blinks, a 
minimum threshold of frame rate 
(sec-1) may need to be 
determined. 
  
 
 
 
 

Lens 
aperture 
 
(f/stop 
number) 

  f/1.4     
f/2.0    
f/2.8     
f/4    
f/5.6     
f/8     
f/11     
f/16     
f/22 

 

Comment: for a given focal length 
and circle of confusion of the 
camera, the f/stop number 
determines the DOV. Higher 
values of f/stop number results in 
an increase of DOV.  

Other?      

      

 
 

1.2.3 Environmental conditions, limitations 
 

Exogenous factors Yes No Justification 

Light – Variable 
illumination conditions 

  Gait data acquisition under 
variable illuminations introduces 

noise in the gait silhouette 
sequences. Gait recognition 
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Exogenous factors Yes No Justification 

module will be tested only in the 
airport indoors scenario. Thus, a 

typical indoors illumination 
environment will be used for the 

gait recognition system. 
Wind     DNA 

Moisture   DNA 

Vibrations   DNA 
Temperature   Camera sensor operates in the 

range 0-45 oC 
Illumination   See light-illumination conditions 
Sound levels-Noise   DNA 

Other?     

Surface Type   The performance of the gait 
recognition module has shown to 
be affected to a certain extend by 

the surface type (reduces with 
grass, increases with marble, 

etc.). In the restricted area pilot, 
a typical indoors surface type 

will be used for all pilot 
scenarios, and thus we do not 

expect significant affection to the 
performance. 

    
  
 

1.2.4 Other Factors that affect the performance of the system-Limitations 
 

Factor  Yes No Justification  

User behaviour 
Eye gaze and facial 
direction 

  DNA 

Persons mobility on 
monitoring space 

  DNA 

Facial Expression   DNA 
Native language   DNA 
Accent   DNA 
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Factor  Yes No Justification  

Voice Intonation   DNA 
Emotional state/mood   Emotional state of the subject 

influences the human movement 
speed and as a result it could 

affect the gait recognition 
system. 

User demographics 
Age   Ageing potentially affect the gait 

recognition system. This has to 
be further investigated in the 

project. 
Ethnic origin   DNA 
Gender   DNA 

User appearance 
Skin tone   DNA 
Eye colour   DNA 
Beard   DNA 
Moustache   DNA 
Glasses   DNA 
Clothing   Clothing in combination with 

other factors as shoes or carrying 
objects can drastically effect the 

performance of the gait 
recognition system. 

Shoes   Shoe changes influence the 
human movement speed and as a 
result the performance of the gait 
recognition system could also be 

affected.  
Carrying bag   Carrying bag can affect the gait 

recognition system, as objects 
like a bag usually alter the shape 

characteristics of the moving 
object. 

Other?    

    
    
    
 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 234          CERTH/HIT 
 

 

1.2.5 Other Requirements 
 
DNA 
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2. Pilot requirements template 
 
2.1 Tick your Pilot: 
 

 Truck  
 Truck simulator  
 Office  
 Airport  

 

2.2 Applicability 

Operation mode Yes Justification 

Authentication   

Continuous 
Authentication 

  

Validation of initial 
state 

  

Monitoring   
 

2.3 Environmental conditions-limitations 

Exogenous factors Yes No Description 

Light – Variable 
illumination conditions 

   

Wind      

Moisture    

Vibrations    

Temperature    

Sound levels- Noise    

Other?     
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2.4 Technical requirements-restrictions imposed on sensors/PCs 

Requirements Yes No Description 

Device (PC, Sensor) Size    

Device Weight    

Power supply    

Communication 
requirements   

   

Electromagnetic 
compatibility 

   

Integration requirements    

Standards    

Other?    

    

    
 
2.5 User behaviour 
 

Factor  Yes No Description  

Persons mobility on monitored space 
sitting tightly on a fixed 
seat 

   

sitting tightly on a 
rotating seat 

   

sitting on a movable seat    
may stand up and walk    
may operate from several 
seats 

   

Several persons in room 
changing positions 

   

Eye gaze and facial direction 
Mainly for the one fixed 
direction 

   

Mainly for few fixed 
directions (several 
monitors etc.) 

   

No fixed direction    

Usability – User Friendliness  
Intended for public use 
without training facilities 
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Factor  Yes No Description  

Easy to wear    

Obtrusiveness level     

Miscellaneous  
Continuity and break 
frequency of the working 
environment 

   

Other?    

    
    
    

2.6 Other Requirements 
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3. Sensor specifications template 
 

1. Sensor description 

1.1 Please insert the name of the sensor below: 
 
  

1.2 What is the type (nature) of the sensor? 
 

1.3 Please provide the purpose and a detailed description of your sensor: 
 
 
 
 
 
 

 

1.4 What is the operation principle of the sensor?  
 
 
 
 
 
 

1.5 Could you provide a list of the parameters (quantities), which this sensor is to measure? 

• Parameter 1 [units]:             
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• Parameter 2 [units]:             

•  Parameter X [units]:                                         (as many as the parameters) 

 

1.6 Please provide here the main references for further detail to this sensor. 
 (i.e. Authors, Title, publication, pages, year) 
 
 

 
 

 

1.7 Could you please provide a photo of the sensor? 
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2. Generic Technical Specifications  

2.1 Physical Specifications 

a. Please insert in the following table the dimensions, volume and mass of the sensor. 
 

Dimensions (cm x cm x cm)  
Volume(cm3)  
Mass (grams)  
  

 

b. Where is the sensor located? 
 
 
 
 
 
 
 

 

2.2 Performance 
 
Please fill the following table for each parameter defined in section 1: 
 

Parameter Accuracy Precision
   
   
   
   

2.3 Sensor output signal-Dynamic Range, Resolution and Quantization 
 
a. How is the output signal? 

 Analogical                                                  Digital    
 
b. Which is the output bandwidth or data rate (bits/sec)? 
 
 

 
c. Please fill the following table: 
 

Parameter Value 
Sampling rate [Hz]  
Quantisation [bits]  
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Dynamic Range [dB]  
Resolution  
Frequency range  
Amplitude range  
Noise level  

 

2.4 Power Supply 

a. Which is power consumption required for the sensor operation? 
 
Supply Voltage [V]  
Supply Current [mA]  
Power consumption (Watt)  

b. Which is the Over voltage protection [V]? 
 
Over voltage protection [V]  

2.5 Interfaces 

a. Which are the electrical sensor interfaces? 
Please use standard terminology.  
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b. Which are the mechanical and other sensor interfaces? 
Please use standard terminology.  
 
 
 

 
c. Please describe the communication requirements. 
Please use standard terminology.  
 
 
 

 

2.7 Calibration Requirements and Procedure, Auto-check 

a. Which are the calibration requirements for operational use, for each parameter? 
• Parameter 1 [units]:            

 

• Parameter 2 [units]:            

•  
P

arameter X [units]:                                     (as many as the parameters) 
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b. Which are the self-test requirements for operational use, for each parameter? 
  

• Parameter 1 [units]:           

 

• Parameter 2 [units]:             

•  
P

arameter X [units]:                                 (as many as the parameters) 

 

 

2.7 Data description 

a. Could you give a description of the on-board processing on the sensor and any software 
requirements? 
 
 

2.8 Environmental Specifications 

a. If this is an environment sensor, what is the required Operating Distance [min and max]? 
Min required Operating Distance (in m)  
Max required Operating Distance (in m)  

 

b. If available, could you provide the targeted temperature ranges for operational use and 
storage? 
  

Operating range 
 Min Temperature to Max Temperature ºC 

 

Storage range  
Min Temperature to Max Temperature ºC 
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2.9 Sensor User Friendliness 

Could you please characterise and justify the user friendliness of this sensor, in terms of 
obtrusiveness, wearability and easiness of use?  
 

 
 

2.10 Hazards 

Please describe possible hazards such as biocompatibility hazards, electrical and EM safety 
hazards, hazards due to wrong applications etc. and provide guidelines of how they should be 
avoided. 

 

 

2.11 Limitations 
Please describe possible behavioural or other limitations (possible artefact sources etc) 
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2.12 Other specifications 
Depending on its type, each sensor may be characterised by different specifications. Please 
provide below additional parameters that characterise your sensor with their corresponding 
value, which should be mentioned.  

 

Electrodes: 
Parameter Value 
Impedance  
Other?  
  
  
  
  
  
  

 

Camera: 
Parameter Value 
Pixel array           
Pixel Size                   
Optical Format          
 Dynamic Range        
Sensitivity (B&W)      
Frame Rate:               
Pixel Output 
Frequency 

 

Speed  
Other?  
  
  
  
  
  
  
  

 
Other sensor (microphone, sensing sit, etc): 

Parameter Value 
Other?  
  
  
  
  
  
  
  



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 246          CERTH/HIT 
 

  

 

 

Annex 5: System Requirements Checklist 
 

 
Generic sensor Requirements  

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

GS1.Wearable sensors shall be 
self-attached by the user.      

GS2.Wearable sensors must be 
easily attached, without special 
preparation or training. 

    

GS3.A very easy control of 
correct placement is required.     

GS4.For the EEG 
measurements, the optimal 
sensor attachment would be an 
electrode cap where it is 
possible to measure directly 
and move the electrodes to the 
correct spot. This would make 
the measuring procedure a lot 
easier, especially for beginners 
and it would more importantly 
lead to more comparable 
procedures between and within 
laboratories. Dry electrodes 
would be necessary for this 
matter, and possibly an elastic 
fixation cap. 

    

GS5.When it is necessary to fix 
the sensors on the body surface, 
preparation of the skin should 
avoid irritant or corrosive 
detergents.  

    

GS6.Wearable sensors must not 
cause irritation or allergic 
reactions (biocompatibility). 

    

GS7.Wearable sensors must be 
not too annoying for the user 
and must not hinder his/her 
activities. 

    

GS7a Sensors of small size and     
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Generic sensor Requirements  

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

light.  
GS7b.Not any or limited use of 
wires     

GS8.Wearable sensors must be 
battery powered.     

GS9.Small consumption of 
power.     

GS10.Non-intrusive recording 
methods (no contact, no gel 
interface) should be preferred. 

    

GS11.When sensor attachment 
is necessary secure attachment 
must be achieved and 
maintained throughout the 
duration of the recording, 
which may last for several 
hours. 

    

GS12.The total number of 
sensors used must be 
minimised when possible (a 
compromise between number 
of sensors and performance 
must be met). This is especially 
important in the cases where 
the number of sensors has a 
direct implication in 
intrusiveness of the biometric 
system (such as EEG). 

    

GS13.The sensors must be 
compliant with European 
guideline about biomedical 
devices safety (93/42/CEE and 
90/385/CEE) 

    

GS14.The sensors set must be  
compliant with guideline of 
electric safety (EN60-601-1) 

    

GS15.The sensors must  not 
produce interference with 
working environment 

    

GS16.The reusable part of 
sensors must be easily 
disinfected or sterilized 
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Devices Status/Recording requirements 
 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

DR1.Easy configuration and 
setup of the sensors and the 
devices 

    

DR2.Data recording may be 
continuous for a period of the 
day. 

    

DR3.Data processing shall 
take place in real time.. 
 

    

DR4.The application should 
be autonomous, non-
supervised and non-intrusive 

    

DR5.The user must know the 
status of devices: 

- If sensors currently 
recording 

- Battery status 

    

DR6. The User should be 
informed in the following 
error situations: 

- Sensors are not 
positioned correctly 

- Recording cannot be 
performed (indicating 
the problem) 

- Recorded signal is 
corrupted 

- Battery is low and 
device cannot function 
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Access/Control requirements 
 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

AC1.Access to operator 
controls shall require a 
password or an electronically 
read card. 

    

AC2.Operator controls shall 
prohibit the unauthorized use of 
the enrolment sub-system to 
alter, delete or replace 
biometric enrolment data.  

    

AC3.Only a limited number of 
administrators should be 
permitted to change system 
parameters. 
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Performance requirements 
 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

 P1.FRR ( False Rejection 
Rate ) ~ 2%     

P2.FAR ( False Acceptance 
Rate ) ~ 0,5%     

 P3.FTE ( Failure To Enrol )  
~ 1%.     

P4.EEG baseline biometric 
based module for 
Authentication  

 Acquisition time 
 Run Time 

    

P5.EEG baseline biometric 
based module for Validation 

 Acquisition time: 2 
min 

 Run Time: 30sec 

    

P6. EPR baseline biometric 
based module for Validation 

 Acquisition time: 2 
min 

 Run Time: 30sec 

    

P7. ECG biometric based 
module for Authentication 

 Acquisition time: 2 
min 

 Run Time: 30sec 

    

P8. ECG biometric based 
module for Validation 

 Acquisition time: 1 
min 

 Run Time: 30s 

    

P9. E0G biometric based 
module for Validation 

 Acquisition time: 30 
s 

 Run Time: 30s 

    

 P10. Body Sway for 
Validation 
Acquisition time: 2 
min 

 Run Time: 30s 

    

P11. Face biometric based     
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Performance requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

module for Authentication 
 Acquisition time: 5s 
 Run Time: 100ms 

P12. Voice biometric based 
module Authentication 

 Acquisition time: 5-
10s 

 Run Time: 1-2sec 

    

P13. Voice biometric based 
module Continuous 
Authentication 

 Acquisition time: 5-
30s 

 Run Time: 1-2s 

    

P14. Gait biometric based 
module for Authentication 

 Acquisition time: 30s 
 Run Time: 15s 

    

P15. Sensing seat based 
module for Authentication 
for each position 

 Acquisition time: 3-
5s 

 Run Time: 1ms 

    

P16.All templates created 
during authentication, 
validation and monitoring 
must be accompanied by a 
reliability factor 

    

P17.Initially, the reliability 
factor is set to be more than 
75% for all modalities. 
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Communication requirements 
 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

C1.Use a standardized 
communication system 
(BAN, LAN and WAN 
transmission) 

    

C2.Secure mechanism of 
transmission.     

C3.The wearable sensors 
may be connected wired or 
wireless to the system 
depending on the scenario of 
use. 

    

C4.The wireless connection 
of wearable sensors to the 
system will be based on IEEE 
802.15.4 communication 
protocol 

    

 
 

 
Interoperability requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

I1.Common interfaces 
should be designed for the 
various sensors at the 
communication/physical 
layer in order to be 
interoperable and be easily 
integrated within the 
different applications.  

    

I2.Interfaces to the various 
actuators (door, workstation, 
truck engine) should be 
provided.  
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Interoperability requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

I3.HUMABIO application 
will be a BIOSEC API 
compliant platform. 

    

 
 
 
 

 
Environmental requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

E1.The system must be 
capable of operating in a 
wide temperature and 
humidity range, for example 
-25oC to 45oC and 10% to 
90% respectively 

    

E2.The various system 
physical components may be 
subject to vibrations 
depending on the 
application, for example 
driver monitoring. The 
system must not be affected 
by vibration stresses.  

    

E3.Variation in lighting 
conditions must not affect 
the performance of the 
system.  

    

E4.The recording technique 
must be protected against 
electric shock, 
biocompatibility and 
magnetic interference. 

    

E4.The recording technique 
must be protected against     
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Environmental requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

electric shock, 
biocompatibility and 
magnetic interference. 
E5.Human sweat must not 
affect the performance of 
wearable sensors such as 
electrodes 

    

 
 
 
 
 
 
 

 
Biometric Modules requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

M1.The biometric module, 
in terms of user enrolment 
and authentication scenario, 
shall be triggered via a user 
interface for starting the 
procedure of enrolment for 
each subject. 

    

M2.The biometric module, 
in terms of user enrolment, 
shall be able to provide a 
simple user interface to 
begin the user enrolment 
(e.g. a Start Enrolment 
button). 

    

M3.The biometric module, 
in terms of initial user 
authentication, shall be 
triggered to acquire 
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Biometric Modules requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

biometric data, when a 
subject provides his/her 
identity through its RFID 
card.  
M4.The biometric module 
shall be able to receive a 
message from a RFID card 
to start the authentication 
procedure 

    

M5.The biometric module, 
in terms of continuous 
authentication, shall be 
triggered to acquire 
biometric data, whenever its 
triggering event detector 
module will require it, for 
example when the reception 
signal is interrupted 

    

M6.The biometric module, 
in terms of user enrolment, 
authentication, continuous 
authentication, validation 
and monitoring scenario, 
shall be able to connect to 
the relevant acquisition 
system for data recording 

    

M7.The biometric module 
shall be able to manipulate 
(load, process, save) 
biometric data from a 
storage device (e.g. hard 
disk). 

    

M8.The biometric module 
shall be able to provide a 
procedure that will process 
multiple sessions of recorded 
data and subsequently 
extract the biometric 
signatures in real time. 

    

M9.The monitoring module 
shall be able to provide a 
procedure that will process 
the subject’s physiological 
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Biometric Modules requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

and subsequently shall 
extract his/her state 
M10.The biometric module 
shall be able to store the 
biometric signature to a 
distributed database. 

    

M11.The biometric module 
shall be able to store the 
biometric data to a token 
card, when this is applicable. 

    

M12.The biometric module 
shall be able to retrieve the 
stored biometric signature of 
the user either from a 
distributed database or from 
a token card. 

    

M13.The biometric module 
shall be able to compare the 
calculated biometric 
signature with the stored 
one, using template-
matching techniques. 

    

M14.The biometric module, 
in terms of initial 
authentication, continuous 
authentication, validation of 
initial state and monitoring, 
shall be able to provide a 
biometric score, in order to 
be used for multimodal 
initial authentication, 
continuous authentication, 
validation of initial state or 
monitoring. 

    

M15.The biometric module, 
in terms of initial 
authentication, continuous 
authentication, validation of 
initial state and monitoring 
shall be able to provide 
initial authentication, 
continuous authentication, 
validation of initial state and 
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Biometric Modules requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

monitoring to the controlled 
area as single modality.  
M16.The biometric module 
shall be able to connect via a 
secure network protocol with 
a database or a token in 
order to store/retrieve  
biometric 

    

M17.The gait biometric 
module shall be able to 
communicate with an RFID 
card through a well-defined 
protocol. 

    

 
 

 
User Interface requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

U1.A dedicated User 
Interface will be designed 
and implemented for each 
pilot application.  
U2.The dedicated User 
Interface will be designed 
and implemented for each 
operation mode (enrolment, 
authentication, validation of 
initial state and monitoring 
of the emotional state) taking 
into consideration the 
different functions that 
characterise each mode. 
Common functionalities will 
be implemented in a uniform 
way.  

    



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 258          CERTH/HIT 
 

 
User Interface requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

U3.The User Interface must 
be user friendly that means 
that the uses must locate the 
required information on the 
screen easily and must be 
appealing as far as 
concerning graphic, colours, 
fonts etc.  

    

U4.Robustness requirement 
for the in-car environment 
which is characterised by 
noise, heat and vibration. 

    

U5.The User interface will 
provide clear instruction, 
before and during 
interaction,  

    

U6.The User interface will 
provide feedback     

U7.It will also include clear 
instructions to correct the 
error. The error message 
should stay until the error 
has been corrected 

    

U8.In case of truck 
application the system 
should be designed in such a 
way so that the allocation of 
driver attention to the system 
displays or controls remain 
compatible with the attention 
demand of the driving 
situation. 
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Database requirements 
 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

DF1.Each pilot site will have 
its own database.     

DF2.All pilot databases will 
have the same structure.      

DF3.Pattern matching 
modules and database should 
always reside on the same or 
"nearby" host (e.g. a DB-
server with a fast local link), 
in order to minimise traffic 
and to optimise performance. 

    

DF4.In the case of the truck 
pilot the database will be 
located in the truck. 

    

DF5.The database will have 
a simple implementation.     

DF6.The possibility of 
storing templates in a smart-
card will be considered. In 
this case the smart-card will 
play the role of the database.  

    

DF7.The database will be 
seamlessly integrated into 
the existing BioSEC API. 

    

DF8.The database and 
database operations must be 
easily monitored and 
debugged, e.g. human 
readable data packaging, 
generic protocol with 
persistent data structure 
(content-independent). 

    

DF9.All operations will be 
logged in order to provide 
auditing of access to the 
database 

    

DF10.The logs will include 
the type of access (match, 
query or write) and the kind 
of client (operators, system 
administrator, authentication 
application, etc.) 
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Database requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

DF11.The database will be 
updateable i.e. will be 
automatically updated when 
incremental differences 
between the stored and the 
newly collected data are 
detected or when the identity 
of the person is assured and 
one modality presents 
significant changes (e.g. the 
person has an accident and 
gait is drastically modified).  

    

DF12..No foreseeable update 
module in case of smartcard 
db implementation. 

    

DE1.HUMABIO will follow 
the unlinked anonymised 
data policy.  

    

DE2.Biometric data must 
not be used outside the 
specified purpose (for 
diagnosis of illnesses). 

    

DE3.Unnecessary personal 
data must not be collected     

DE4.Biometric raw data will 
only be used for the 
extraction of features to 
form the biometric templates 
for the matching. 

    

DE5.Other databases of 
participants will not be 
maintained, neither centrally 
nor locally. (what about back 
ups?) 

    

DSF1.The database 
application will consist of at 
least the following tables: 

 Subject's personal data 
table. 

 Biometric data table 
for authentication. 

 Biometric data table 
for validation. 
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Database requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

 Biometric data table 
for monitoring. 

 Parameters table for 
fusion modules 
(optionally it could 
contain the parameters 
for the authentication, 
validation and 
monitoring modules) 

 Authentication table. 
DSF2.The subject's data 
table must contain personal 
information about the 
subjects corresponding to the 
stored biometric data, in 
accordance to the 
anonymised data policy. It 
may include age, gender or 
nationality. 

    

DSF3.Every entry in the 
subject's data table will have 
a unique numerical ID.  

    

DSF4.The Biometric data 
table will store the biometric 
template data for 
authentication.  

    

DSF5.The Biometric data 
table will store the biometric 
template data for validation. 

    

DSF6.The Biometric data 
table will store the biometric 
template data for 
monitoring. 

    

DSF7.The Parameters table 
for fusion modules will store 
the parameters for the fusion 
algorithm which will be set 
after the training of the 
algorithm. at this moment 
these parameters cannot be 
specified because the fusion 
algorithm is not selected. 
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Database requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

DSF8.The Biometric data 
table will store the biometric 
data.  

    

DSF9.Biometric raw data 
must not be stored in the 
database. 

    

DSF10.Every entry in 
Biometric data table will 
consist of an ID referring to 
a corresponding entry in the 
subject's personal data table, 
a tag identifying the type of 
biometric data stored (face, 
voice sample, …) and the 
data itself, which will be an 
opaque binary object.  

    

DSF11.The final biometric 
templates should follow the 
ISO guidelines. 

    

DSF12.Optionally, every 
entry might include an 
expiry date, allowing for 
administrative notifications 
of biometric data that might 
have become invalid over 
time. 

    

DSF13.An additional field 
for each biometric data entry 
will include the sequence 
number of the updates 
recorded of the biometric 
feature. 

    

DSF14.The authentication 
table will store the data 
required for access control 
and privileges.  

    

DSF15.The entries of the 
authentication table will be 
comprised of groups and 
clients/users.  

    

DA1.The database cannot be     
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Database requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

randomly accessed, in order 
to ensure data protection 
according to national laws. 
DA2.The data should be 
accessed only by authorized 
persons.  

    

DA3.Any client (person or 
device) requesting 
information or sending 
updated data to the database 
will need to be identified and 
classified (client 
authentication).  

    

DA4.The transaction 
gateway will manage all 
client’s requests. 

    

DA5.Three privilege 
categories will exist: 

 Match privilege  
 Query privilege  
 Write privilege  

    

DA6.Client entries can 
optionally inherit privileges 
from groups to simplify 
administration 

    

DS1.The database will not 
be accessed directly. 

    

DS2.The host, providing the 
DBMS and any participating 
hosts (such as transaction 
gateway as matching 
modules) that access the 
database directly must be in 
a secure area.  

    

DS3.The secure area will be 
detached from the LAN 
though a firewall. 

    

DS4.The access to this 
secured part of the LAN will 
be made through the 
transaction gateway. 
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Database requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

DS5.Access of the database 
through the TG would be 
done only for enrolment, 
authentication, validation 
and monitoring. 

    

DS6.Updating would take 
place without accessing the 
TG by the internal modules 
of the system, due to security 
reasons. 

    

DS7.Standard and well 
tested encryption protocols 
and algorithms will be used 
to prevent intrusion/tapping. 

    

DS8.To prevent man-in-the-
middle attacks, the 
Transaction Gate will 
provide a server-side SSL 
authentication 

    

DS9.Appropriate 
authentication and 
encryption methods will be 
also required, if Transaction 
Gateway, Matching and 
Update Modules and the 
Database are placed on 
different hosts 

    

DS10.To ensure data 
integrity host-to-host 
communication has to use 
SSL-secured TCP/IP. The 
use of ASN.1 will also be 
considered 

    

DC1.The database 
implementation will have 
two fields of application: 

 local access (e.g. 
handheld application 
with database held on 
the device itself) or  

 remote access (with 
central database).  
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Database requirements 

 

Requirement 

Achieved 
(please 

explain and 
specify in 

which 
deliverable 
is stated) 

Partially 
achieved 
(please 
explain 

and specify 
in which 

deliverable 
is stated) 

Not achieved 

If partially 
achieved or 

not achieved, 
provide 
reason 

 
DC2.Host-to-host 
communication has to use 
SSL-secured TCP/IP. The 
use of ASN.1 will also be 
considered. 

    

DI1.An abstract database 
interface will provide low-
level access to any 
underlying physical database 
to allow a flexible use of 
different DB-systems (e.g. 
local storage or 
MySQL/MSSQL/Oracle 

    

DI2.The implementation 
should not rely on any DB-
specific access control 
mechanisms but has only to 
use basic DB-features that 
can be expected to be 
supported by any (future) 
DB-implementation.  

    

DI3.An enrolment tool will 
be designed that submits the 
biometric data of the 
subjects at the pilot sites to 
the central 
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Annex 6: Sensors Specifications  

A6.1 Sensors Overview 
In this annex the specifications of the sensors to be used in HUMABIO system are given. In 
the following table a summary sheet of the sensors is presented, including the type and the 
applicability of the sensors in respect to the operation mode and the pilot environment.   
 
As stated previously, it has not been decided yet which physiological parameters will be used 
for validation of the initial state and the monitoring. At the present time five physiological 
parameters are tested in the HUMABIO protocol: EEG, ERP, ECG, EOG and body sway. 
For the relevant sensors, the potential applicability is indicated with a tick in brackets.  
 
Table 12 Sensors summary 
 

Sensor Name Sensor Type Modality Operation mode Environment 

ENOBIO 

4 Channel Wireless 
Biopotential 
Measurement 

System 

EEG, ECG, 
ERP, EOG 
biometric 
modules 

     Enrolment 
     Initial Authentication 
     Continuous 
Authentication 
    ( ) Validation of Initial 
state  
    ( ) Monitoring 

     Truck 
     Truck 
simulator 
     Office 
     Airport 

Gold/Silver 
Electrodes 

Gold/Silver 
Electrodes 

EEG, ECG, 
ERP, EOG 
biometric 
modules 

     Enrolment 
     Initial Authentication 
     Continuous 
Authentication 
    ( ) Validation of Initial 
state  
    ( ) Monitoring 

  ( ) Truck 
  ( ) Truck 
simulator 
  ( ) Office 
  ( )  Airport 

Body Sway 
Sensor 

Combination of 
force platform and 

head movement 
detector 

Body Sway 
biometric 
module 

    ( ) Enrolment 
     Initial Authentication 
     Continuous 
Authentication 
    ( ) Validation of Initial 
state  
     Monitoring 

     Truck 
     Truck 
simulator 
    ( ) Office 
    ( ) Airport 

POINT GREY – 
BUMBLEBEE 

CAMERA 

Stereo Camera for 
capturing 3D Depth 

Data and Colour 
Data. 

Gait 
biometric 
module 

     Enrolment 
     Initial Authentication 
     Continuous 
Authentication 
     Validation of Initial 
state  
     Monitoring 

     Truck 
     Truck 
simulator 
     Office 
     Airport 
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Sensor Name Sensor Type Modality Operation mode Environment 

EYELID 
SENSOR 

Video camera 
platform including 1 

CMOS camera 

Face 
biometric 
module 

     Enrolment 
    Initial Authentication 
    Continuous 
Authentication 
     Validation of Initial 
state  
     Monitoring 

     Truck 
    Truck 
simulator 
     Office 
     Airport 

SHURE 
MODEL SM10A Dynamic cardioid 

Voice 
biometric 
module 

     Enrolment 
     Initial Authentication 
     Continuous 
Authentication 
     Validation of Initial 
state  
     Monitoring 

     Truck 
     Truck 
simulator 
     Office 
     Airport 

ANDREA 
SUPERBEAM  
SOUNDMAX 

Dynamic, two-
microphone array 

Voice 
biometric 
module 

     Enrolment 
     Initial Authentication 
     Continuous 
Authentication 
     Validation of Initial 
state  
   Monitoring 

     Truck 
     Truck 
simulator 
     Office 
     Airport 

SENSING SEAT 

Conductive 
Elastomers (CE) 
composites made 
using Elastosil LR 

3162 A/B (by 
WACKER Ltd) 

Anthropometr
ic 

module 

     Enrolment 
     Initial Authentication 
     Continuous 
Authentication 
     Validation of Initial 
state  
     Monitoring  

      Truck 
      Truck 
simulator 
      Office 
      Airport  

 
 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 268          CERTH/HIT 
 

A6.2  Electrodes  

A6.2.1 ENOBIO 
 
Sensor description  
 
ENOBIO is designed to record biopotential differences such as EEG, ECG, EOG and EMG. 
In the simplest sense each electrode measures the potential difference in Volts between the 
point on the body where it is placed and a reference electrode placed at another location. The 
sensor consists of 4 Active electrodes with onboard ADC and Amplification. These 
electrodes are connected to a wireless transmitter that transmits a digital signal to a base 
station connected to a pc. There will also be a single non active electrode used as reference. 
 

 
Figure 74 ENOBIO sensor 
 
Physical characteristics 
 

Dimensions (cm x cm x cm) Electrode : 1.5x2.0x0.5 
Wireless Unit : 
8.1x2.8x10.4 

Volume(cm3) 235 
Mass (grams) 10 

 
Measuring parameters 
 
 
Biopotential difference [V] (EEG, ECG, EOG, EMG) 
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Performance 
 

Parameter Accuracy Precision
Biopotential 
Difference 

30nv 10nV 

 
Specifications 
 

Parameter  Value 
Enobio Interface 
(electrode) 

≅ 6 mW 

ENOBIO SCM ≅ 20 mW 
Input Biopotential 
Output  Digital  
Data rate  Up to 250000 bits/sec  
Sampling rate [Hz]  Up to 100kSPS per electrode  
Quantisation [bits]  16  
Dynamic Range [dB]  150dB 
Analogue Amplitude 
range  

2.7V 

Input Voltage Range - 0.3 V to 3 V 
Input Impedance 62.5MΩ 
Analogue Channel gain  Between 70 and 1280 
CMRR  96 dB minimum 
Noise level  32 nV/√Hz 
Gain Bandwidth 
Product 

2MHz 

Anti-aliasing filter  40kHz  
A->D Sensitivity  86 dB SNR at 10 kHz input 

frequency 
Frequency range  100kSPS  
Resolution  64nV  
3dB bandwidth  Software   
Notch Interference 
Filter:  

Software  

Low Pass Filter  Software  
High Pass Filter Software  
Connection to PC wireless IEEE802.15.4 

 
Environmental Specifications 
 
Min required Operating Distance (in m) DNA 
Max required Operating Distance (in m) NA 

 
Operating range 
 Min Temperature to Max Temperature ºC 

−40°C to +125°C 

Storage range  
Min Temperature to Max Temperature ºC 

−40°C to +125°C 
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User friendliness 
 
 
Final method for attaching the electrodes is not yet defined. However, they will be 
less obtrusive in that the wearer will not be wired to the system. Only a bit of 
conductive gel will be used to ensure a good contact between the electrode and the 
skin. 
 

 
Hazards 
 
 
None, the sensor is completely isolated due to wireless interface.  

 
 
Sensor requirements 
 

Sensor output EEG SIGNAL 

Location 

Two electrodes will be placed on the forehead. 
Reference will be placed on the left ear lobe. 
Wireless Unit shall be, most likely, part of a hat that the subject 
would wear. 

Installation 
requirements USE OF CONDUCTIVE GEL IS MANDATORY. 

Power 
consumption 

 

2 mW for electrode, 20 mW for the SCM interface and 174 mW for 
wireless 

H/W requirements DNA 

S/W requirements 
– On board 
processing 

Signal is filtered and ADC carried out on board. Software running 
on the PC shall record the EEG signal. 

Communication 
requirements 

Wireless connection from Wireless unit to a USB PC base Station 
using ZigBee protocol. 

Interfaces DNA 

Calibration 
requirements DNA 
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A6.2.2 Gold or silver electrodes 
 
Sensor description  
 
For the physiological measurements EEG, ECG and EOG gold or silver electrodes can be 
used. The connector is female 2mm with a length of 1.5 meter. They are reusable with 
maximum impedance 5 kΩ. 
 

 
Figure 75 Electrodes used in the physiological system 
Physical characteristics 
 

Parameter 
Value 

Number of channels To be defined 
Channel gain 20 000 
Input impedance 20 MH // 47 pF 
Noise < to 2 μV 
Amplitude range From 100 to 20 000 
Frequency range 0.5 to 70 Hz 
A->D Sampling Frequency 256 Hz 
A->D Resolution 12 bits with an NI 

6033E acquisition card 
A->D Sensitivity 0.12 μV / bits 
CMRR > to 80 dB in stable 

mode 
> to 60 dB in non-
stable mode 

Trigger input 2 
Trigger output No 
Anti-aliasing filter 70 Hz 
3 dB bandwidth 0.5 to 70 Hz 
Notch Interference Filter 50 Hz 
Low Pass Filter 70 Hz 
High Pass Filter 0.5 Hz 
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A6.3 Body Sway Sensor 
Sensor description  
 
The body sway sensor is composed of two parts: the force platform and the head movement 
detector. This sensor can operate without problem in any environment temperature that 
ranges of -40oC to 85oC. 
 
The force platform is composed of a sensor named CLINE R1 or clinometer. This platform 
detects variation in angle position in two axes (antero-posterior and medio-lateral). The ray 
of the sensor CLINE R1 is 55 cm. 
 
The head movement detector is fixed to the head of the subject. This detector is composed of 
a sensor named HDEDS-5540 A12. It is able to detect right-left movements of the head. This 
sensor is able to measure head movement on one axis. One impulsion corresponds to a 
displacement of 0.065 mm. 

 
Figure 76 Body Sway sensor 
 
Physical characteristics of the force platform 
 

Dimensions (cm x cm x cm) 56 x 56 x 8.5 cm 
Volume(cm3) NA 
Mass (grams) NA 

 
 

Head + HDEDS-5540 
A12 Sensor 

Electroniqu
e 

Right 

Left 
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Specifications (force platform) 
 

Parameter Value 
Number of Axis 2 

Resolution Angle = 0.001° 
Distance = 0.065 mm 

Sampling rate 50 Hz 
Interface:  Software achieved by Forenap 
External Trigger:  
 

No 

Sensitivity Change with 
Temperature 

0.008 arc-degrees per degree Celsius 

Linearity 
 

*0 to 10 degrees is +/- 0.1 degree 
*10 to 45 degrees is +/-1% of Angle 
*45 to 60 degrees is Monotonic 

Range 
+/- 60° 

Null Repeatability: 0.05 degrees  
Cross axis error < to 1% to 45 ° 
Typical Accuracy +/- 0.25% FSO 
Time constant 0.3 sec 
Frequency Response 0.5 Hz 
Sensitivity change with 
Temperature 

0.008 arc-degrees per degree Celsius  

 
 
Specifications (head movement system)  
 

Parameter 
Value 

Number of axis 1 
Resolution 1 impulsion  

         = 0.065 mm 
 

Environmental Specifications 
 
Min required Operating Distance (in m) NA 
Max required Operating Distance (in m) NA 

 
Operating range 
 Min Temperature to Max Temperature ºC 

-40oC to 85oC 

Storage range  
Min Temperature to Max Temperature ºC 

NA 
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A6.4 Eyelid sensor for Face authentication and monitoring potential 
 
Sensor description  
 
The eyelid sensor is composed of a camera including a set of pulsed NIR LEDs placed in the 
instrument panel, linked through a camera link wired to a laptop which processes the image 
flow provided by the camera. 

 

 
Figure 77 Integrated Siemens VDO C-MOS camera module with NIR light unit 
 
Physical characteristics 
 

Dimensions (cm x cm x cm) Camera: 
 5 cm (H), 7 cm (V), 5 cm 
(depth)  
 
Laptop Dimension closed:  
40 cm x 30 cm x 4 cm 

Mass (grams) NA 
 
 
Measuring parameters 
 
Face features 
Eyelid aperture 
Eyelid closure duration 
 

 
Specifications 

Parameter Value 
Output (Analogue or Digital) Digital 
Data rate  (output of monitoring: 0.5Hz) 
Sampling rate [Hz] Around  30Hz for monitoring 

application 
Quantisation [bits] 8 to 10 
Dynamic Range [dB] >60 db 
Resolution 750 X 400 
Pixel Size  10.6 µm x 10.6 µm 
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Optical Format   
 Dynamic Range  ≥60 db 
Sensitivity (B&W)  0,238@550nm nJ/cm²/LSB  
Frame Rate:  Around 30Hz 
Pixel Output Frequency GLOBAL SHUTTER 
Shutter speed shutter, gain, dynamic controlled 

in closed loop by SW 
Focal Length 11.5 mm 
HFOV(horizontal field of 
View) 

32° (H) x 24° (V) 

 
Environmental Specifications 
 
Min required Operating Distance (in m) 0.6 m 
Max required Operating Distance (in m) 1m 

 
Operating range 
 Min Temperature to Max Temperature ºC 

-40…+105°C 

Storage range  
Min Temperature to Max Temperature ºC 

-55° .. +150°C 

 
 
User friendliness 
 
Unobtrusive sensor. HMI for monitoring functionality 
 
 

 
Hazards 
 
 
None 
 

 
 
Sensor requirements 
 

Sensor output 

A graphic user interface visualizes the image of the driver's face with 
overlaid information (left and right eye opening curves, tracked 
features, eye positions, etc.). The GUI allows a test leader to check the 
system performances. To be processed by other application, the ELS 
output through the LAN/TCPIP provides the corresponding measures 

Location Instrument cluster 
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Installation 
requirements 

The camera must be placed in the Instrument cluster; it observes the 
driver's face from the steering wheel. For the other application i.e. 
office and airport the same implementation configuration must be used 
( angle, distances, etc) 

Power 
consumption 

 

Camera characteristics: 
 Power consumption: 4.5 watts max  
 Power supply: 12 V 
Laptop characteristics 
 Power consumption: 120 watts max 
 Power supply: 220 V 

H/W 
requirements 

(PC, processor, 
power supply, 
etc) 

AMD/INTEL @ 2 GHZ DUAL CORE; 220 V @ 50 HZ 

S/W 
requirements – 
On board 
processing 

(operating 
system, C ++ 
etc) 

Microsoft Windows XP, C++ 

Communication 
requirements 

(output data 
rate, Can bus 
etc.) 

LAN/TCPIP 
Sensor is client. 

Interfaces Frame Link acquisition board and TSP/Ip communication 

Calibration 
requirements 

The camera position must be calibrated one time following the 
recommendations given in the following figure 
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Figure 78 Example of installation of the ELS camera in a car  
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A6.5 Camera for gait recognition 
 
Sensor description  
 
Bumblebee is Point Grey's new two-lens stereovision camera system. Sensor has 2 CCD lens 
for capturing the data. It provides a balance between 3D data quality, processing speed and 
size. The camera is ideal for applications such as people tracking, gesture recognition, mobile 
robotics and other computer vision applications. Main operation of the Bumblebee Camera is 
capturing 3D image Sequences as 2d Colour Images. In the Humabio project it will be used 
for the gait recognition. 

 
Figure 79 Bumblebee Stereo Camera 

 
Physical characteristics 
 

Dimensions (cm x cm x cm) 16 X 40 X 50 
Mass (grams) 
 

375 

 
Specifications 
 

Parameter Value 
Output Digital 
Image sensor type CCD 
Number of image sensors 2 
Image sensor size 1.3 inches  
Resolution 640x480 at Max 30FPS 
Frame  rate [fps] Up to 30Hz 
 Dynamic Range  Accurate measure of 3D Depth 

data can be done in a range of 0-
6 meters far from the Camera. 

Shutter speed 1/8000s to 1/30s @ 30Hz at 
640x480 

Focal Length 4mm focal length lenses 
HFOV(horizontal field of 
View) 

70o 
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Environmental Specifications 
 
Min required Operating Distance (in m) 0m 
Max required Operating Distance (in m) 6-7m for Accurate 3D Depth 

Images 
 
Operating range 
 Min Temperature to Max Temperature ºC 

Storage range  
Min Temperature to Max Temperature ºC 

All Point Grey Research 
products have been designed 
with commercial grade 
electronic components, and have 
an operating temperature range 
of 0oC to 45o C.1 
At this time, beyond the 
individual part specifications, no 
experiments have been done to 
determine either the minimum or 
maximum operating 
temperatures. 

 
 
User friendliness 
 
Unobtrusive sensor 

 
 
Hazards 
 
 
Point Grey Research (provider of Bumblebee Stereo Camera) is committed to 
providing customers with leading edge, high quality digital camera products that 
are environmentally sound. As a result, PGR intends to comply with the Reduction 
of Hazardous Substances (RoHS) directive from the European Union and mark 
EEE products with the WEEE symbol.  
As it seems there are no indications for biocompatibility hazards or any other safety 
hazards for the Stereo Camera. 
 
 
 

 
 

                                                 
1 Taken from Knowledge Base of Point Gray Web Site. 
(http://www.ptgrey.com/support/kb/index.asp?a=4&q=29&ST=Temperature) 
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Sensor requirements 
 

Sensor output Image Sequences in png format at a resolution of 640x480. 

Location DNA 

Installation 
requirements DNA 

Power 
consumption 

 

Power consumption: 2.1 W  
Voltage Requirements 8-32V 
 

H/W 
requirements 

(PC, processor, 
power supply, 
etc) 

Desktop or Laptop PC with IEEE-1394 Firewire connection 
availability. 

S/W 
requirements – 
On board 
processing 

(operating 
system, C ++ 
etc) 

This camera is supplied with image acquisition software (SDK). 

Communication 
requirements 

(output data 
rate, Can bus 
etc.) 

Bumblebee Stereo camera communicates with a regular pc or Laptop 
via IEEE-1394 firewire connection (6-pin connector). For Laptops that 
have an IEEE-1394 4-pin connector an external IEEE-1394 Hub 
repeater can be used in order to power on the Camera.  
This camera is supplied with device driver  

 

Interfaces 

 10 bit A/D (Analogue to Digital Converter) 
 This camera is supplied interface card (IEEE-1394 firewire) 

and 4.5m cable 

 

Calibration 
requirements 

DNA-Bumblebee Stereo Camera is precalibrated for lens distortion 
and camera misalignments. So, it doesn’t require in-field calibration 
and is guaranteed by the Point Grey to stay calibrated. Left and Right 
Images of the Stereo camera are aligned within 0.05 pixel RMS error. 
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A6.6 Microphone 

A6.6.1 Shure model SM10A  
 
Sensor description  
 
The Shure SM10A is a low-impedance, unidirectional (cardoid) dynamic microphone 
designed for close-talk head-worn applications such as remote-site sports broadcasting and 
corporate intercom systems. It offers superior noise rejection and a smooth, natural-sounding 
frequency response. 

 
 
 

 
 
Figure 80 Shure SM10A microphone 
 
Physical characteristics 
 

Dimensions (cm x cm x cm) NA 
Volume(cm3) NA 
Mass (grams) 78 

 
 
Measuring parameters 
 
Air pressure. 
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Specifications 
 

Parameter Value 
Output Analogical 
Bandwidth 50-15000 Hz 
Output Impedance @ 1 
KHz 

<200 Ohms 

Max SPL Input @ 1 KHz     115 dB (3% THD 
@ 3.7V) 

Max Output (THD <3% 
@ 1 KHz) 

120 mV rms 

Sensitivity -65 dB/Pa 
 
 
Environmental Specifications 
 
Min required Operating Distance (in m) 0.010 
Max required Operating Distance (in m) 0.025 

 
Operating range 
 Min Temperature to Max Temperature ºC 

 0 - 70 

Storage range  
Min Temperature to Max Temperature ºC 

NA 

 
 
 
User friendliness 
 
 
The SM10A is very lightweight and is typically mounted on the supplied steel 
headband assembly. An adjustable pivot on the headband assembly allows the 
microphone boom to be moved 20� in any direction. A supplied windscreen 
reduces wind noise and explosive breath sounds. A belt clip that fits over the XLR 
connector and attaches to the user's belt or waistband provides cable strain relief. 
 
 
 
 

 
Hazards 
 
 
None 
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Sensor requirements 
 

Sensor output ANALOGICAL ELECTRIC CURRENT 

Location ON HEAD 

Installation 
requirements DNA 

Power 
consumption 

 

Supply Voltage [V]: DNA 
Supply Current [mA]: DNA 
Power consumption (Watt): DNA 

H/W requirements 

(PC, processor, 
power supply, etc) 

PC SOUND ACQUISITION BOARD (SOUNDBLASTER 
COMPATIBLE) 

S/W requirements 
– On board 
processing 

(operating system, 
C ++ etc) 

Windows Multi Media DLL must be available (winmm.dll). 

Communication 
requirements 

(output data rate, 
Can bus etc.) 

PC INTERNAL PCI BUS IS OK 

Interfaces XLR to mini-jack adapter 

Calibration 
requirements CHECK THE VOICE RECORDING LEVEL. 
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A6.6.2 Andrea Superbeam  SoundMax  
 
Sensor description  
 
The Andrea Superbeam Array is a far-field, 2-microphone array with stereo output. Offers 
high quality and performance for unobtrusive far-field voice acquisition with excellent SNR. 
It is specifically designed for continuous speech recognition, command and control, voice 
over IP Internet Telephony etc. The microphone is connected to USB 1.1 adapter and comes 
together with a noise cancelling software. 

 
Figure 81 Andrea Superbeam  SoundMax microphone 
 
Physical characteristics 
 

Dimensions (cm x cm x cm) 11 x 4.3 x 2.3 
Volume(cm3) NA 
Mass (grams) NA 

 
 
Measuring parameters 
 
Air pressure. 
 
 
 
 

 
 
Environmental Specifications 
 
Min required Operating Distance (in m) 0.31 
Max required Operating Distance (in m) 1.22 

 
Operating range 
 Min Temperature to Max Temperature ºC 

0 - 70 
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Storage range  
Min Temperature to Max Temperature ºC 

NA 

 
 
Specifications 
 

Parameter Value 
Output Digital (with USB 

adapter) 
Bandwidth 50-8000 Hz 
Sampling rate [Hz] Up to 48 kHz 

(through USB 
adapter) 

Quantisation [bits] 16 
Frequency range 50-8000 
Supply series resistor                        2 KOhms +/- 0.5K 
Mic bias Supply Voltage for rated 
sensitivity 

4 VDC 

Operating Mic bias Supply Voltage 
Range (with up to 3 dB sensitivity 
variation) 

2.5 to 5 VDC 

Operating Current (each channel) 0.6 mA 
Output Impedance @ 1 KHz <200 Ohms 
Max SPL Input @ 1 KHz                    115 dB (3% THD 

@ 3.7V) 
Max Output (THD <3% @ 1 KHz) 120 mV rms 
Sensitivity (Re: 1V @ 0.1 Pa) -44 dB, +/- 4 dB 

 
 
User friendliness 
 
 
Really unobtrusive voice recording device. 
 
 
 

 



Deliverable N.1.2 Dissemination Level (PU) Contract N. 026990 
 

December 2006 286          CERTH/HIT 
 

Hazards 
 
 
None 
 
 

 
 
Sensor requirements 
 

Sensor output SAMPLE VOICE SIGNAL 

Location AT 30-50 CM IN FRONT 

Installation 
requirements DNA 

Power 
consumption 

 

Supply Voltage [V]: NA 
Supply Current [mA]: NA 
Power consumption (Watt): NA 

H/W requirements 

(PC, processor, 
power supply, etc) 

A/D CONVERTER IS INTEGRATED INTO THE USB 
ADAPTER. 

POWER IS SUPPLIED BY THE USB PORT. 

S/W requirements 
– On board 
processing 

(operating system, 
C ++ etc) 

Windows XP. 
Furnished USB driver and Windows multi media DLL (winmm.dll) 
must be available. 
Noise cancellation technique available through provided software 
only. 

Communication 
requirements 

(output data rate, 
Can bus etc.) 

USB 1.1 IS OK 

Interfaces 
1 USB adapter 
1 USB port 

Calibration 
requirements CHECK THE VOICE RECORDING LEVEL. 
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A6.7 Sensing seat 
 
Sensor description ( for a single strain sensor) 
 
Conductive Elastomers (CE) composites show piezoresistive properties when a deformation 
is applied and can be integrated into fabric or other flexible substrate to be employed as strain 
sensors. Integrated CE sensors obtained in this way may be used in posture and movement 
analysis by realizing wearable kinesthetic interfaces. The CE we used is a commercial 
product by WACKER Ltd (Elastosil LR 3162 A/B) and it consists in a mixture containing 
graphite and silicon rubber. 
 
WACKER Ltd guarantees the non-toxicity of the product that, after the vulcanization, can be 
employed in medical and pharmaceutical applications. CE sensors have been characterized in 
terms of their employment and their main characteristics. Resistance, Gauge Factor, 
Temperature Coefficient Ratio and Reactive Properties have been classified. A model of the 
physical behaviour during the sensor deformation has been developed, addressing non-
linearities and hysteresis. The model has been also used to develop algorithms to reduce the 
sensor transient time and provide an effective, fast measurement system. 
 
The sensing cover for the seat is realised using 36 strain sensors. 
 

  
Figure 82 A single strain sensor of the sensing cover for the seat 
 
Physical characteristics (for a single strain sensor) 
 

Dimensions (cm x cm x cm) 0.5 x 20 x 0.01 
Volume(cm3) 0.1 
Mass (grams) 0.1 

 
 
Measuring parameters (for a single strain sensor) 
 
A reference electric current is imposed over a single strain sensor. The resistance information 
is calculated on the basis of the difference of potential (voltage) measured at the ends of the 
sensor. 
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Figure 83 Sensing Seat operating principle 
 
Specifications (for a single strain sensor) 
 

Parameter Value 
Output (Analogue or 
Digital) 

Analogue 

Data rate-Bandwidth  20Hz 
Sampling rate [Hz] 1000Hz 
Quantisation [bits] 12 
Dynamic Range [V] 0 ; 2 
Resolution [V] 0.01 
Frequency range 0 to 20 Hz 
Amplitude range 0 to 2 V 

 
 
Environmental Specifications 
 

Operating range 
 Min Temperature to Max Temperature ºC 

-20 ; +70 

Storage range  
Min Temperature to Max Temperature ºC 

-30 ; +100 

 
 
User friendliness 
 
Unobtrusive sensor 
 
 
 
 

 
Hazards 
 
None 
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Sensor requirements 
 

Sensor output EACH SENSOR PROVIDES A ANALOGUE VOLTAGE 
SIGNAL 

Location 

EACH SENSOR IS PLACED OVER A LYCRA TISSUE. THE 
SENSING COVER FOR THE SEAT CONSISTS IN A LYCRA 
TISSUE (ONE SQUARED METER) WHERE 36 STRAIN 
SENSORS ARE PLACED. 

Installation 
requirements DNA 

Power 
consumption 

 

DNA 

H/W requirements 

(PC, processor, 
power supply, etc) 

ANALOGUE FRONT-END FOR HIGH-IMPEDANCE 
MEASUREMENT; DATA ACQUISITION BOARD (USB OR 
FIREWIRE OR PCMCIA); STANDARD PERSONAL 
COMPUTER; POWER SUPPLY. 220 V @ 50 HZ 

S/W requirements 
– On board 
processing 

(operating system, 
C ++ etc) 

THE HIGH-LEVEL USER INTERFACE IS DEVELOPED 
UNDER MICROSOFT VISUAL C++ ENVIRONMENT 
If a National instrument DAQ is used, than the NI-DAQ 
environment is required 
The OpenGL support is required for artificial neural network visual 
debugging 

Communication 
requirements 

(output data rate, 
Can bus etc.) 

UNIPI DAQ_USB_16_Channels (USB) or General Purpose 
National Instruments DAQ Boards (PCI or PCMCIA)) connection 
between the sensing seat and the personal computer is needed for 
acquiring the strain sensor data. 
A network protocol (e.g. TCP/IP) should be supported for storing 
the sensing seat data to a distributed HUMABIO database. 

Interfaces Analogue front-end for high-impedance measurement 

 
 

 


